Cryptography Lecture 09
Elliptic curve cryptography
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expanding reality



Key length

Table 7.2: Key-size Equivalence.
Security (bits)| RSA DLOG EC
field size|subfield
48| 480 480 96 |96
56/ 640 640] 112 |112
N 64| 816 816/ 128 |128

80| 1248 1248| 160 |160
112| 2432 2432| 224 |224
128| 3248 3248 256|256
160| 5312 5312] 320 |320
192| 7936 7936| 384 |384
256|15424| 15424 512 |512

Table 7.3: Effective Key-size of Commonly used RSA/DLOG Keys.

RSA/DLOG Key|Security (bits)
512 50

768 62

1024 73

1536 89

2048 103

From ECRYPT Il Yearly Report on Algorithms and Keysizes (2009-2010)




Elliptic curves

» An elliptic curve is the set of solutions to the equation
v =x3+ax+bx+c

» These solutions are not ellipses, the name elliptic is used for
historical reasons and has do to with the integrals used
when calculating arc length in ellipses:

/b dx
2 Vx3+ax2+ bx+c




Elliptic curves

» An elliptic curve is the set
E={(xy):y>=x3+ax’>+ bx+c}

» Examples:

x> — X x3—x+1




Elliptic curves

» Most of the time a “depressed” cubic is enough
E={(x.y):y> = x>+ bx+c}

» Examples:

X7 =X x3—x+1




Elliptic curves
» You do not want “singular curves” with multiple roots
E={(x,y):y>=x3+bx+c}
» Examples:

{x3+x27><71 { x3—x+1




Elliptic curves
» An elliptic curve is the set

E={(xy): y? = x>+ bx+c}

> Previously we have used
integers (mod p) and

multiplication




Elliptic curves
» An elliptic curve is the set

E={(xy): y? = x>+ bx+c}

> Previously we have used
the multiplicative group of

integers mod p

» We need a group
operation on points of E,

we'll call it “addition”




Addition on elliptic curves

» Given two elements in the group, construct a third




Addition on elliptic curves

» Given two elements in the group, construct a third

» Draw a straight line through y
the two points, it will
intersect the elliptic curve in

a third point.
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Addition on elliptic curves

» Given two elements in the group, construct a third

» Draw a straight line through y
the two points, it will
intersect the elliptic curve in
a third point. Mirror that in

the x-axis

» If adding a point to itself,

use the tangent line




Addition on elliptic curves

» Given two elements in the group, construct a third

» There is one special case: if
the line through the two y
points is vertical, it will not
intersect the elliptic curve

again

» We add the point (oo, 00)
to E

» This is the neutral element,
the “0”




Addition on elliptic curves

» Given two elements in the group, construct a third

» The point (00, o0) to E is
the neutral element, the “0" y

» That is,

(00,00) + (x,¥) = (x,¥)

» This also means that
_(X7y) is (X7 _Y)




Addition on elliptic curves

Addition law: On the elliptic curve
E={(xy):y*=x3+bx+c},

(x3,3) = (x1, 1) + (x2, y2)

is calculated as follows:
> If (x1,y1) = (%2, —y2), then (x3,y3) = (00, 00)
> If (x1,y1) = (00, 0), then (x3,y3) = (x2,¥2) (and the other
way around)
> If (x1,y1) = (x2,y2), then let m = (3xZ + b)/(2y1),
otherwise let m = (y2 — y1)/(x2 — x1), and let

(x3,y3) = (M* — x1 — x2, m(x1 — x3) — y1)




Multiplication on elliptic curves

» Multiplication with an integer is defined through repeated
addition

3(x,¥) = (x,y) + (x, ) + (x,¥)
y

AN
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» Multiplication with an integer is defined through repeated
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Multiplication on elliptic curves

» Multiplication with an integer is defined through repeated
addition

3(x,¥) = (x,y) + (x, ) + (x,¥)




Discrete elliptic curves

» We want to have a discrete set of points. We arrange this
by having coordinates mod p

E={(x,y):y?>=x>+ bx + c mod p}

» This is not so easy to draw in a diagram, remember, it is y?
mod p
y

AN

x3—x+1




Discrete elliptic curves

» Example:
E={(x,y):y?>=x>+4x+4 mod 5}
The points in E are

x=0gives y> =4 sothat y=2o0ry =3
x=1gives y> =9 =4sothaty =2or y =3
x =2 gives y? =20 = 0 so that y = 0

x = 3 gives y? = 43 = 3, no square root
x:4givesy2:84:4sothaty:2ory:3

X = 00 gives ¥y = 00




Discrete elliptic curves
> Example:
E={(x,y):y?>=x%+4x+4 mod 5}

The points in E are

o (00, 00)
y




Elliptic curves

» Addition as we defined it still works on this set (but lines
mod p need to be handled)

» We now have the group operations to use instead of integer
multiplication and exponentiation

» Hasse's Theorem: The number of points N in an Elliptic
curve E mod p obeys

p—1-2/p<N<p—-1+2\/p
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Addition on elliptic curves

Addition law: On the elliptic curve
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Elliptic curves

» Addition as we defined it still works on this set (but lines
mod p need to be handled)

» We now have the group operations to use instead of integer
multiplication and exponentiation

» Hasse's Theorem: The number of points N in an Elliptic
curve E mod p obeys

p—1-2/p<N<p—-1+2\/p



Discrete Logarithms on elliptic curves

» Remember the discrete logarithm problem: given x and a
primitive root g, find k so that

x =g* mod p

» There is an analog on elliptic curves: given two points A
and B on an elliptic curve, find k so that

B=kA=A+A+...+A

» This might seem different, but is the equivalent problem.
The only difference is the group operation name
(“multiplication or “addition")




Discrete Logarithms on elliptic curves

» The discrete logarithm for elliptic curves: given two points
A and B on an elliptic curve, find k so that

B=kA=A+A+...+A

» There is an analog for the Polig-Hellman algorithm.
This works well when the smallest integer n such that
nA = oo has only small factors




Discrete Logarithms on elliptic curves

» The discrete logarithm for elliptic curves: given two points
A and B on an elliptic curve, find k so that

B=kA=A+A+...+A
» There is an analog for the Polig-Hellman algorithm

» The baby step-giant step algorithm works, but is
impractical since it needs a lot of memory




Discrete Logarithms on elliptic curves

v

The discrete logarithm for elliptic curves: given two points
A and B on an elliptic curve, find k so that

B=kA=A+A+...+A

v

There is an analog for the Polig-Hellman algorithm

v

The baby step-giant step algorithm is impractical

» But most importantly, there is no analog for the index

calculus ] . .
> Integer mod p index calculus is based on using small base

numbers (not small exponents as in Polig-Hellman)

» But there are no points on E that are closer to “0" than
any other points, the distance to (0o, 00) is the same for all
other points



Key length

Table 7.2: Key-size Equivalence.
Security (bits)| RSA DLOG EC
field size|subfield
48| 480 480 96 |96
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Trapdoor one-way functions

» A trapdoor one-way function is a function that is easy to
compute but computationally hard to reverse

» Easy to calculate xA from x
» Hard to invert: to calculate x from xA

» A trapdoor one-way function has one more property, that
with certain knowledge it is easy to invert, to calculate x
from xA

» There is no proof that trapdoor one-way functions exist, or
even real evidence that they can be constructed




Standard (m mod p) ElGamal encryption

» Choose a large prime p, and a primitive root & mod p.
Also, take a random integer a and calculate
B8 =a mod p

» The public key is the values of p, «, and 3, while the secret
key is the value a

» Encryption uses a random integer k with gcd(k,p — 1) =1,
and the ciphertext is the pair (a*, 35m), both mod p

» Decryption is done with a, by calculating

(@) 72(8"m) = (@™*)(a™m) = m mod p




Elliptic curve EIGamal encryption

» Choose an elliptic curve E mod a large prime p, and a
point o on E. Also, take a random integer a and calculate
b = ax

» The public key is E and the values of p, a, and 3, while the
secret key is the value a

» Encryption uses a random integer k, and the ciphertext is
the pair (ka, k3 + m)

» Decryption is done with a, by calculating

—a(ka) + (kB + m) = —aka + k(aa) + m=m



Representing plaintext on elliptic curves

» Unfortunately, it is not simple to represent a given plaintext
as a point on E

» Even worse, there is actually no polynomial time algorithm
that can write down all points of an elliptic curve

» There is a method that will work with high probability:

» The message m should be in the x-coordinate, but there is
no guarantee that m® + bm + c is a square mod p

» Each number x has a probability of about 1/2 that
x3 + bx + c is a square, so put a few bits at the end of m
and run through all possible values

> If the number of possible values is K, the risk of failure is
2—K




Standard (integer mod p) Diffie-Hellman key
exchange

» Use two one-way functions f and g: exponentiation mod p
(of a primitive root «), the symmetry is

(a?)” = (a®)? mod p

» This cannot be used for encryption/signing because one
does not recover a or b.

» But it can be used for key exchange:
parameters p and «
> Alice takes a secret random a and makes a? public
» Bob takes a secret random b and makes a® public
» Both can now create k = (?)? = (a”)? mod p




Elliptic curve Diffie-Hellman key exchange

» Use two one-way functions f and g: multiplication on an
elliptic curve E (of a point «), the symmetry is

b(ac) = a(ba)

» This cannot be used for encryption/signing because one
does not recover a or b.

» But it can be used for key exchange:
parameters £, p and «
> Alice takes a secret random a and makes aa public
> Bob takes a secret random b and makes ba public
» Both can now create k = b(aa) = a(ba)




Standard (mod p) ElGamal signatures

» Choose a large prime p, and a primitive root a mod p.
Also, take a random integer a and calculate 5 = a? mod p

» The public key is the values of p, «, and 3, while the secret
key is the value a

» Signing uses a random integer k with gcd(k,p — 1) =1,
and the signature is the pair (r,s) where

r=ak mod p
s=kY(m—ar) mod (p—1)
» Verification is done comparing 8"r° and o™ mod p, since

ﬁrrs — O[arak(mfar)/k — a™ mod p




Elliptic curve ElIGamal signatures

» Choose an elliptic curve E mod a large prime p, and a
point v on E. Also, take a random integer a and calculate
b = ax

» The public key is E and the values of p, o, and 3, while the
secret key is the value a

» Signing uses a random integer k, and the signature is the
pair (r,s) where

r = ka

s=kY(m—ar,)
» Verification is done comparing r,(5 + sr and ma, since

B+ sr = re(aa) + (k1(m — ary)) (ka)

= n(aa) + ma — arya = ma



Trapdoor one-way functions

» A trapdoor one-way function is a function that is easy to
compute but computationally hard to reverse

» Easy to calculate f(x) from x
» Hard to invert: to calculate x from f(x)

» A trapdoor one-way function has one more property, that
with certain knowledge it is easy to invert, to calculate x
from f(x)

» There is no proof that trapdoor one-way functions exist, or
even real evidence that they can be constructed. Examples:

RSA (factoring)

Knapsack (NP-complete but insecure with trapdoor)
Diffie-Hellman 4+ ElGamal (discrete log)

EC Diffie-Hellman + EC ElGamal (EC multiplication)

vV vy VvVYyy




