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Preface

An enormous amount of material dealing with the Web and Web Services is
available in books, online, and in various publications. Anybody interested in
learning can find the material but suffers from the overload of information.
Which information is important, up-to-date, and correct? How can I find in-
formation that constitutes the background for the problem facing me? Is the
information relevant, up to date, and reliable? Can I simply apply what the
published references recommended?

Inspired by similar questions, we decided to put together a systematic review
of current Web technology and trends to meet two goals:

1. Provide information to people who need general, rather than in depth,
technical knowledge such as information technology (IT) development
mangers, software designers, architects, IT students, and project and
program managers. Our ideal reader is technically inclined, with broad
interests and management responsibilities.

2. Describe the logical development of business applications technology,
from client-server to Web, Web Services, Portal, and computer Grids.

The book is practically oriented; it gives a large amount of industry focused
advice and down-to-earth observations. The reader will probably need to
seek more detailed information in specialized books, but he or she will be able
to maneuver in the sea of available information.

It is not necessary to read the book sequentially, but there are advantages in
doing so as the topics build on previously discussed topics.
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Most importantly, acronyms and glossary terms are explained at the end of
the text. Terms that we consider important are listed in the Index.

The reader should be familiar with the basics of current information technol-
ogy, the fundamentals of Web architecture, and introductory Java. It is pos-
sible to understand the ideas without understanding the Java examples that
appear in the text. We rely heavily on the XML concepts, and we envisage
that the reader will consult the Web for additional information when reading
this book.

We found many definitions and principles on the Web, and, where possible,
we quote the source for the reader. Published Request for Information (RFC)
material is used extensively throughout the book.

Some information will become obsolete with time, as many suggestions and
design principles refer to the current industrial strength implementations. Many
examples and practical observations refer to IBM WebSphere as the authors
have experience with the product. We encourage readers to critically evaluate
some of our more controversial advice.

Promises and Expectations of

Client-Server Computing

The promise of reduced complexity of software and of software development
in the third and fourth generation of computers has simply not eventuated. The
catch phrase of the client-server paradigm was the promise to reduce the
complexity of the software by dividing electronic processing into a smaller
portion performed on a client computer and a larger portion performed on a
server. This way, the client (the computer, not the person) specializes in front
end processing, leaving the logic to the backend server processing. This sepa-
ration of duties was supposed to achieve what we call today the separation of
concerns. The client interacted with the user and provided data validation,
while the server processed the data and returned the result, often by connect-
ing to a database. The idea of the Graphical User Interface (GUI) was born,
and it was firmly allocated to the client. Nearly immediately, the user interface
became much more sophisticated, filling the vacated space with GUI API’s,
event processing, and user interface standards. Thus, GUI processing grew
into a specialized and complex area, demanding high skills and development
costs.

Programming languages such as Visual Basic were able to produce function-
ally rich user interfaces with graphics, which the user more easily interpreted.



Previously unseen visual objects, such as tabs, pop up windows, buttons with
graphical depiction or symbols of their function, and colorful navigational
prompts filled the user’s view.

On the server side, additional functionality also filled the void: generalized
database connectors; lightweight processes called threads (which introduced
additional complexity for synchronization); support for a large variety of de-
vices and protocols; and ever-increasingly complex logic.

The development process for client-server applications did not become sim-
pler either. The two subsystems were often developed in two or more differ-
ent programming environments. For example, it was very common to develop
client software in Visual Basic or Delphi, while the server software was devel-
oped in C or C++ (or both). The previously cohesive development team was
broken into client and server specialists. The functional testing introduced a
new, expensive, and difficult discipline: integration testing, where the client
and server were seen in cooperation for the first time. Finding errors, bugs,
and functional irregularities became complex and very expensive, as several
specialists had to cooperate to resolve the problems.

The initial promise of reduced complexity was broken. The development man-
agers were dealing with increased costs and were looking for a solution that
would address the increased number of development personnel, ballooning
testing and deployment costs. The developers were faced with a specializa-
tion dilemma — should I become a client or a server specialist? It should be
remembered that the client specialist was also the user interface specialist,
being responsible for the design of the user interface and its behavior. At the
same time, the end users became accustomed to better usability and demanded
ever-improving quality of the user interface, intuitive behavior, and sophisti-
cated error management, where it should not matter whether the validation
errors originated from the server or client processing.

The World of the Web

While client-server computing was evolving, the world of the Web was quietly
assessing its strength. This occurred in 1989-1990. An interested reader can
see one of the early Web sites on http://www.w3.org/History.html or http://
www.w3.org/People/Berners-Lee/ WorldWideWeb.html, or read about it in
Weaving the Web by Tim Berners-Lee with Mark Fischetti (Berners-Lee &
Fischetti, 1999).



Let us look at one of the first browsers, shown in Figure 1. It bears an unmis-
takable influence of what we call today a “thick” client — rich graphics, cre-
ative use of space, various visual clues, and many windows. The hyperlinks
are the new elements, previously not used. Ted Nelson first coined the term
hyperlink in 1965 in project Xanadu (Nelson, 1965)! Looking at the visual
components, which became very common later, we notice that the Navigate
menu (third from the top on the left side) has “back”, “next”, and “previous”
options. The Style menu option (halfway down the first menu list) has a style
sheet option where one could load different style sheets. The “X” box to close
the window was copied from the NeXT toolbox and was later universally
adopted by Windows. The “edit” option was also new. The browser was
written in a dialect of C, called Objective-C. Note that the “Help” menu is
also present as the last option on the second menu from the left. Many of
these components are re-used in the current Web and Portal interfaces.

Very shortly afterward, the style of the interface became more restrained, less
graphical, with limited expressiveness. This was caused by the amount of in-
formation that had to be transferred through the relatively slow communica-
tion lines. It is important to remember that by then, client-server computing
had undergone a substantial change in that the connections between the Web
client and the Web server were much slower than point-to-point, dedicated
client-server connections.

Figure 1. Berners-Lee’s screen shot of the browser (1994) (http://
www.w3.org/History/1994/WWW/Journals/CACM/screensnap2 24c.gif)
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The new Web technology brought some simplification, but only for a brief
period. The browser was thin — essentially displaying a HTML document —
and the server was rather primitive and very slow, the logic often implemented
in a CGI' (Common Gateway Interface) script. Since the plain HTML/CGI
combination provided services that were regarded as a step backwards (com-
pared to more sophisticated thick clients), a method was found which brought
the browser-based client closer to a thick client. Thus, client-side processing
was introduced, constituting a full circle in the development. Java applets,
Java scripts, and various other means were used to achieve functionally rich,
dynamic user interfaces.

From the point of view of a development manager, the situation was not much
better than before. A variety of skills were necessary in a development team,
including a GUI designer, an HTML developer, a CGI script developer, and
later a Java developer. However, a substantial gain was achieved — the whole
system could be developed on a single machine, with a local Web server.

With the introduction of Java (and later .Net technology), the feeling of vic-
tory was also introduced: a single technology was used on both platforms,
with a Java applet running in a browser and a Java application running on the
server. It looked as if the technology was finally making life simpler, although
the quality of the interface was still not as good as in the thick client-server
processing. The net effect of the latest developments was that the enterprise’s
client-server systems were being re-implemented in the “Intranet” — applica-
tions designed for the Internet to be only accessible within the company net-
work. Legacy systems continued to be used and maintained, and people wanted
to use them in the “net” — here meaning Intranet — without the necessity to
re-write them. A lightweight Web application would do precisely that — pro-
vide access to a backend system. This represented a critical point in thinking
— suddenly people wanted to access a multiplicity of applications in one easy
to use window. The idea of a Portal was born.

The necessity to provide integrated Web Services stems from the fact that
modern businesses often evolve through mergers and acquisitions. These busi-
nesses have applications that are either redundant or reusable. However, inte-
gration of these applications is not trivial, mainly from the point of view of the
number of connections. Consider n applications that are to be integrated; it
will be necessary to build n*(n-1) interfaces. With every new application (n+1),
one must test and maintain 2n (where n is the number of original applications)
new interfaces. Obviously, the architect tries to find a solution where a new
application requires only one new interface to the system. However, there is
more to it; the integration must be done not only on the level of interconnectivity,
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but also on the user interface level. For example, two business applications
that are related should be accessible from one screen, if possible. If there is
some legal information or other textual information that is useful, such as busi-
ness procedures, it should be also readily available. The industry answer to
the previously-mentioned problem is the service-oriented architecture, which
is described in the section called Service-Oriented Architecture. We will ex-
plain how the necessity of simplifying the development process contributed to
the idea of Portal, Web Services, and computer Grids.

Where to Start?

In Figure 2, we list the major subjects discussed in the book and their rela-
tionships. The reader can see the necessary prerequisites for the desired sub-
ject. The diagram shows that modern Web-oriented computing is reaching a
stage where many components cooperate in the final product. It is important
to realize this idea when designing, building, and managing the development of
these systems. Understanding historical trends helps to keep current and fu-
ture trends in perspective. We encourage the reader to look back before look-
ing to today and onto the future.

Figure 2. Roadmap of this book
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This book arose from university courses taught by the authors at Monash
University in Melbourne, Australia and from the practical managerial experi-
ence of the portal development manager. Most courses and textbooks in this
field are targeted at either the low programming level of APIs for portals,
J2EE components and Web Services, or high-level aspects of services and
portal deployment in the enterprise information systems. We also realized that
the majority of the textbooks focus on material around Web Services and
ignore the fact that portals and Grid applications are in some ways the inevi-
table extension of Web Services.

This book uses Java, J2EE platform, Globus Toolkit, and IBM’s WebSphere
for Multiplatforms 5 to demonstrate the programming and deployment as-
pects of development of Web Services, portals, and Grid applications.

Organization of the Book

At this point, the reader should be ready for the main body of the book, which
is divided into four parts:

1. ImSection I: The Toolset (Chapters I-I1I), we explain technicalities re-
lated to XML and Web Services Description Language (WSDL). The
purpose of Chapter II is to give the reader basic knowledge necessary
to read the rest of the chapters.

Chapter III deals with Web oriented protocols, UDDI (Universal De-
scription, Discovery and Integration), and SOAP (Simple Object Ac-
cess Protocol). We explain relationship between UDDI version 2 and
WSDL. In addition, we provide a simplified example of accessing UDDI
Registry using JAXR (Java APIs for Registries). SOAP is described in
terms of messaging — a widely used technology in Web Services.

2. In Section II: Web Services as Shared Resources (Chapters [V-VII),
we describe Web Services and look at some implementation issues. Chap-
ters V and VI discuss servlets and JSP (Java Server Pages). At this
point, the reader will have the necessary knowledge for understanding
the Web service design issues discussed in Chapter VII.

3. In Section III: Putting Portals on the Web (Chapters VIII-XVII), we
utilize the knowledge of Web Services and develop the concepts of por-
tals. We briefly touch on portal solutions for business processes, and
then continue with portal development framework and the close rela-
tionship between portlets and servlets. Large portions of Chapters IX-
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XIII are devoted to understanding portlets and portal concepts, their
lifecycle, and messaging. Chapter X VI is dedicated to discussion about
relevant portlet standards and issues related to accessing presentation-
oriented Web Services. Chapter XVII is based on practicing manager’s
experience with installation and delivering portal solutions in large orga-
nizations. These issues are particularly relevant to the B2E and B2B so-
lutions.

In Section I'V: Grids as Virtual Organizations (Chapter XVIII), we in-
troduce the concept of computer Grids, building on the previous two
parts. As recently discussed in various Web communities, Web Services
are seen as an enabling technology for Adaptive Enterprises where busi-
ness and IT are synchronized to accommodate fast and efficient changes
in real time. With the new incoming WS-Resource framework (authored
by The Globus Alliance, HP and IBM), we feel that thorough under-
standing of Grid concepts would be beneficial to our readers. This seem-
ingly long section will provide the reader with sufficient knowledge to
allow him or her to appreciate new trends in creating Grid-based com-
munities and applications running on the Grids.

Endnote

The Common Gateway Interface (CGI) is a standard for interfacing ex-
ternal applications with information servers, such as HTTP or Web serv-
ers. See also the following Web site for more information: http://
hoohoo.ncsa.uiuc.edu/cgi/intro.html
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Chapterl

Introduction

The Idea of a Portal

To create an initial impression of what a portal is, we can compare a portal page
to the colonial window pictured on Figure 3. This window can representa Web
page, with several smaller windowpanes. We can now imagine that the useris
looking at a different application through each windowpane. To extend this
metaphor, we can imagine that the application behind each pane belongs to the
builder and that each member of the household uses his or her personalized
window, with only some panes visible to him or her. The portal is the frame that
holds the window together (indeed, we will see later that itis a container); the
window itselfis the Web page, and the windowpanes are called portlets.

The look and feel ofa portal has been used by mediain TV and elsewhere for
sometime. TV programs, specifically sports and news transmissions, often use
more than one window on one screen. The same idea is used in portals: itcan
display more than one window on a Web page. The trick is to get the windows
to work so that the user can move from window to window without losing the
context, all within one Web page. Presumably, the windows somehow relate
tothe user’sneeds. This leads to the requirement of configuration for the Portal
so that the user can choose which windows to view on the screen. [f the user
needs to be able choose what to see, then the system must provide security
protection so that the user is authorized to access everything that has been
configured, with a single sign-on.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.
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Figure 3. Colonial window as a metaphor for portal

lel lel

Three very important aspects of portals have been developed:

1. Ability to display more than one Web-like window on a page;

2. Abilityto configure the page so that only windows selected by the user (or
administrator) are displayed on the page; and

3. Provision of a single sign-on so that the user perceives the system as
homogenous.

The requirements for multiple windows led to the development of the concept
ofaportal as acontainer. This container holds portlets, which produce one or
more windows. The other two requirements — configuration and single sign-
on — caused the development of infrastructure to support these and other
requirements.

From the technical perspective, a portal is aportlet container thatis built on
top of the servlet container, reusing functions.

Letus look at portal technology from the point of view of the development
manager. Todevelop a portal “window”, the developer must produce a portlet.
This does not necessarily mean that each portlet can have only one view port,
orwhatwe previously called a“window” (a windowpane in our initial example)
within a browser window. However, two consequences of this approach
emerged.

The portlet produces only a small part of the overall window, called a
fragment. However, the fragment behaves very much like an independent
window. The fragment consists of HTML code, displayed in the portal Web

page.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.
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The fragment cannot be addressed by a URL' (see http://www.w3.org/
Addressing/); only the whole page can be addressable by a URL.

Obviously, to produce a portal and to meet the previously-mentioned require-
ments of multiple portlets, security, and configuration, the technology must
provide new tools and concepts. This book describes some aspects of the
technology. However, the main purpose is to provide a technical explanation
ofthe consequences of the new requirements.

The development process of the portal is in many respects similar to the
development of Web material. The windows must be designed to meet the
users’ requirements, and the programming techniques are similar to Web
programming. However, the total cost is lower with portals, as the supporting
technology reduces the development effort with regard to security and assists
inpagenavigation.

The main contributor to cost reduction is the fact that a lot of the functionality
thathad to be repeatedly programmed is now provided by development kits,
inparticular security and configurability. The development can be performed on
one platform, and the developed artifacts can run on another platform without
change. However, one of the basic problems of the Web environment — the
necessity to keep the client pages lightweight because ofthe limited bandwidth
ofthe communication channel to the server— hasnot been solved. However,
with improved communication facilities, this disadvantage becomes less and
less important. Consequently, the look and feel of the portlet fragments is
similar to current Web pages.

Technology Aware Managers
Computer technology managers come in two varieties: those whose teams
produce (or develop computer products) and those whose teams consume (or
“use” the computer products). The book’s aim is to contribute to the under-
standing of three modern computer technologies (Web, Portal, and Grid) from
the point of view of both the producers and consumers. The aspects of interest
common to both groups are addressed in the book, and they include:

*  Thecostsofdevelopmentin terms of human resources and technology.
When addressing this aspect, we explain the main features of the technol-
ogy and the methods of development that use the technology.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.
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*  Theuserexperience. The human-machine interface will be explained in
relation to the described technology.

*  Theeffectiveness ofthe technology in terms of costs of development and
maintenance.

*  The future trends and expectations for both the developers and consum-
ers.

Service-Oriented Architecture
Referring to Kishore Channabasavaiah and Kerrie Holley (2004), we describe
service-oriented architecture (SOA) as aset of principles and building blocks
thatutilizes the idea that independent Web Services applications can be re-used
and connected by all participants with aminimum integration effort. The internal
interfaces can be built and achieved by current Web Services, and user
interface integration can be achieved by current portal technologies. With this
approach, it is possible to make the next step in building loosely coupled
collections of applications that perform seamlessly in an ever-changing business
environment.

Imagine an organization that has been around for 10 or more years and has had
anactive IT department that developed anumber of applications in anumber
oftechnological platforms. Let us define these applications as services and
make them safely available on the Intranet or Internet. Each of these applica-
tions or groups of applications operates in its own environment, often on
different platforms, using different and incompatible programming systems,
databases, and protocols. How can we integrate these applications to
interoperate with each other and with any additional, new applications builtin
the future?

Ifwe defined all functions as independent services and provided an invokable
interface, we have made a big step toward our goal. The invokable service can
be coupled to the application, or it can be totally separated, built for the sole
purpose of invoking the function as a Web service. With this technique, our
legacy function became an independent, invokable, and manageable service.

The management of the service includes:

*  Security ofinvocation and data transmission,

*  Deploymentoftheservice,
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*  Loadbalancing and fail-over capabilities, and

*  Versionmanagement.

The conversation with the service typically takes place in a source-neutral way,
such as via XML.

Figure 4 showstheidea of SOA inasimplified way. The framework allows any
service to talk to any other service. Note that a portlet can also talk to any
service, anidea described in more detail later in the book when we talk about
end user connectivity and the use of the portal as an integrating device.

Part ofthe SOA is information integration. It provides consistent access to all
datainthe enterprise, by all applications that need it, with no restrictions. The
location, source, format, and method of accessing the data are very transparent
to the application because the data are provided by acommon service. The use
ofportlets provides a good way of making the data available to the end user.

Implementation of SOA is possible with existing investment and infrastructure.
Itinvolves a change in the conceptual thinking and the use of existing Web
Services, portal services and Grid computing, all of which are discussed in this
book.

Advantages of service-oriented architecture are in providing a method to
leverage existing assets to achieve faster time to market, reduced cost, and
business improvement. [tallows you to use Grid computing as a virtual resource
and as ameans to on-demand deployment. SOA helps maximize resources in
the organization.

Figure 4. Service-oriented architecture overview

Service 1 Service 2 Service 3 Service 4

System services, flow management, messaging, security, transaction management
EXTERNAL INTERFACES TO ALL SERVICES

Portlet Service 6 Service 7 Service 8
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Endnote
URL is a Universal Resource Locator, a unique name of a Web page.
URL belongs to abroader group of URI— Universal Resource Identi-
fiers, which identify resources in the Web: documents, images,
downloadable files, services, electronic mailboxes, and others.
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ChapterlIl

The Foundations of
XML and WSDL

XML stands for Extensible Markup Language (http://www.w3.org/XML/),
and ithas been adopted by industry for exchanging data in a platform, language,
and protocol independent fashion. While XML has many benefits during the
development stage, it has some performance disadvantages. This chapter
provides a quick look at the following topics:

Overview of the standard and basic concepts;
Basic XML document structure;
Information aboutusage of Document Type Definition (DTD);

Structure and usage of XML Schema; and

A

Discussion about the design and performance issues when using XML
documents with Web service.

XML plays an importantrole in the implementation of Web Services. Because
XML is notin binary notation, it can be created and edited in any text editor
(provided the character set complies with the Unicode' in which XML
documents are encoded). XML is also useful for storing small amounts of data.
XML and stylesheet standards allow developers to dictate how the information
will be displayed.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



8 Polgar, Bram, & Polgar

Where can XML be used? The following list states several options relevant to
this book:

XML can contain data for a program to process with traditional data
processing. XML is the answer for the exchange of all sorts of transactions
as long as both the client and the provider agree on the XML markup.

XML documents can be used as template containers that help build
interfaces and applications from existing components. This approach is
called document-driven programming.

* XML, incombination with DTD or one ofthe schema standards, defines
the structure of documents. This approach allows code to be easily
generated automatically. During this process, known as binding, classes
are created according to the given schema specifications. Input data
arriving in the XML document can be processed, and the response
documentis created also in XML.

Forthosereaders who are familiar with XML concepts, the following section
will notreveal anything new. We have included this section in order to provide
consistent technical background to other chapters of this book, in particular the
discussionsrelevantto Web Services, portals, and deployment issues.

What is XML?

XML is a markup language that enables hierarchical data content to be
represented as a marked-up text document. The language uses tags to mark
pieces of datum. Each tag assigns meaning to the data associated with it, thus
transforming the data into meaningful information. XML aims to separate data
from processing and presentation.

Although XML was not meant to be read by end users, the XML specification
states that “XML documents should be human-legible and reasonably clear.”
Youcanalsoview XML as ameta-language with appropriate grammar and
vocabulary (called schema), which can be used to define other markup
languages.

We start our quick tour with the essential background and properties of XML:
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1. An XML document must be well-formed in order to be successfully
processed or parsed. Well-formed means that the document has exactly
onerootelement; each tag has a startand a proper end; all attribute values
are in quotes; and elements do not overlap (however, they can be nested).

2. Eachdocumentcanbeassociated witha DTD syntax, which is part of the
core XML specification. This allows for the definition of domain-specific
schemas and makes XML extensible. Furthermore, the capability to
reference DTD or other schema provides the framework for document
driven programming and supports the binding process.

3. A documentis valid ifit is well-formed, refers to, and conforms to an
accessible DTD, and contains the declaration <!DOCTYPE> as shown
inthe following example:

<IDOCTYPE internet_lectures SYSTEM “Course01.dtd”>

In2001, the W3C defined the XML Schema Definition language (xsd). The
XML schemais adocumentused to describe the structure and semantics of an
XML document. There is an interesting perspective on XML schemain Singh,
Brydon, Murrary, Ramachandran, Violleau, and Stearns (2004). The authors
divide the schema into vertical and horizontal domains as a broad taxonomy of
XML representations.

*  Horizontal domains are cross-industry domains that address common
situations in a particular domain. Examples are Mathematical Markup
Language (MathML), Synchronized Multimedia Integration Language
(SMIL), and Resource Description Framework (RDF).

*  Vertical domains are specific to certain types of industries. There are
XML schemas for e-commerce such as Electronic Business with XML
(ebXML), Commerce XML (CXML), Common Business Language
(CBL), and Universal Business Language (UBL).

Developers in large enterprise organizations often define their own custom
schemas. These schemas can be proprietary or shared with business partners
to enable the exchange of data between enterprise applications. The organiza-

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



10 Polgar, Bram, & Polgar

tion may decide to expose their private schema to enable potential business
partners to use it.

XML Document Processing

and Development
Online XML document processing consists of the following steps:

1. Parseandvalidate the incoming document against the schema to which the
document should conform;

2. Transformthe document from its conforming schema to the internally
supported schema;

3. Disassembleadocument;

Search the incoming document for relevant information (relevant informa-
tion either contains the embedded tags oritis found in expected locations);

5.  Extractthe information; and

Map the information to domain-specific objects.

Developers who implement the document-driven applications where business
logic manipulates the documents typically have trouble separating document
handling from business logic. This makes document processing complex, as it
will become apparent in later chapters.

Core XML tags: Although many books existabout XML, the authors wish
to provide a brief revision of basic syntactic rules. The XML document
structure should follow the following outline:

*  Documents are made up of a prolog and abody. The document prolog
contains the XML Declaration, and the document body contains the actual
marked up document. According to the official XML specifications, every
well-formed XML document must contain a prolog.

*  The prolog must appear before the root element (first element in the
document). The prolog consists of two parts: the XML declaration and the
Document Type Declaration (DTD). Depending on your needs, you can
choose to include both, or either of these items in your XML document.
The DTD is most often used.
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The example shown in Figure 5 shows the basic structure ofan XML document.

Note thatin this example, all tags are closed, so the document is well-formed.
The “IDOCTYPE internet_lectures” indicates that all the tags inside the XML
filewill have the root called “internet_lectures.” Each XML file can have only
one !DOCTYPE. The XML fragment in Figure defines several elements:
<lectures>, <lecture>, <title>, and <item>.

Each lecture has a title and one or more items (item can also be empty). A
namespace is a collection of names, identified by a URI reference (xm/ns tag
inFigure 5). Namespace is used to define the context within which the names
of elements are unique. For example, the students’ material for the Web
subjects in theundergraduate course is in the namespace:

<internet_lectures
xmlns="http://walkabout.netcomp.monash.edu.au”

Figure 5. Example of the basic structure of an XML document
(internet lectures)

<?xml version="1.0' encoding="ISO-8859-1" standalone="yes" 7>
<IDOCTYPE internet_lectures SYSTEM "Course01.dtd">
<internet_lectures
xmins="http://walkabout.netcomp.monash.edu.au" >
<lectures title="Sample lectures in CPE5014"
date="today" author="Jana Rob Tony">
<!-- This is example of lecture organisation -->

<lecture type="all">
<title content="Introduction to XML"
subtitle="List of topics">Lecture 1: XML parsers</title>
</lecture>

<l—Parsing XML lecture overview -->
<lecture type="all">
<title content="Parsing XML" subtitle="List of topics">Lecture
2: In-troduction to SAX parser</title>
<item>Topic one SAX parser introduced

</item>
<item>
Basic approach to non-validating parser
</item>
</lecture>
</lectures>
</internet_lectures>
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This namespace enables avoidance of the name clashes with the XML schema
names (tags) used in other subjects.

Using Data Type Definition (DTD)

Creating aDTD: As mentioned previously,a DTD is a structured collection
of information that defines the structure and characteristics of an XML
document. It contains required tags, relationships among tags, valid attribute
values, and named entities. They are needed for checking the structural
correctness of the XML document. The example in Figure 5 shows an excerpt
ofan XML document thatuses an external DTD file called “course01.dtd” for
simple lecture presentations.

Developmentofa DTD can be complicated. DTDs are stored as ASCII text
with the extension .dtd. To make the development of XML documents easier,
there are published DTDs that define tags for commonly used elements. An
example DTD is in Figure 6.

The DTD tag ELEMENT (<!ELEMENT internet_lectures (lectures+))
specifies the name of the element and one or more items (sign +) indicating valid
content for this element. The DTD tag !ATTLIST begins the series of attribute
definitions. Each attribute is defined by a series of three space-separated
values. Commas and other separators are not allowed. The first value is the
name of the attribute; the second value indicates the type of data (CDATA
means unparsed character data). The last entry specifies the default value and
ifitisrequired value.

Other W3C Standards Worth Noting

There are a few more specifications that should be noted: The Extensible
Stylesheet language will be discussed later in more detail, and the XML Link
Language (XLL), whichis aprotocol consisting of two specifications to handle
links between XML documents: XLink and XPointer.

XLink: The XLink protocol allows elements to be inserted into XML
documents in order to create and describe links between resources. XLink
provides a framework for creating both basic unidirectional links and more
complex linking structures. Itallows XML documents to:
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Figure 6. Example of the corresponding Course(l.dtd file

?xml version="1.0' encoding="SO-8859-1"?>
<!l--

DTD for a simple internet_lectures organisation.
->

<I[ELEMENT lectures (lecture+)>
<IATTLIST lecture
titte CDATA #REQUIRED
date CDATA #IMPLIED
author CDATA "unknown"
>
<I[ELEMENT lecture (image?, item-title?, item*)>
<IATTLIST item
type (tech | exec | all) #MPLIED
>

<!-- Defines the %inline; declaration -->
<IENTITY % xhtml SYSTEM "xhtml.dtd">

<IELEMENT item-title (title+)>
<I[ELEMENT item ((title+) | item)* >
<|IELEMENT image EMPTY>
<IATTLIST image
alt CDATA #IMPLIED
src CDATA #REQUIRED
type CDATA ‘“image/gif"

*  Assertlinking relationships among more than two resources,
»  Associate metadata with alink, and

*  Expresslinksthatreside inalocation separate from the linked resources.

An important application of XLink is in hypermedia systems that have
hyperlinks. A simple case of a hyperlink isan HTML element, which has these
characteristics:

*  Thehyperlink uses URIs as its locator technology.
*  Thehyperlink is expressed at one of'its two ends.

*  Thehyperlink identifies the other end (although a server may have great
freedomin finding or dynamically creating that destination).

»  Users can initiate traversal only from the end where the hyperlink is
expressed to the other end.
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*  Thehyperlink’s effect on windows, frames, go-back lists, style sheets in
use, and so onis determined by user agents, not by the hyperlink itself. For
example, traversal of links normally replaces the current view, perhaps
with auser option to open anew window.

Formore information on the XLink specification, see also http://www.w3.org/
TR/WD-xml-link.

XPointer: This specification targets documents that use its ID. XPointer
supports addressing into the internal structures of XML documents. It allows
for examination ofa document’s hierarchical structure and choice of its internal
parts based on various properties, such as element types, attribute values,
character content, and relative position. In particular, it provides for specific
references to elements, character strings, and other parts of XML documents,
whether or notthey bear an explicit ID attribute. For additional information, see
http://www.w3.org/TR/WD-xptr.

The XHTML specification is away of making XML documents thatlook and
actlike HTML documents. The result of this specification is a document that
can be displayed in browsers and treated as XML data. The XHTML
specificationis areformulation of HTML 4.0 into XML. The latest information
isathttp://www.w3.org/TR/WD-html-in-xml/.

XML Schema (xsd) defines the types of elements a document can contain, their
relationships, and the data they can contain. It provides options well beyond
what the current DTD specification provides. For more information on XML,
see the W3C specifications XML Schema (Structures) and XML Schema
(Datatypes).

There are 13 kinds of components in three groups in XML schema: primary,
secondary, and helpers. Their names are in the following list.

The primary components:

«  Simpletypedefinitions
*  Complextypedefinitions
*  Attributedeclarations

. Elementdeclarations
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The secondary components:

*  Attribute group definitions
*  Identity-constraintdefinitions
*  Model group definitions

*  Notation declarations
The helper components:

*  Annotations

e Model groups
*  Particles

*  Wildcards

. Attribute uses

The excerpt from Course01.xsd is in Figure 7. You can see some similarities
with definitions in DTD. Similar to DTD definitions, elements are defined in
terms of their attributes (name and type). The ComplexType is a composition
orsequence of other elements that serve to provide more accurate descriptions
ofthe element. In later sections on Web Services and the Java binding compiler
(Web Services with JAXB), the authors provide more information about the
importance of XML schema in the process of marshalling and unmarshalling
XML documents.

XML Authoring and Java Parsers

Several authoring tools are currently available for creating XML documents, as
well as browsers supporting XML2. Our list of references contains some
pointers to Web sites with XML tools for writing XML documents, creating
DTDs, and other documentation.

There are two kinds of parsers: validating and non-validating. According to the
W3C organization (http://www.w3.org/TR), the definition of a validating
parserisas follows:
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Figure 7. Example of XML schema

<?xml version="1.0"?>

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://neptune.netcomp.monash.edu.au "
xmins="http://neptune.netcomp.monash.edu.au/Course01.xsd ">

<xsd:element name="lectures">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="lecture"
type="InternetLectureType" >
<xsd:complexType>
<xsd:sequence>
<xsd:element name="name" type="xsd:string"/>
<xsd:element name="title" type="xsd:string"/>

</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>

Validating processors must, at user option, report violations of the
constraints expressed by the declarations in the DTD, and failures to fulfill
the validity constraints given in this specification. To accomplish this,
validating XML Processors must read and process the entire DTD and all
external parsed entities referenced in the document.

Non-validating processors are required to check only the document entity and
the internal DTD subset for well-formedness. They donot check the document
for validity. However, they are required to process all the declarations they
read inthe internal DTD subset and in any parameter entity within the document.
Non-validating parsers generate three types of errors: a fatal error, an error,
and warnings. Non-fatal errors typically occur when a XML document fails a
validity constraint (invalid tag, tag is not allowed).

In client-server transactions, XML data is exchanged between parties; the
parties are free to create their own tags to describe the data, set up schemas
to specify which tags can be used in a particular kind of XML document, and
use XML stylesheets to manage the display and handling of the data. Each
XML document must be processed to be understood by a computer (server or
client). Typical processing relies on document parsing. The parser, with the
help of the XML schema document (either .xsd or .dtd file), extracts the
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relevant information necessary for the parser to create entities the computer
understands.

There are anumber of XML parsers available for XML document processing.
The most popular seems to be JavaSofts’s XML Parser and Apache’s Xerces-
J Parser.

We will briefly look at three XML parsers that are relevant to the objectives of
this book (J2EE platform):

SAX(Simple API for XML) Parser,
«  DOM (Document Object Model) Parser, and
*  XSLT (XML Style Sheet) Parsers.

Using and setting up the SAXParser: The SAXParser is flexible and can be
used with any XML-compliant parser. Ithas aso-called “pluggability” layer,
which enablesitto “plugin”animplementation ofthe SAX, DOM, and XLS
processor (stylesheets), thus letting the developer control how XML data is
displayed.

J2EE provides JAXP APIs in the package javax.xml.parsers. SAX is an
event-driven model (this means that you have to provide the callback methods,
and the parser invokes them as it reads the XML data). The setup of SAX
parserrequires a bitof work. Detailed instructions about how to setup the SAX
parser can be found in J2EE Tutorial (J2EE 1.4 Tutorial Update 4,2004). The
authors provide the reader with only limited information on SAX parser usage,
which hopefully is enough to set up and use the SAX parser for simple
document exchange and processing.

Let’s start with the composition of an XML document. Each XML document
is composed of elements, attributes, and entities. Element boundaries are
defined by the start tag, such as <ElementName> and an end tag, </
ElementName>. Attributes are name-value pairs associated with elements,
and they serve as descriptors of the information about the element. For
example:

<lecture lecture_type="video_recorded”’>
<title> PORTALS </title>
</lecture>
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where the <lecture_type> is the attribute indicating the style in which the
lecture will be conducted, and <title> tag holds the name of this particular
lecture.

The basic structure of SAX APIs is in Figure 8. The SAXParser class is a
wrapper, which defines a number of convenience methods. The
SAXParserFactory is used to create the actual parser. The SAXParser
interface contains several kinds of parse() methods. The XML documentis
passed to the parser for processing. [fany errors are detected, the appropriate
error handling methods are invoked on the ErrorHandler objects.

The ContentHandler is invoked when compulsory tags, for example start
document, start element, or end element are missing. The parser uses the
EntityResolver object to detect data identified by a URI. DTDHandler
processes DTD schema.

Entity references, marked by special identifiers, will be expanded by the parser.
A user-defined entity is an XML mechanism, which associates the identifier
with the user-defined data to be expanded. For example, we can assume that
a set of lectures to be presented in a postgraduate course is defined as title
entitiesinDTD (e.g., lecture on PORTALS, WEB_SERVICES, etc.). We can
write the following code:

<lecture lecture_type="video_recorded”’>
<title> &PORTALS </title>
</lecture>

Figure 8. SAXP API structure
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B SAX Reader ——
-
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The variable &PORTALS will be replaced with the DTD definition of this
particular lecture.

*  Usingstylesheets (XLST): An XML document can be transformed to
another type of document using an XLST (a language to specify how to
transform an XML document of one type to another document type). The
transformer can be used to produce HTML, a different XML structure,
orevenatextfile. The J2EE platform provides JAXP XSLT to support
the transformation. The central component of this is the
javax.xml.transform package, which defines and supports the mechan-
ics and overall process for any transformation that is performed.

*  Stylesheets compilation: Before a stylesheet can be processed (Figure
9), it must be converted into an internal, machine readable format.
Typically, the stylesheet is read into memory using an XML parser,
translated into machine format and then preserved in memory for repeated
use. Many different XSLT processors implement stylesheet compilation.
JAXP includes the javax.xml.transform.Templates interface to provide
consistency.

The newTransformer() method of this interface allows the stylesheet compiler
to obtain anew instance of a class that implements the Transformer interface.
This Transformer object supports the performance of XSLT transformations.

Figure 9. XLST processing

Web tier

=xsltemplate match="Lecturer >

<h1=Input XML Forms/h1> Spladias:
=form action="fShC/Lecturer<sLServet" method="post"=
=table border="0" cellpadding="2" cellspacing="0">
<x¥sl:apply-templates select="firsthame"/>

A
Presentation data
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XML Irl.Til..lt File —- il“ " II i"
A_

DB

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



20 Polgar, Bram, & Polgar

Transformations are generally static and can be used multiple times over
different XML documents. Java classes that offer translation capabilities are
called translets. Translets are expected to be small, in the 100 Kilobytes range
size. Translets can significantly improve the speed of server-side transforma-
tions and the client-side transformation of XML into other formats. The Apache
XML project (xml.apache.org) provides XSLTC, which combines a compiler
and aruntime processor. The compiler compiles an XSL stylesheet into a set
ofJavaclasses (translets). The classes are ready to be deployed in a similar
fashion to any other Java classes, along with the xsltc.jar and the runtime.jar.

XPath recommendations can be found on the W3C Web site (http://
www.w3.org/TR/xpath). XPath isnow a part of IBM’s Application Developer
Support Tools package. Inasense, itis an XSL sub-language thatis designed
tobeused with XSLT. Itisused foridentifying or addressing parts ofa source
XML document. Every node within an XML document can be uniquely
identified and located using the syntax defined for XPath.

How to Use SAX Parser

To demonstrate how to setup the SAXParser, we have modified the example
fromaJ2EE Tutorial (J2EE 1.4 Tutorial Update 4,2004). In this example, the
program echoes the parsed data derived by the SAX parser class from the
XML input file. The first step is to create a Java class that incorporates the
parser. Letus start with necessary imports (Figure 10).

Figure 10. Imports and main() method

/
*Echo the input with SAX parser
*/

import java.io.”;

import org.xml.sax.*;

import org.xml.sax.helpers.DefaultHandler;

import javax.xml.parsers.SAXParserFactory;

import javax.xml.parsers.ParserConfigurationException;
import javax.xml.parsers.SAXParser;

public class Echo01 extends DefaultHandler {
static private Writer out;
StringBuffer textBuffer;
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We need to import DefaultHandler, SAXParser, and SAXParserFactory (at
least) classes. We also need to create main() method in our code sample. Note
that we are running a standalone program invoked from the command line with
one argument— the XML file we want to echo.

Figure 11 shows the code needed to create a new instance of the parser and
invokes parse() methods to start parsing. The parser uses ContentHandler
classes (in our case, the DefaultHandler was extended to Echo01) to provide
empty methods for handling XML document tags such as startElement,
endElement, and so forth. When any of these tags are encountered, they are
sent to the appropriate method together with all attributes for processing. We
need to code these methods to perform the intended logic (Figure 12).

All methods use SAXException instance to report errors. SAXException
could be constructed using a message and another nested exception in order to
be more specific regarding the type and location of the error.

SAXis fastand efficientin sequential data filtering. The SAX event model calls
one method when the start of the element is encountered and another method
atthe end of element tag. On the other hand, ifthe program needs to do some
processing for Element 1 and something different for Element 2, then the pul/
parsersuch as the Streaming API for XML (StAX) would be a better choice.
Pull parsing is suited for applications that need to transform input XML to other
formats. Such a transformation is often complex; therefore, the pull parsers

Figure 11. Set up the parser and default handler

// Use an instance of our class as the SAX event handler
DefaultHandler handler = new Echo01();

/ the default is a (non-validating) parser
SAXParserFactory factory = SAXParserFactory.newlInstance();

try {
/I Set up output stream
out = new OutputStreamWriter(System.out, "UTF8");

// Parse the input file provided on the command line
SAXParser saxParser = factory.newSAXParser();
saxParser.parse(new File(argv[0]), handler);

} catch (Throwable t) {
t.printStackTrace();
}

System.exit(0);
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Figure 12. startElement() processing example

/Inote: simple name = simple name, gName = qualified name
//leName = element name

public void startElement(String namespaceURI, String sName, String
gName, Attributes attrs) throws SAXException
{

echoText();

String eName = sName; /make simple name = element name
if ("".equals(eName)) {
eName = gName; // element name becomes qualified and not
namespace aware

}
emit("<" + eName);

if (attrs = null) {
for (inti = 0; i < attrs.getLength(); i++) {
String aName = attrs.getLocalName(i); // Attr name

if ("".equals(aName)) {
aName = attrs.getQName(i);

}

emit(" "); //output method
emit(@Name + "=\"" + attrs.getValue(i) + "\"");
}
}

emit(">");

}

must maintain the state during parsing. Using SAX would require maintaining
the state between call-backs to determine the correct responsetoa SAX event.
Inpull parsing, the application can access the information from XML when
needed and pull the next event when it is ready to process it.

Web Services

Description Language: WSDL
WSDL (Web Services Activity, 2004) is alanguage that attempts to describe
communications between Web entities in a structured way. In WSDL docu-
ment, the services are defined as a collection of network endpoints called ports.
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This language is extensible and enables the definition of other binding mecha-
nisms, such as Javaand SOAP over Java Messaging Service (JMS).

Each WSDL document must contain the following main elements:

+  Type: A container for data type definitions, using some type definition
system, for example, XML schema (xsd).

*  Message: Anabstract, typed definition of the data being communicated.
A message can have one or more typed parts.

*  PortType: Anabstractset of one or more operations supported by one
or more ports.

*  Operation: An abstract description of an action supported by the
service. The operation defines the input and output message and option-
ally fault messages.

* Binding: A concrete protocol and data format specification for a
particular port type. The binding information contains the protocol name,
the invocation style, aservice ID, and the encoding for each operation.

*  Service: A collection of related ports.

*  Port: Asingle endpoint, which is defined as an aggregation of a binding
and a network address.

As an extensible language, WSDL 1.1 and WSDL 2.0 (draft) introduce
specific binding extensions for various protocols and message formats:

*+  WSDL SOAP binding, which is capable of describing SOAP messaging
over HTTP,

*  Direct HTTP interface (for example any servlet), and
*  MIMEDbinding.

WSDL does not define any mapping to programming languages such as Java;
the language binding capabilities deal with transport protocols only. This
represents a major difference from interface description languages, such as
CORBA s Interface Definition Language (IDL), which contains information
about type mappings and language bindings as well.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



24 Polgar, Bram, & Polgar

Figure 13. WSDL document relationships
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The WSDL document has a defined structure in terms of its comprising
elements and predefined relationships between these elements.

Figure 13 shows the infrastructure, elementrelationships, and multiplicity within
the WSDL file. The summary that follows indicates how to interpret the
diagram:

*  One WSDL document contains several services. A service can contain
several port definitions (service endpoints); however, each port definition
may contain only one specific protocol extension.

*  One WSDL document (the same document) contains several bindings. A
binding can be pointed to by several ports. The binding contains one
protocol extension with defined style and transport, and many operation
bindings. Each ofthese operation bindings is composed of one protocol
extension with defined action and style and one to three message bindings
with defined encoding.

*  Thesame WSDL document contains many port types. A port type can
pointto many bindings and contain many operations, which are referenced
by zero or more operation bindings.

*  The same WSDL document contains many messages. One to three
messages are required to define an operation. The message is composed
of'several parts.
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*  Thesame WSDL document contains several types. A type points to zero
or more parts.

*  The same WSDL document points to many XML schemas. An XML
schema contains several XSD types that define the different data types.

Inpractice, the WSDL definition is typically splitinto several physical files (in
such case we need to use import statements to bind the physical files
together). There are also some important considerations with regard to
service documentation and existing deployment descriptors. More extensive
HTML documentation of a service covering parameters required by the
service, return values, and exceptions, helps developers design better inter-
faces and interact with the service. This information typically goes beyond
whatis included in the WSDL document.

In order to deploy a Web service and appropriate processing structures,
several deployment descriptors are required:

*  web.xmldeploymentdescriptor controls Web application behavior and
informs the J2EE Web container how the J2EE components are going to
be deployed, and

*  webservices.xmldeployment descriptor informs the servers and clients
that the component acts as a Web service.

Similarto other types of middleware, Web service interoperability depends on
mapping of different components and types. First, we need to review notational
conventions and specify the relationship between namespace prefixs and
namespace definition locations (see Table 1).

Table 1. Namespace prefix and locations

Namespace prefix Namespace location

xsd http://www.w3.0rg/2001/XMLSchema

Xsi http://www.w3.0rg/2001/XMLSchema-instance
soapenc http://schemas.xmlsoap.org/soap/encoding/
wsdl http://schemas.xmlsoap.org/wsdl/

wsdlsoap http:/schemas.xmlsoap.org/wsdl/soap/

ns user-defined namespace

apache http://xml.apache.org/xml-soap
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The WSDL document defines the following mappings:

* java-to-wsdl mapping: This is the mapping descriptor containing the
minimum of information provided by the developer. There is a distinct
similarity with CORBA concepts and IDL (for more details refer to
Harkey & Orfali, 1998).

*  wsdl-to-javamapping: This mapping descriptor contains information
about wsdl types and their relationship to generated Java types. Some
vendors also provide a processor that implements java-to-WSDL map-
pingrules. The example is Sun Microsystesm’s wscompile tool, which
generates the WSDL file for the service foruse with JAX-RPC clients and
services (some usage notes are on this Web site: http://java.sun.com/
webservices/docs/1.1/tutorial/doc/JAXRPC6.html). The other example
of such processor is IBM’s Java2WSDL command for bottom-up
processing. Inbottom-up processing, an existing Java service implemen-
tation isused to create a WSDL file defining the Web service. In this case,
itmay happen thatnotall Java classes and constructs have mappings to
WSDL files. For example, Java classes that do not comply with the Java
bean specification rules might not map toa WSDL construct. Some Java
classes and constructs have multiple mappings to a WSDL file. For
example, a java.lang.String class can map to either an xsd:string or
soapenc:string construct. Typically, the processors select one of these
mappings, and the developer must edit the WSDL file if a different
mapping is required.

*  Mapping between WSDL and SOAP messages: The WSDL file
defines the format of the SOAP messages that are transmitted between the
provider and the requestor. This information is used at runtime to ensure
thatthe SOAP message is properly serialized and deserialized.

Additional mapping specifications relevant to all the earlier mappings and
applicable for packages, XML types, variables, exceptions, and messages are
described by additional mapping descriptors:

*  package-mapping between the Java package name and the WSDL XML
namespace. The XML namespaces provides a simple method for quali-
fying element and attribute names used in XML documents by associating
them with namespaces identified by URI references.
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« Java-XML-type-mapping between Java class (Javatype) and associated
WSDL type.

»  variable-mappingdescriptor defines the mapping between the variable in
aJavaclassandacorresponding WSDL element.

*  exception-mapping descriptor defines amapping between a Java excep-
tiontypeand a WSDL type representing the exception/message.

*  service-interface-mapping defines amapping between a Javatype (class)
for a Web service and a corresponding WSDL type. It uses some
subtypes such as service-interface, wsdl-service-name, port-mapping,
and port-name.

*  service-end-point-interface-mapping descriptor maps a Java type fora
Web service endpointand WSDL port.

*  service-endpoint-method-mapping descriptor represents the mapping
between Java methods fora Web service endpoint interface and WSDL
portoperations.

*  method-param-parts-mapping describes the mapping for Java method
input parameters for a Web service endpoint interface method and the
WSDL port operation input messages.

*  WSDL-message-mapping is the specification for the WSDL message to
which a Java input parameter is mapped.

*  WSDL-return-value-mapping is the mapping between a Java method
output parameter for a Web service endpoint interface method and a
WSDL port operation output message.

Note that when the service is implemented as a JAX-RPC based service (the
service utilizes the Remote Procedure Call [RPC] paradigm), the
webservices.xml document always contains the following pair of elements:

<webservice-desciption> and <jaxrpc-mapping-file>.

The <jaxrpc-mapping-file> defines the mapping between Java types used by
this Web service and the corresponding WSDL types in the WSDL file
associated with the Web service. The java-wsdl-mapping.xml is further
defined by the XML schema that is referenced at the top of the java-wsdl-
mapping.xml document.
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In summary, any cooperating J2EE collection of Web components may be
deployed as Web Services. The web.xml descriptor is used to control the Web
service behavior (servlets, Java Enterprise Beans, and JSP deployment struc-
tures). The webservices.xml and java-wsdl-mapping.xml deployment de-
scriptors are used as configuration files to configure the J2EE componentas a
Web service and enable the container to map Java types to WSDL types.

Document Object Model

According to W3C, “The Document Object Model is a platform — and
language-neutral interface — that will allow programs and scripts to dynami-
cally access and update the content, structure, and style of documents. The
document can be further processed, and the results of that processing can be
incorporated back into the presented page.”

The objective for the XML DOM is to provide a standard programming
interface to XML and HTML. It defines the logical structure of documents and
the way a document is accessed and manipulated. Inthe DOM specification,
the term “document” is used in the broad sense; increasingly, XML is being
used as a way of representing many differentkinds of information that may be
stored in diverse systems, and much of this would traditionally be seen as data
ratherthan as documents. Nevertheless, XML presents this data as documents,
and DOM may be used to manage this data. The XML DOM is designed to be
used with any programming language and any operating system. A programmer
can create an XML or HTML document, navigate its structure, and add,
modify, or delete its elements.

Figure 14. SAX and DOM parsers processing
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Figure 14 shows the difference between DOM and SAX parsers. SAX
processes documents serially. It converts the elements of an XML document
into aseries of events. Each particular element generates one event, with unique
events representing various parts of the document. A developer provides
appropriate event handlers to handle the events and take appropriate actions.
SAXprocessing is fastbecause of its sequential event model and small memory
storage requirements.

DOM processing creates a tree from the elements in the XML document. The
processing requires more memory to store the tree. On the other hand, this
feature allows random access to document content and enables splitting
documents into fragments, which makes it easier to code DOM processing.

DOM represents a tree view of the XML document. The documentElement
isthetop level of the tree. This element has one or many child nodes that represent
the branches ofthe tree. A Node Interface Model isused to access the individual
elements in the node tree. Some XML parsers support the necessary functions
to traverse the node tree (pull parsers), access the nodes and their attribute
values, insert and delete nodes, and convert the node tree back to XML. For
more information, visit http://www.w3.org/TR/1998/REC-DOM-Level-1-
19981001/introduction.html.

Every specific document structure is represented in DOM by one of the
following specialized interfaces and extended interfaces:

Specialized interfaces:

*  Document

*  Document fragment

*  Attribute

*  Element

. Text

*  Comment

*  Characterdata

DOM exception

*  DOMimplementation
* Node
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. Node list

. Named node list

Extended interfaces:

* CDATASection
*  DocumentType

*  Notation

*  Entity

*  EntityReference

*  ProcessingInstruction

Documentrepresents the whole document, and the interface defines methods
for creating elements, attributes, comments, and so on. Attributes ofanode are
manipulated using the methods ofthe element interface.

The example of an XML document in Figure 15 will produce the DOM tree
shown in Figure 16. Note that the end nodes of the tree structure do not allow
any “children” nodes; for example, Textis an end node with no children nodes.

The DOM application reads an XML document and forms an object represen-
tation. However, thisrepresentation remains only in memory. Changinga DOM
objectinmemory does not automatically modify the original file. The applica-
tion programmer has to make the changes in the original file.

The previously-mentioned interfaces are language neutral; their implementation
is language specific. The interfaces allow the programmer to analyze, manipu-

Figure 15. Example of a DOM document

<?xml version="1.0" encoding="UTF-8"?>
<Lecturer>

<name>Robert</name>

<staffnumber>10001</staffnumber>
</Lecturer>
<Lecturer>

<name>Tony</name>

<staffnumber >12345</ staffnumber >
</Lecturer>
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Figure 16. Example of DOM documentstructure

late, and produce XML or HTML documents, using programming tools. This
way, human- and machine-readable documents are processed and produced
by computer processes. This is important for various dynamic interfaces
between systems, as we will see in the next chapter.

Endnotes
' Unicode (currently in version 4.0.1) provides a unique number for every
character, no matter what the platform, no matter what the program, no
matter what the language. XML documents can, however, declare a
differentencoding to reduce the size of the document.

2 Alistofbrowsers supporting XML and stylesheets is on this Web site:
http://www.ucc.ie/xml/#browser
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Chapter I11

Protocols

Today’s enterprises increasingly rely on the Web to support their operations,
global business, and integration of their business processes with those of their
suppliers, partners, and customers. This requires that the architecture and
design ofbusiness systems and applications should allow collaboration among
distributed software components. The attempts to support collaboration and
integration of heterogeneous systems led to the creation of a number of
protocols and middleware. To mention a few, Common Request Broker
Architecture (CORBA), Distributed Component Object Model (DCOM),
and Java-based Remote Method Invocation (RMI) have been developed and
widely used. Inaddition, supporting pipelines (communication protocols) have
emerged over the years.

There are many protocols used in building large Web service applications or
portals. This section introduces two main protocols— Universal Description,
Discovery and Integration (UDDI) and Simple Object Access Protocol
(SOAP), and explains the properties of URI, URL, and URN.

UDDI (Universal Description,

Discovery, and Integration)
UDDI is a registry and directory that attempts to support the business-to-
business electronic cooperation over the Internet. Its programmable interface
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provides an industry-wide approach that allows companies to advertise both
the business and technical aspects of their services. All information about UDDI
and its usage can be found on uddi.com.

UDDI defines an interoperability stack shown in Figure 17, which enables
publishing, as well as searching for Web Services. UDDI relies on standards-
based technologies such as TCP/IP, HTTP, XML, and SOAP to create a
uniform service description format and service discovery protocols.

The UDDI specification describes a conceptual underpinning of Web Services
and associated programmatic interface that defines a simple framework for
describing and accessing Web Services. The specification consists of several
related documents and an XML schema that defines a SOAP-based program-
ming protocol for registering and discovering Web Services. Currently, several
industry groups are working on the definition of Web Services interface
standards.

A business can register three types of information in the UDDI registry:

*  White Pages: White pages provide basic contact information (the
business name, address and other contact details). White pages also
provide unique business identifiers that consist of a nine-digit sequence.
This is widely recognized for keeping track of businesses, such as Dun &
Bradstreet’s D-U-N-S® numbers. Standard business identification al-
lows customers and partners to discover business services.

Figure 17. UDDI interoperability stack and related protocols
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*  Yellow Pages: Yellow pages describe a business service using various
taxonomies. Through these taxonomies, customers can discover business
services (manufacturing or retail business).

*  Green Pages: Green pages provide technical information about the
behaviors and functionality of a business service. Green pages are not
limited to describing XML-based Web Services, butany business service
type offered by a business entity. This may be services such as call centers,
technical support for a product, fax-based services such as fax to e-mail
conversion service, and so forth.

UDDI usage is based on the perspective of the user of the registry (Figure 18).
We observe three types of users:

*  Business analyst, whose role is to match the services with required
business processes and propose the suitable business solution;

*  Businessuser, who is searching for business services; and

*  Developers, who publish services or execute a look-up to discover a
service to which they want to bind.

From a business analyst’s perspective, UDDI is similar to an Internet search
engine for business processes. A standard search engine organizes and indexes
Web sites by their URLs. A business exposing a Web service needs to reveal
more information than a URL. A business analyst can browse one or more
UDDiI registries to view different businesses and their exposed Web Services,
and evaluate suitability based on their specifications. There are many portals
and marketplaces attached directly to a particular UDDI server or to a more
general search portlet that supports UDDI registry and search. Even though the
APIs supportrandom search for business partners, it is not feasible to select
new business partners just by running Registry query programs. A more
realistic case is that the business analystuses his or her domain knowledge of
the problem to discover potential business partners or developers using the
exposed interfaces to write programs and interfaces to use the discovered
services.

Business users need aregistry to search for services. UDDI is not suitable to
be browsed directly. The information stored within it contains XML and other
documents that are not human reader friendly. Over the years of UDDI
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existence, a series of marketplaces and business search portals has been
formed to provide a more user-oriented approach to browsing the business
services exposed ina UDDIregistry.

Software developers use the UDDI programming API to publish services,
query the registry to discover services, and bind to the exposed services. Itis
expected thatin the future, any service could be discovered dynamically using
programming interface and used without human interaction or need to create
additional Uls.

Structurally, UDDI uses four types of topologies:

*  The UDDI Business Registry (UBR) is the network of public UDDI
registries on the Internet. Itis a Grid formed by operator nodes;

»  The UDDI E-marketplace is the UDDI Registry dedicated to a given
industry sector;

»  The UDDI Private node is the UDDI Registry on the intranet utilized by
corporate users; and

»  The UDDI Extranet node is the UDDI Registry on the extranet to expose
services to business partners.

The UBR provides inquiry services to all interested entities. The facility to
publish services is restricted to authenticated entities only. Any business can

Figure 18. UDDI usage perspectives
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create an operator node and make it available over the Internet as a part of
UDDI. Private operator nodes can define their own access rules for other
business entities.

Figure 18 shows the process of working with the UDDI registry. The UBR, also
known as the Public Cloud, is conceptually a single system built from multiple
nodes, whose data are synchronized through replication. A set of operator
nodes hosts a copy ofthe content (replication function). The same information
and quality of service is provided by all operator nodes. Content is uploaded
into a single operator node, and that operator node becomes the master owner
of that content. Any subsequent update or delete operations to change or
remove the data must occur at the operator node where the data were originally
uploaded.

Some large corporations such as IBM, Microsoft, SAP,and NTT Communi-
cations are running public UDDI sites. For example, the public UDDI test
registry maintained by IBM is located on the Internet at http://uddi.ibm.com/
testregistry/registry.html. Any company canregister their services in these
UDDI instances, or look for services provided by other business entities.

The UDDI project (UDDI specification) defines a set of XML schema
definitions that describe the data formats used by the various APIs. These
documents are all available at http://www.uddi.org. The current version of all
specification groups is version 3.0. The specification defines important pro-
cesses and interfaces of the UDDI registry. These definitions include:

«  UDDIReplication: This document describes the data replication pro-
cesses and interfaces to which aregistry operator must conformto achieve
datareplication between sites. This specification is not a programming
interface, butthe replication mechanismused among UBR nodes.

«  UDDIOperators: This document specifies the behavior and operational
parameters for node operators. It defines data managementrequirements
the operators must follow. The specification includes information relevant
tonode operators’ responsibilities, for example recording, backup and
dataintegrity for all data, also ensuring that each business registration has
avalid e-mail address. This document describes the process and mecha-
nism for maintaining the UDDI nodes. It is not a programmer’s API
specification; private registries do not have to support UDDI operators.

+  UDDIProgrammer’s API: The UDDI hosts aset of services including
inquiry and publishing services. This specification, together with the UDDI
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XML API schema and the Data Structure specification forms, is a
complete programming interface to the UDDI registry. The specification
defines a set of interfaces to hosted services that all UDDI registries
support, and a series of SOAP messages containing XML documents that
a UDDI registry accepts, parses, and responds to.

+  UDDI Data Structures: This specification contains the details of the
XML structures contained within the SOAP messages and defined by the
UDDI Programmer’s API. The specification defines five core data
structures and their mutual relationships. The main elements of the UDDI
datamodel are listed in the following:

* businessEntity represents the physical company that registered the
services with UDDI.

* businessService represents a specific service offered by a com-
pany.

* bindingTemplate contains instructions for service invocation.

* tModel: Briefly, itis a structure similar to a database table. It contains
the following information about an entity: the name, description, URL,

and theuniquekey. Figure 19 shows the relationship between the four
main elements inthe UDDI structure.

The businessEntity (a company or other business entity) has a descriptive
URL that holds the information about the company and a list of contacts. In

Figure 19. Relationship of primary UDDI structures
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addition, the businessEntity also contains a list of business services provided
by the company. Each business service can expose multiple interfaces through
which the service can be invoked. Each invocation is described by a
bindingtemplate, which describes the details of the exposed interface for this
service. A bindingtemplate and necessary documentation details are linked
together through a data structure called tModel. Each bindingTemplate can be
composed of'acollection oftModels.

The publisherAssertion structure is used to establish public relationships
between two companies represented by corresponding businessEntity struc-
tures. Two companies have a valid relationship only ifboth companies created
asimilar publisherAssertion structure.

A businessEntity may operate one or more services encapsulated in the
corresponding businessService structures. Each businessService element
describes aset ofrelated services provided by the business. These services can
be Web Services or other services, even non-electronic services. Each
businessService document can be used by several businessEntity elements.

Each businessService may contain one or more bindingTemplate struc-
tures. The bindingTemplate provides pointers to service technical descrip-
tions and the access point URL. The bindingTemplate does not contain any
service details or specifications, but it may contain an optional Web service
documentation in textual form, the access point URL, and a reference to one
or more related tModel structures.

AtModelis adigital description of how to interact with this Web service. Itis
an abstraction of Web service behavior. This structure contains only pointers
to the locations ofthe actual specifications, not Web service direct specifica-
tions. Companies can use the information in atModel to see ifthe Web service
is compatible with their business requirements and usage characteristics.

In order to use tModels in UDDI, you need to comply with the requirements
listed in the following:

* AllbusinessEntities need to be identified and categorized for search
purposes;

+  EachbusinessService also must have an identity and belong to one or
more categories;

* tModelshave anidentity, and they must be categorized; and

*  ThebusinessServices must provide aliasing and binding information
pointing to their abstract tModel definitions.
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Ifyouwishto publisha Web service in UDDI, youneed to map WSDL service
descriptions to the UDDImodel. This approach is detailed in the Technical
Note'!. The technical note, apart from some other goals, also introduces new
canonical models, specifically nine new tModels and six new Category
Systems. The newly introduced Category Systems are listed in the following:

*  WSDL Entity Type Category System
XML Namespace Category System
XML Local Name Category System

*  WSDL portType Reference Category System
*  Protocol Category System

*  Transport Category System

Let’s use WSDL Entity Type Category System for explanations of some
necessary concepts used in publishing and finding services. The WSDL Entity
Type Category System is used to identify UDDI entities that correspond to
WSDL entities. Itis currently used with the tModels and businessServices
structures.

Each WSDL description of the service published in UDDI must contain the
following six elements: definitions, types, message, portType, binding, and
service. The relationships are outlined in Figure 20. The portType is repre-

Figure 20. Mapping from WSDL to UDDI
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sented by a UDDI tModel. This tModel is categorized, using the WSDL Entity
Type. Therelevant Category System is known asa WSDL portType tModel
category and distinguishes it from other types of tModels with which the service
mightbe associated.

A WSDL binding is also represented by a UDDI tModel. This tModel is
categorized as a WSDL binding tModel. This categorization uses the same
Category System as the portType tModel, but with a different key value to
differentiate a binding tModel from a portType tModel.

The WSDL for Web service may represent a Web service interface for an
existing service. However, sometimes this may not be the case. In this case,
there may be an existing UDDI businessService that is suitable, and WSDL
information can be added to that existing service. If there is no suitable existing
service found inthe UDDI registry, anew businessService is created. Finally,
the WSDL portisrepresented by UDDI bindingTemplate. A WSDL service
may contain multiple ports. These ports are exactly mirrored by the contain-
mentrelationship ina UDDI businessService and its bindingTemplates.

The UDDI registry is accessible using Java API forregistries (JAXR API). In
a sense, the unique keys of tModels represent the concept similar to a
“namespace.” For example, the company registers several numbers (switch-
board phone number: 61 399045555, company fax number: 61 3 99046666,
and help desk Web page). In order to learn the semantic meaning of these
numbers you need to know the context (or namespace). From the context, you
can establish thatthe number 61 3 99045555 is the switchboard phone number,
the number 61 3 99046666 is the fax number, and www.mymonash.edu.au is
the mainuniversity Web page. This company can also declare other entries such
asahelp line phone number and help class URL (www.mymonash.edu.au) and
store them in the tModel database? (Figure 21). The tModel descriptions are

Figure 21. tModel database information

company name: mymonash
Service name: helpdesk
tModel: key=15, name=help-phone, description=helpdesk phone, url:
www.mymonash.helpdesk
//here you need to specify the binding in the form of access point and the key:
binding:

accesspoint: 61-3-monash_helpdesk

tModellnstancelnfo: 15
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identified by a unique key. Our helpdesk’s phone has the key=15 (this is
typically amuch longer number).

InFigure 20, we have shown the relationship between a bindingTemplate and
tModels. A bindingTemplate can point to atechnical specification identified
by atModel. This technical specification has two parts:

*  Thetypeofthe specification (e.g., e-mail, fax, WSDL, SOAP service,
etc.), and

*  Documentsidentifying inputs and outputs (in the case ofa SOAP service,
these documents could be XML input/output message formats).

To create description of the company service in UDDI, the following steps are
required:

* DefineatModel for the service. This requires aname for the service,
which is assigned to one of the types of services available (some of
the categories to which atModel can belong are pre-defined by the
UDDIWSDL, SOAP service).

* Define a business service (businessService) under the company
identification, pointing to the tModel created previously.

» Inthebusinessservice definition, specify a URL pointing to the actual
WSDL document defining inputs/outputs to the service.

The UDDI specification does not define Java API for accessing a UDDI
registry. The specification foruse by developers (Programmer’s API) defines
only a series of SOAP messages that a UDDI registry accepts. Several
approaches are defined for accessing the registry:

« Java-Based SOAP API: The developer can use API to create SOAP
messages containing the XML document. Such XML document mustbe
created manually and inserted into the body of a SOAP message. The
developer mustbe familiar with the SOAP structure and message ordering
inthe SOAP that the UDDI registry accepts.

*  Developing Java-Based Client: Some companies created a specific
set of API — client — for accessing a UDDI registry (for example
Systinet). The APIhas classes that represent data and message structures
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Figure 22. Service interface in Java

public interface CampusService {
public String campusLocation();
}

Figure 23. WSDL definitions for CampusService service

<?xml version="1.0" encoding="UTF-8"?>

<definitions name="CampusService"

targetNamespace="urn:helpdesk">

xmins="http://schemas.xmlsoap.org/wsdl/"

xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmins:http="http://schemas.xmlsoap.org/wsdl/http/"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmins:tns="http://neptune.monash.edu.au/helpdesk"”

xmins:xsd1="http://neptune.monash.edu.au/campusservice/schema/"

<documentation>
Standard WSDL service interface definition for a Campus
location service.
</documentation>

supported by the UDDI registry. The interaction with UDDI and SOAP
or XML message construction are also part of this API.

« JAXR API: JAXR is a Java XML API for working with service
registries. All elements ofa UDDI are described using XML documents.
We can send an XML message containing a service definition, and the
UDDI registry should be able to work with it (update, register, etc.).

Working with JAXR may be quite complex. Let’s assume that we need to
provideaservice application that lists University campus locations. The simple
interface consists of only a single method that produces a list of campuses that

the University currently operates. The definition ofthe Javainterface is in Figure
22.

We need to convert this interface definition into the service description in
WSDL. We have already discussed the structure ofa WSDL document. It must
contain the following elements: definitions, types, message, portType,
binding, and service. Let’s define the WSDL definitions first (Figure 23).
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The definitions include all standard namespaces for SOAP, SOAP encoding
(soapenc), and XML schema definitions. Furthermore, the location of the
CampusService (targetNamespace) and associated xsd' schema must be
specified.

The only type defined here is the string array for the campusLocation()
method return and the return type (Figure 24).

There are two messages necessary to be defined (Figure 25): a response
message, which refers to the type with the name ArrayOf_soap_enc_string
declared previously in types. The other message is the request. Since we are
not passing any parameters, this request message is empty.

Weneed to define the portType for the service called CampusService (Figure
26).

The name of the portType corresponds to the name of the service:
CampusService. [t operates on input and output messages specified earlier.

Figure 24. WSDL types definition for campusService

<types>
<schema targetNamespace="urn: helpdesk"
xmins:xs="http://www.w3.0rg/2001/XMLSchema" >
<complexType name="ArayOf_soapenc_string">
<complexContent>
<restriction base="soapenc:array">
<attribute ref="soapenc:arrayType"
wsdl:arrayType="soapenc string[]"/>
</restriction>
</complexContent>
</complexType>
<element name="ArrayOf_soap_enc_string" nillable="true"
type="ArrayOf_soapenc_string"/>
</schema>
</types>

Figure 25. Input and output message definitions

<message name="campuslLocationResponse">
<part name="return" type="ArrayOf_soapenc_string"/>
</message>

<message name="campuslLocationRequest">
</message>
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Figure 26. portType specification for CampusService

<portType name="CampusService">
<operation name="campusLocation">
<input message="tns:campusLocationRequest"
name="campusLocationRequest'/>

<output message="tns:campusLocationResponse"
name="campusLocationResponse"/>
</operation>
</portType>

We define only one service binding. This binding allows access to the service
via SOAP. The SOAP operation corresponds to the method public String
campusLocation().

This section of the WSDL document defines where the service’s port bindings
are actually accessed. Although, the WSDL document may define bindings for
SOAP, HTTP GET, HTTP POST, and MIME, you can use any binding
mechanism, for example RMI/IIOP. The example in Figure 28 uses
CampusServiceBinding as portbinding in service definition.

Using JAXR to access registries means that your program calls JAXR’s client
API. Those calls invoke objects ona JAXR provider. A JAXR implementation
then mapsregistry information models to a specific registry’s requirements and
communicates with aregistry provider. Using JAXR and programmatic inter-
face, we can constructaregistry client to register our CampusService service
as suggested in the following example.

Figure 27. Service binding

<binding name="CampusServiceBinding"
type="tns:CampusService">
<soap:binding style="rpc"
transport="http://schemas.xmlsoap.org/soap/http"/>
<operation name="campusLocation">
<soap:operation soapAction=""/>
<input name="campusLocationRequest">
</input>
<output name="campusLocationResponse">
</output>
</operation>
</binding>
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Figure 28. Service specification

<service name="CampusService">
<port binding="tns:CampusServiceBinding"
name="CampusServicePort">
</port>
</service>
</definitions>

Establish the connection to the registry, and set the properties (Figure 29):
JAXR connections are created via the ConnectionFactory class. You can use
the javax.xml.registry.ConnectionFactory class property to specify what
factory class to use when creating aregistry connection. The JAXR specifica-
tion suggests that you obtain your registry ConnectionFactory viaanaming
and directory service lookup; alternatively, youmight create anew factory via
astatic creational method.

Youhaveto associate your credentials with the connection, as well as specify
credentials for lifecycle management-related activities (Figure 30). Further-
more, you also need to obtain the registry service object and managers. [fyou
decide to query the registry, you will obtain a BusinessQueryManager or a
DeclarativeQueryManager from RegistryService, depending on how you

Figure 29. Set properties and create connection to the registry

Properties props = new Properties();
/Nload proxy host and proxy port properties
properties.load(new FilelnputStream("./proxyHost.properties"));
set URL properties
props.setProperty("javax.xml.registry.queryManagerURL", queryUrl);
props.setProperty(“javax.xml.registry.lifeCycleManagerURL", publishUrl);
//create connection
try {
/I Create the connection and pass it the configuration properties
ConnectionFactory factory = ConnectionFactory.newlnstance();
factory.setProperties(props);
connection = factory.createConnection();
System.out.println("connection to registry is created");
} catch (Exception e) {
e.printStackTrace();

if (connection != null) {

try {
connection.close();
} catch (JAXRException je) {
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Figure 30. Get access authorization and set credentials

try {
/I Get registry service and managers
rs = connection.getRegistryService();
bgm = rs.getBusinessQueryManager();
blcm = rs.getBusinessLifeCycleManager();
System.out.printin("Obtained registry service, query " + "manager, and life cycle manager");

/I Get access authorization from the registry and set credentials
PasswordAuthentication passwdAuth = new PasswordAuthentication(username,
password.toCharArray());

Set creds = new HashSet();

creds.add(passwdAuth);
connection.setCredentials(creds);
System.out.printin("Established security credentials");

wishto search. For lifecycle management tasks, youneed to have the registry’s
LifeCycleManager.

Start working with the registry (query or update the registry). The
registry’s response to both queries and updates is transmitted to the client in the
form of JAXRResponse objects. BulkResponse is a JAXRResponse type
and contains a Collection object, whose elements correspond to query replies.

The example in Figure 31 shows how to create anew organization, categorize
it,and include it in the registry using appropriate managers’ methods.

Using tModel to register the service. A business entity — for instance the
University—may advertise aset of business services. Each service defines the
access points and technical specifications (bindings). In order to register the
service, we need to categorize this service. The category in turn identifies the
appropriate tModel. We may then use the special classification fortModels that
points to WSDL documents called wsdlSpec tModels (category name is uddi-
org:types with the value wsd/Spec) and the registry JAXR APIs (Java API for
XML Registries) to register a new tModel that points to a URL of the
CampusService WSDL interface programmatically.

The client can also find organizations by name using the findOrganisations()
method. This method uses the collection of qualifiers and name patterns as
parameters and returns the array list of organizations matching the request.
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Figure 31. Set details of a new organization in the registry

47

/I create organization name and description

Collection orgs = new ArrayList();

TelephoneNumber telephoneNumber = 61-3-9995555

Organization org = blm.createOrganization(blm.createlnternationalString("School of Networking"));

org.setDescription(blm.createlnternationalString("teaching and research service"));

Service service = bim.createService(blm.createlnternationalString("The Government Service"));
service.setDescription(blm.createlnternationalString("Services of the State Government"));

User user = bim.createUser();
PersonName personName = bim.createPersonName("Great Teacher");

org.setPrimaryContact(user);

TelephoneNumber telephoneNumber = bim.createTelephoneNumber();
telephoneNumber.setNumber("61-3-555 4444);
telephoneNumber.setType(null);

PostalAddress address = bim.createPostalAddress("9999", "McStreat Road", "Frankston", "Victoria",
"Australia”, 9999", "");

Collection postalAddresses = new ArrayList();

postalAddresses.add(address);

Collection emailAddresses = new ArrayList();
EmailAddress emailAddress = bim.createEmailAddress("mycampuss @ monash.edu.au");
emailAddresses.add(emailAddress);

Collection numbers = new ArrayList();
numbers.add(telephoneNumber);
user.setPersonName(personName);
user.setPostalAddresses(postalAddresses);
user.setEmailAddresses(emailAddresses);
user.setTelephoneNumbers(numbers);

The JAXR provides support for selected classification schemas:

*  TheNorth American Industry Classification System (NAICS) (http://

www.census.gov/epcd/www/naics.html)

*  TheUniversal Standard Products and Services Classification (UNSPSC)

(http://www.eccma.org/unspsc/)

*  ThelISO 3166 country codes classification system maintained by the
International Organization for Standardization (ISO) (http://www.iso.org/

iso/en/prods-services/iso3166ma/index.html).
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Figure 32. Adding classifications to the Concept

ClassificationScheme scheme = null;
Collection schemes = new ArrayList();
while(namelter.hasNext()) {
try {
schemeName = (String) namelter.next();
scheme = busQueryManager.findClassificationSchemeByName(null,
schemeName);

Collection classifications = new ArrayList();
Classification.add(wsdISpecificationClassification);
Classification.add(industryClassification);
Concept.addClassifications(classifications);

The task is to create classification for our service (wsd/Spec); find industry
classification and add your type to it; create an external link for the WSDL
document location; and add industry classification and service classification to
the Concept (Figure 32).

Sun Microsystems has recently released Web Services Developers Pack 1.6
(WSDP 1.6), which includes implementation of UDDI version 2 to provide a
private registry environment for testing and application development. The
registry is composed of two parts: a Web application and a servlet that
implement UDDI 2 functionality and a database based on the native XML
database Xindice®’. The WSDP 1.6 also provides scripts for adding and
deleting users. More information is provided in the UDDI project site http://
www.uddi.org/, JAXR home page http://java.sun.com/xml/jaxr/, J2EE 1.4
Tutorial http://java.sun.com/j2ee/1.4/docs/tutorial/doc/index.html, and Java
WSDP http://java.sun.com/webservices/webservicespack.html. The Java
WSDP also provides a working example of a registry browser for finding
organizations by name or classification and adding organizations and services
to organizations.

Simple Object Access Protocol (SOAP)

SOAP is a communication protocol and stands for Simple Object Access
Protocol. SOAP allows Java objects and COM objects to talk to each other
inadistributed, decentralized, Web-based environment.
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Many applications communicate using Remote Procedure Calls (RPC) be-
tween objects within the middleware layers such as DCOM and CORBA.
CORBA and RMI communication systems are based on messaging protocols
GIOP/IIOP and RMI/IIOP. HTTP was not designed to support complex
communication protocols. Firewalls and proxy servers will normally block
HTTP traffic. HTTP is supported by all Internet browsers and servers, and
SOAP was created to provide a way to communicate between applications
running on different operating systems with different technologies and program-
ming languages.

The main characteristics of SOAP are:

»  Itsupports communication between applications communicating over the
Internet;

»  Itdefinesaformat for sending messages;

« It is based on XML, and it is platform independent and language
independent;
» TItallowsthe messages to get through firewalls; and

* Ithasbeen developed as a W3C standard.

A SOAP message is an XML document exchanged between a SOAP client
anda SOAP server. The SOAP message contains four elements (some of them
are optional):

*  Envelopeelementthatidentifies the XML documentas a SOAP message
(required element);

*  Headerelementthat contains header information (optional element);

*  Body element that contains call and response information (required
element); and

*  Faultelementthatprovides information about errors that occurred while
processing the message (optional element).

All the elements in the previous list are declared in the default namespace for
the SOAP envelope defined at the W3C Web site, http://www.w3.0rg/2001/
12/soap-envelope. The defaultnamespace for SOAP encoding and data types
are also available from W3C at http://www.w3.0rg/2001/12/soap-encoding.
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Figure 33. Skeleton SOAP message

<?xml version="1.0"?>

<soap:Envelope
xmins:soap="http://www.w3.0rg/2001/12/soap-envelope"
soap:encodingStyle="http://www.w3.0rg/2001/12/soap-encoding">
<soap:Header>

</soap:Header>
<soap:Body>

<soap:Fault>

</soap:Fault>
</soap:Body>
</soap:Envelope>

The SOAP message must not contain any reference to DTD or XML process-
ing instructions. A skeleton SOAP message encoded in XML and containing
envelope, header, and fault elements is shown in Figure 33.

Web Services rely on a three-tier protocol stack: TCP/IP, HTTP/HTML, and
XML. The first tier, the TCP/IP protocol, is concerned with passing data
across the wire in packets. TCP/IP protocol guarantees reliable transport
transmission and physical connectivity across public networks. Itisabackbone
protocol ofthe Web on which higher-level protocols suchas HTTP rely. The
second tier, HTML over HTTP, is the presentation tier supporting browser-
based processing and sharing of information. The tier focuses on the manipu-
lation and presentation-based navigation. HTML lacks both extensibility and
programming power.

SOAP allows building applications by remotely invoking methods on objects.
Being a platform independent protocol, SOAP removes the need to invoke
methods through proprietary protocols, the requirement that two applications
must run on the same platform, and the requirement that the applications are
written in the same programming language. SOAP provides XML, a text-based
syntax for invoking method calls.

To execute the exchange of SOAP messages between two applications we
need two components: a SOAP clientand SOAP server. The SOAP clientis
aprogram that creates an XML document containing the information needed
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to invoke a method - remotely on a server. SOAP clients can be traditional
clients (thick clients),a Web server, or a server-based application.

Messages and requests from SOAP clients are sent over HTTP. A SOAP
server is a program that listens for SOAP messages, interprets them, and
distributes them to respective Web Services. External Web Services may
interact with application servers based on J2EE technology, which processes
SOAP requests from a variety of clients.

SOAP servers ensure that documents received over an HTTP connection are
converted to alanguage that the objects at the other end understand. Because
all communications are made in the form of XML, objects in one language (for
example Java) may communicate through SOAP with objects in any other
language (for example C++).

We willnow look atthe role of the SOAP clientand SOAP serverinasimple
request/response transaction over HTTP:

*  Locating the Service: A SOAP clientuses the UDDI registry to locate
aWebservice. Typically,a SOAP application has prior knowledge ofa
particular type of port and style of binding, and it dynamically configures
the address of the service to be invoked to match the ones discovered
through UDDI. This approach is considered more practical than one that
manipulates WSDL directly.

+  Application Client Builds the Request: The clientapplication builds a
SOAP message as an XML document capable of performing the desired
request operation.

*  Web Server and SOAP Server: Web server is listening to SOAP
requests. The client sends the SOAP message to a JSP or ASP page on
the Web server. The SOAP server parses the SOAP documents, invokes
the appropriate methods of the called object, and passes the parameters
included inthe SOAP document to the appropriate methods. Optionally,
SOAP headers may indicate to intermediate nodes which functions should
be performed prior to the SOAP server receiving the message.

*  Forming Response: The request object performs the indicated function,
formulates the response, and returns data to the SOAP server. The SOAP
server packages the response in a SOAP envelope and then wraps the
SOAP envelope inaresponse object, suchasaservlet ora COM object,
which is sent back to the requesting client.
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*  Response Processing by the Application Client: The SOAP client
receives the object, strips offthe SOAP envelope, and sends the response
documentto the program that requested it. The request/response cycle is
now completed.

The developers should consider the role of SOAP services to see if they ease
server-side programming. The advocates of SOAP services argue that an
enterprise application server should be seen as a collection of services (or
transactions). These services are conveniently listed in registries for browsing,
searching, and access. Services as single units of transactions can be relocated,
load-balanced, replaced, security-applied, and so forth. The assumption is that
designing an application serveras acollection of services thatare easily located
and accessed will encourage developers to use better design practices and
focus more closely on service-based development methodology.

The opposition developer community sees SOAP services as another attempt
to bring CORBA and COM back for wider use. They argue that SOAP
messaging requires a lot of work. SOAP invocation style is seemingly less
complex than CORBA calls. Many already running Java applications use
polymorphism (method overload and overwrite). Such applications are not
suitable for SOAP messaging without removing polymorphic methods. The
other argument is that the benefits of UDDI are overstated as far as a business
differentiation and sales tools.

What is URI, URL, URN?

JPA URI can be further classified as a locator, a name, or both. The term
“Uniform Resource Locator” (URL) refers to the subset of URIs that, in
addition to identifying the resource, provides a means of locating the resource
by describing its primary access mechanism (for example, its network “loca-
tion”). The term “Uniform Resource Name” (URN) refers to the subset of URIs
that is required to remain globally unique and persistent, even when the
resource ceases to exist or becomes unavailable.

Anindividual scheme does not need to be castinto one of a discrete set of URI
typessuchas “URL,” “URN,”“URC, ” and so forth. Any given URI scheme
may define subspaces that have the characteristics of aname, alocator, or both,
often depending on the persistence and care in the assignment of identifiers by
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the naming authority, rather than on any quality ofthe URI scheme. For that
reason, the specification deprecates the use of the terms URL or URN to
distinguish between schemes, and instead uses the term URI throughout.

The definition from Webopedia (http://www.Webopedia.com/TERM/U/
URI.html) states:

“Short for Uniform Resource Identifier, the generic term for all types of
names and addresses that refers to objects on the World Wide Web. A URL
is one kind of URL”

Although many URIschemes are named after protocols, this does not imply that
use of sucha URIwill resultin access to the resource via the named protocol.
URIsare often used in contexts that are used purely for identification, just like
any other identifier. Even when a URI is used to obtain arepresentation of a
resource, that access might eventuate through other components such as
gateways, proxies, and caches. Furthermore, it is possible that the name
resolution services independent of the protocol of the resource origin are used,
and the resolution of some URIs may require the use of more than one protocol
(e.g., both DNS and HTTP are typically used to access an “http” URI’s
resource when it cannot be found in a local cache).

A parser ofthe generic URI syntax is capable of parsing any URI reference into
its major components; once the scheme is determined, further scheme-specific
parsing can be performed on the components. In other words, the URI generic
syntax is a superset of the syntax of all URI schemes.

Endnotes

I Technical Note is adocument published by the OASIS UDDI Specifica-
tions Technical Committee that provides guidance on how to use UDDI
registries.

2 Please note that we have omitted the concept of <identifierBag> and
<categoryBag>.

* Xindiceis part of Apache XML project.
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Chapter 1V

Web Services

Web services aim to provide application-to-application interoperability. Mes-
sages are exchanged between two parties called service provider and service
requestor. The messages are described in an abstract way and then bound to
a concrete network protocol and message format. The message exchange
between provider and requester results in the invocation of an operation. A
collection of operations represents an interface to the service. This interface is
then bound to a concrete protocol and message format via one or more
bindings. The interface definition and operation implementation are the respon-
sibility of the service providers.

Accordingto W3C,a Webservice is defined as follows:

A Web service is a software system identified by a URI whose public
interfaces and bindings are defined and described using XML. Its definition
can be discovered by other software systems. These systems may then
interact with the Web service in a manner prescribed by its definition,
using XML-based messages conveyed by Internet protocols.

A closer look at the definition and some investigation of the actual “plumbing”
gives you a simpler view of a Web service; it is a software application,
accessible over the Internet or Intranet through a URL. Web service clients use
XML-based protocols, such as the SOAP to transfer data over HTTP. The
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access to this Web service application is obtained through the interfaces and
bindings defined with the XML based Web Services Description Language
(WSDL).

Traditionally, Web services are data oriented. Data is extracted froma service
provider inaraw format, and then moved to the requestor ina message. On the
other hand, with the invention of portals, there is a requirement for the provision
ofpresentation oriented Web services. Presentation oriented services contain
user interfaces, and the data is presented to the end user in the form of aremote
portlet (Web Services for Remote Portlets [WSRP],2003).

Multi-Tier Component-Based

Architecture

The J2EE platform supports a multi-tier distributed application model. A
typical structure defines a client tier, amiddle tier, and a back-end tier (Figure
34). The client tier is expected to support a variety of client types inside and
outside of company firewalls. The middle tier is composed of one or more sub-
tiers and interacts with clients. This tier utilizes Web containers and business
logic implemented in components such as JavaBeans and Enterprise Java
Beans. The back end of these applications is formed by the enterprise
information systems (EIS tier).

In order to understand Web service concepts as well as the structural
composition of Web service endpoint implementations with J2EE, we need to
explain briefly J2EE as acomponent-based development model. This model

Figure 34. J2EE multi-tier architecture

Clieny Tier ——— —[ EIS Tier
EJB container JNDI, JMS
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relies on the notion of containers. Containers are runtime environments that
provide specific services to components. These services must be available to
any J2EE component, on any platform, from any vendor. All containers support
the lifecycle of the components living in these containers, such as the initialize,
invoke service, and destroy methods. Web containers provide runtime pro-
cessing of client requests and perform functions such as request-time process-
ing, invocation of JSP pages, or servlets. They return responses to the clients.
EJB (Enterprise Java Beans) containers support transactions and persistency
frameworks, bean lookup and other services. Containers also provide access
to the enterprise information systems, for example, access to relational data-
bases through the JDBC APIs.

The configuration of containers is not confined to a single platform. Web
containers can live on one platform and EJB containers on another, oraJ2EE
platform can be made up of multiple containers on multiple platforms.

Web service behavior and configuration is given by the WSDL descriptors.
These descriptors expose the interface and represent the behavior of the
resource on the Web. There are multiple ways of binding the Web service to
resources. The Web service becomes a collection of endpoints bound to the
same resource.

The Web Services can use two messaging models:

*  Synchronous Model: This model represents a simple request-response
operation. The client accesses a Web service (request) and receives a
SOAP message inresponse. The client has to wait for the response. The
communication is typically RPC-oriented Java APIs processing XML
documents.

*  Asynchronous Model: The clientinvokes the Web service, butit does
not wait for the response. The Web servicereceives the request and then
uses amessaging provider (server) to send the results to the client. The
asynchronous sending of messages requires a messaging provider. Asyn-
chronous receiving also requires an application server. An example of
asynchronous receive supportis Java API for XML messaging (JAXM).

The synchronous model is suitable for transactional processing. Furthermore,
the synchronous model is more suitable when an application performs a
synchronous transactional access to one or more back-end systems (EIS,
legacy systems). Although there is some overhead (in particular for secure
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transactions) and tighter coupling between the back-end system and the client,
the synchronous model provides a higher quality of processing and guarantees
transaction data integrity.

Asynchronous messaging is typically chosen for better throughput and quality
of services because it buffers messages, supports message routing, and
guarantees message delivery. From the programming point of view, an asyn-
chronous model is more complex than the synchronous request-response
model. The asynchronous model provides more services, however ata cost of
application complexity and more work on the part of developers.

We should mention that the asynchronous model can be successfully simulated
by using an on-demand protocol, where the request is sent to the service
provider, and, later, another request is sent to obtain results of the first request’s
processing. The practicality of this approach is very much dependent on the
nature of processing. For example, you can update multiple single rows ina
remote database, and later, at the right moment, check the status of allupdates
inone transaction.

Web Service Architecture
A Webservice relies on the exchange of XML documents between client and
server and on XML operations where each XML operation defines aresponse
to aparticular client request. When an XML operation is executed, the Web
service has to perform the following activities:

» Itparsesthe XML document, extracts the document elements, and maps
them to parameters of the methods called by the XML operation;

* Itinvokesthe methods defined in the XML operation;

* Itcreatesaresponseinthe formofan XML documentusing return values
from the methods; and

*  Finally, itreturns the XML response to the client.

The support for developing Web Services on the Sun platform is primarily
based on the implementation of Java APIs for XML and Web services. The
following is a brief overview of some API packages available on the J2EE
platform.
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We have already discussed JAXP (API for XML processing) in Chapter II
(XML Authoring and Java Parsers). JAXP provides support for XML docu-
ments using simple API for XML (SAX) and Document Object Model
(DOM). A part of this processing is also XML Stylesheet engine (XSLT).
These APIs give the developers XML platform independence and freedom to
use different XML parsers (swapping from high performance parsers to
memory conservative ones). This type of processing is suitable for fast
implementation of e-commerce applications, application integration, or dy-
namic Web publishing.

JAX-RPC APIs support SOAP based interoperable and portable Web
services. Itis based on the RPC (Remote Procedure Call) programming model
and supports the development of Web service clients and endpoints. We will
provide more details in following sections.

SAAIJ stands for SOAP with Attachments API for Java. [tenables developers
to construct and accept messages conforming to the SOAP specification.
These APIs are derived from the java.xml.soap package.

JAXBisalJavatechnology that enables generating Java classes from XML
schemas by means of aJAXB binding compiler. The JAXB binding compiler
takes XML schemas as input, and then generates a package of Java classes and
interfaces thatreflect the rules defined in the source schema. These generated
classes and interfaces are compiled and combined with a set of JAXB utilities
to provide a JAXB binding framework.

JAXM (Java API for XML Messaging) defines messaging service. These APIs
support sending and receiving document oriented XML messages.

Web Services with JAXB

JAXBisasetof APIsrepresenting the binding compiler, which generates Java
classes that map to constraints in the source XML schema (marshaling and
unmarshaling).

The process of creating XML documents for Web services and binding them
to the underlying runtime infrastructure is depicted in Figure 35. The first step
in creating XML documents is to define the appropriate XML schema. The
purpose of the XML schema is to define a class of XML documents, their
structural rules, and constraints. The documents that adhere to the given XML
schema can be processed by the application. The J2EE platform provides the
JAXB compiler, which binds Java classes and packages to the XML source
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documents. The developers can follow the set of default binding rules, which
canbe customized (Binding customization) ifrequired.

The next step is to run the JAXB binding compiler (Figure 35) using the XML
schema as input. The binding compiler generates Java classes that map to
constraints in the source XML schema.

Implementation of javax.xml.bind package is a runtime API that provides
interfaces forunmarshalling, marshalling, and validating XML contentinaJava
application. Application codeis aclient Java application that uses the JAXB
binding framework to unmarshall XML data, validate and modify Java content
objects, and marshal Java content back to XML data.

XML input documents (XML in docs) are instances of an XML document,
from which a Javarepresentation in the form of a content tree is generated. The
unmarshalling process supports validation ofthe XML input document against
the constraints defined in the source schema.

XML output documents (XML out docs) refer to the marshalling process of
an instance of an XML document. This involves parsing the XML content
objecttree and writing outan XML document that is an accurate representation
ofthe original XML document and is valid with respect to the source schema.

Interface Objectfactory: A clientapplication may also generate Java content
trees explicitly rather than unmarshalling existing XML data. The application
must have the access to each of the schema-derived ObjectFactory classes.
Foreach schemaderived Java class, there will be a static factory method that
produces objects of this particular type.

Figure 35. JAXB components and cooperation
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Typically, the JAXB binding framework is wrapped ina larger Java application
thatmay provide Ul features, XML transformation functions, data processing,
or whatever else is desired.

The following is an example. A Web service is provided to obtain, store, and
retrieve a person’s first name and surname. Incoming (unmarshalled) and
outgoing (marshalled) documents are given a formal specification. There are
twomethods available: XML schema (.xsd file) or DTD schema (.dtd file). The
DTD method has been used for some time. The DTD format is good at
specifying document structure. However, there are some shortcomings when
youneed to specify data types. On the other hand, XML Schema is good at
specifying data types, but lacking in structural specifications. The first step in
the exampleis to create an XML schema (Request.xsd).

This schema contains one top-level element and acomplexType declaration
composed of a sequence of elements: name and surname. We have already
indicated that there are a number of ways of handling XML parsing in Java:
JAXP,JIDOM,JAXM, JAXR, and JAXB. In our example, we will be creating
Java objects from an XML document called Person.xml (Figure 37).
Person.xml (XML request) describes the process called unmarshalling. The
binding compiler isJAXB/ xjc.

Figure 36. Request.xsd (XML schema)

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSchema">
<xsd:element name="Personrequest" type="PersonRequestType"/>

<xsd:complexType name="PersonRequestType">
<xsd:sequence>
<xsd:element name="name" type="xsd:string"/>
<xsd:element name="surname" type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>

</xsd:schema>

Figure 37. Person.xml (XML request)

<?xml version="1.0"?>
<Personrequest>
<name>Jane</name>
<surname>Smith</surname>

</Personrequest>
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Figure 38. Example of build.xml file

<?xml version="1.0" standalone="yes"?>

<l--
build.xml for Personrequest.xsd.
o
<project basedir="." default="run">
<l-- >

<property name="jwsdp.home" value="../../.." />
<path id="classpath">
<pathelement path="src" />
<pathelement path="classes" />
<!--for use with bundled ant-->
<fileset dir="${jwsdp.home}" includes="jaxb/lib/* jar" />
<fileset dir="${jwsdp.home}" includes="jwsdp-shared/lib/*.jar" />
<fileset dir="${jwsdp.home}" includes="jaxp/lib/**/* jar" />
</path>
<taskdef name="xjc" classname="com.sun.tools.xjc.XJCTask">
<classpath refid="classpath" />
</taskdef>

<!--compile Java source files-->
<target name="compile" description="Compile all Java source files">
<echo message="Compiling the schema..." />
<mkdir dir="gen-src" />
<xjc schema="Request.xsd" package="person" target="gen-src">
<produces dir="gen-src/person” includes="**/* java" />
</xjc>
<echo message="Compiling the java source files..." />
<mkdir dir="classes" />
<javac destdir="classes" debug="on">
<src path="src" />
<src path="gen-src" />
<classpath refid="classpath" />
</javac>
<copy todir="classes">
<fileset dir="gen-src">
<include name="**/*.properties" />
<include name="**/bgm.ser" />
</fileset>
</copy>
</target>

<target name="run" depends="compile" description="Run the sample app">
<echo message="Running the sample application..." />
<java classname="TestRequest" fork="true">
<classpath refid="classpath" />
</java>
</target>

To simplify the use of the JAXB binding compiler from the command line, we
have also created the build.xml file and used services of the apache ant
language together with the predefined projects (refer to http://java.sun.com/
xml/jaxb/) (Figure 38).
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Figure 38. Example of build.xml file (cont.)

<target name="javadoc" description="Generates javadoc" depends="compile">
<echo message="Generating javadoc..." />
<mkdir dir="docs/api" />
<javadoc sourcepath="gen-src" destdir="docs/api" windowtitle="Using
unmarshaller (formerly SampleApp1)" useexternalfile="yes">
<fileset dir="." includes="gen-src/**/*.java" excludes="**/impl/**/* java" />
</javadoc>
</target>

<target name="clean" description="Deletes all the generated artifacts.">
<delete dir="docs/api" />
<delete dir="gen-src" />
<delete dir="classes" />
</target>
</project>

Asthe last step, you also need to design your test program (Figure 39).
The outputis in Figure 40.

The xjc binding compiler is run on the Person.xml schema to bind the schema
to Java classes. Figure 43 shows generated classes including interface
(Personrequest.java), and Objectfactory (ObjectFactory.java). Some of the
XML constructs are not supported by JAXB. For example, a schema element
such as xs:any, xs:key, xs:unique and schema attributes such as
complexType.abstract, complexType.final, and others, are not supported.

Web Services with JAX-RPC

JAX-RPC (http://java.sun.com/xml/jaxrpc/overview.html) is used for Web
services interoperability across heterogeneous platforms and languages. This
makes JAX-RPC asuitable technology for Web Services integration.

You can use the standard JAX-RPC programming model to develop Web
service clients and endpoints based on SOAP. A Web service endpoint is
described usinga Web Services Description Language (WSDL) document.
JAX-RPC enables JAX-RPC clients to invoke Web services developed
across heterogeneous platforms. In a similar manner, heterogeneous clients can
invoke JAX-RPC Web service endpoints. JAX-RPC requires SOAP and
WSDL standards for this cross-platform interoperability.
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Figure 39. TestRequest.java to test the example

[
* TestRequest.java
*/

import java.io.”;

import javax.xml.bind.JAXBContext;
import javax.xml.bind. JAXBException;
import javax.xml.bind.Unmarshaller;

import person.*; //here are the types required by the compiler
public class TestRequest{

public static void main(String[] args){
new TestRequest();
}

public TestRequest() {

InputStream in = null;
try {
in = new FilelnputStream(new File("Person.xml"));
} catch(java.io.FileNotFoundException e) {
e.printStackTrace();
System.exit(1);
}

Personrequest request = null;

try {

// person is the package name used in xjc compiler
JAXBContext jc = JAXBContext.newInstance("person");
Unmarshaller u = jc.createUnmarshaller();

request = (Personrequest) u.unmarshal(in);

} catch(JAXBException e) {
e.printStackTrace();
System.exit(1);

}

System.out.printin("Name is " + request.getName());
System.out.printin("Surname is " + request.getSurname());

System.exit(0);

}
} // TestRequest

Figure 40. Unmarshalled documents

run:
Running the sample application...
Name is Jana

Surname is bundasek1

BUILD SUCCESSFUL
Total time: 1 second
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Figure 41. JAXB — Generated classes
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Figure 43. Generated implementation classes
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JAX-RPC provides support for two types of mapping: WSDL-to-Java and
Java-to-WSDL. The mapping and provision of tools for mapping is part of the
development environment for designing Web service clients and endpoints.

Aspreviously mentioned, Web Services run on request-response mechanisms.
Inthe typical Web service scenario, a client request starts a series of business
processes within the company. The basic workflow starts with a client making
arequesttoa particular Web service, such as asking, for example, for a train
reservation in a particular country or a weather report. The service processes
the request and returns the response to the client. When both the client and the
Web servicereside inaJavaenvironment, the request for service is represented
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Figure 44. JAX-RPC publish, import, and invoke principle
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by aJavamethod invocation and transmission of the required parameters. The
response is the result of this method invocation. In Figure 45,a JAX-RPC client
uses SOAP message torequest services from a J2EE service implementation.

The first step for the clientis to locate the service using a registry'. Once the
Web service location is found, the client discovers the options to access itand
binds to the service. The client makes a request to the service as a simple
method invocation with parameters. There are three possible methods for how
tomake the call: invoking methods on generated stub, using dynamic proxy, and
using dynamic invocation interface (DII). JAX-RPC supports only a limited
subset of Java types® to ensure interoperability with Web Services implemented
in other languages. The basic rule is that all types must be serializable to and
from an equivalent XML document representation form.

JAX-RPC runtime environment maps (Figure 45) the call to a XML
documentand creates a SOAP message that encapsulates the method call and
its parameters. The SOAP message is passed to the SOAP handler and
transferred over a standard TCP/IP connection to the server side (WS portin
Figure 45 means Web service port).

The JAX-RPC framework (JSR 101) does not specify what particular means
forJavaobject-XML mapping are to be used for serializing and de-serializing.
When the SOAP message reaches the Web service port, the J2EE container
applies its declarative service to the SOAP message. On the server side, the
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Figure 45. Structure of Web Services with J2EE platform
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SOAP handler processes the request. The SOAP handlers must be written by
developers, and they are free to apply application-specific processing logic for
this particular service endpoint.

The service endpoint extracts the method call, performs any XML-to-Java
object mapping, and passes the method to the Web service interface implemen-
tation for processing. Similar steps are performed when the Web service
returns aresponse to the client.

JAX-RPC Web service clients can be designed as thick clients in standalone
J2SE application fashion or as J2EE (server) components. The following steps
detail the implementation with generated stubs that was discussed earlier in this
section (see Figure 46).

The client makes the request with the following RPC calls:
A client application makes an RPC call on alocal object called a stub.

*  Thestub converts the RPC call to JAX-RPC runtime system requests
using JAX-RPC APL.

*  TheJAX-RPCruntime system (client side runtime) maps the requests to
a SOAP message and transmits it as part of an HTTP request.
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Figure 46. JAX-RPC client-server components

T

Therequestisreceived on the server side asa SOAP message with RPC calls:

*  The JAX-RPC runtime system extracts the SOAP message from the
HTTP request and maps it to amethod call on alocal object called a tie
or skeleton.

. The tie invokes the method call on the Web service.

»  The Webservice processes the request.

Note that, inthe J2EE platform, the business logic for the Web service could
beina Web tier component such as aservlet, or in an Enterprise JavaBeans
componentinthe EJB tier. Obviously, it can be part of a portlet, requesting data
from the remote Web service.

The service formulates the response with RPC response processing on the
server:

*  The Webservice processes the request and returns the response.
»  Thetie converts the response to JAX-RPC runtime system response.

*  TheJAX-RPC runtime system maps the response toa SOAP message
and transmits itas partof an HTTP request.
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The response is received on the client side with RPC response processing:

*  TheJAX-RPC runtime system extracts the SOAP message and maps it
to aresponse on the stub.

*  Thestubreturns the response to the clientapplication.

*  Theclientapplicationreceives and processes the response (displays the
response in a browser or any other GUI).

JAX-RPC Invocation Models

To make a Web service available to clients through JAX-RPC, developers
must provide aJAX-RPC service endpoint definition and an implementation.
This means that two classes for each endpoint must be defined: one class
specifies the JAX-RPC service endpoint interface, and the other implements
this interface. There are three different models for a service endpoint invocation
(see Figure 47). These models are independent of any specific service
implementation model.

*  Stub-base model (static stubs): Service stubs can be created either
from the Java service endpoint interfaces or from the WSDL description
ofthe service (the stub class can be generated using either the WSDL2Java

Figure 47. JAX-RPC invocation models
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tool from IBM WebSphere application server tools or the wscompile
tool from Sun Microsystems Application Server 8, or any other mapping
tool provided by the server container vendor). The stub interface provides
APIs to configure stubs by setting properties such as the endpoint
address, session, user name, and password.

*  Dynamic proxies: The client at runtime creates dynamic proxy stubs
(javax.xml.rpc.Service interface). In this case, the client must have prior
knowledge ofthe WSDL service description and service details such as
parameters and service name, and so forth. Using the ServiceFactory
class (a known pattern), the client creates the service and obtains the
relevant proxy.

*  DynamicInvocation Interface (DII): A DIl client discovers service
details (name and parameters) at runtime using either the service broker
or lookup services, depending on the actual application server implemen-
tation. Service brokers can use varying service discovery mechanism such
as JINI (http://www.jini.org), ebXML, UDDI, etc. In this case, the
binding with the Web service is dynamic.

JAX-RPC Implementation Considerations

Service endpoint development with JAX-RPC needs some further consider-
ations. Coding is based on the RPC paradigm, butevenifyou are familiar with
clientserver programming with CORBA, the implementation is not straightfor-
ward. Some important notes are in subsequent paragraphs.

Packaging and removing requires some programming effort: The clientand
server are tightly coupled entities. The programming effortto develop the client
could be extensive. Therefore, we believe that client developers and service
endpoint providers should not operate independently. When itis expected that
the target clients operate on JAX-RPC, the service endpoint developers should
provide prepackaged libraries and server-side documentation to ease the
programming burden of the client’s development. The provided libraries should
containall files, such as the client-side representation of the service endpoint
interface and its dependent classes that are necessary for accessing the service.
The library should also include additional presentation interface classes to
simplify development ofthe client’s view of the service and shield the client from
maintenance changes to the service.
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Programming rules. To expose a Java-based service asa Web service, the
service endpointinterface is typically defined first. The developers must be
reminded that the following coding rules apply:

*  All methods must throw RemoteException; omission may lead to
difficulties indebugging, mostly on the client side;

*  No public static final modifiers can be defined on service endpoint
interface; and

*  Developers should use only those method parameters and data types
supported by the JAX-RPC types.

Dealing with the state. Web Services are stateless and therefore the service
endpoint should be designed as stateless to allow maximum interoperability.
This conceptis similarto HTTP Servlets (see details in Chapter V: Servlets).
That means thata Web service receives the request, generates the response,
and then is free to service another client’s request. There is no guarantee for the
state to be preserved on the client side. However, often the business process
represented by the Web service is not a simple request-response type, buta
collection of request-response tuples with some dependencies. These situa-
tions should be resolved as a stateful Web service.

To designastateful Web service, we need to utilize features of the underlying
communication transport, in particular HTTP headers (see Chapter VII Web
Service Design). The session-related information can be embedded in the
HTTP header and the Web service client runtime must make sure that this
information is passed with the HTTP request object (this is also called URL
rewriting). The Web server runtime reads the information and associates it with
the state maintained on the server side for the particular client session.

The Web Services implemented as JAX-RPC are means for invoking some
processing onaremote Web server, with data returned to the requester, using
the remote procedure call paradigm (RPC). They are notdissimilar to the older
CORBA model. The development of a smoothly running client with Web
service requires a cooperative effort by developers on both sides—clientand
server. Itis possible to find the interface definition and the implementation
details published in well-known locations and in well-known formats. The
vehicle thatallows this freedom is the XML definition (XML schema and XML
documents). Managers embarking on the development of a client or server
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should be aware oftechnologies used to implement this solution and enforce
proper coupling of the technology to generate the required solution.

Web Service Discovery and Invocation
Web Services and their clients can be built using J2EE components (for
example, JAX-RPC and JAXB are very common solutions for client-server
models. With JAX-RPC, the developers specify the Web service as a
collection of remote procedures and their interfaces. The remote procedures
are invoked by remote Java clients. The Web service is then implemented as
a Web service endpoint, which must adhere to the previously defined interface.
The Web service endpointis a set of methods that implement the business logic.
A clientaccesses the Web service using a Service endpoint interface.

Client developers create alocal object— proxy or stub— whose interface is
the same as the remote service interface. The client simply makes arequestand
invokes the methods on the proxy. The request is transferred to the server using
HTTP and SOAP. There is no need to develop any parsers for parsing SOAP
messages on either side. Parsing is done by the underlying runtime subsystem
(inthe case of JAX-RPC this is the JAX-RPC runtime system and JAX-RPC
APIs). J2EE-based Web Services can be invoked by any Web service client.

In order to handle communication between a client and a service endpoint, the
service endpoint must also define interfaces and a proxy object (called tie or
skeleton). The access to the service endpoint implementation is invoked by the
server passing the incoming message to the tie object. The stubs and skeletons
onthe clientand server side are commonly called artifacts. Itis typical that the
vendor who provides the runtime implementation of the connections between
clients and servers provides some tools to generate stubs and skeletons or ties.
Forexample, the JAX-RPC specification does not require any specific tools to
generate artifacts, but the majority of implementers of JAX-RPC provide the
compile tool to ease the programming effort.

The J2EE platform provides tools to quickly build, deploy, and test Web
Services; italso supports the development and deployment of clients to Web
Services that interoperate with other Web Services and clients. The basic
mechanism for publishing and discovering Web Services is in Figure 48.

Regardless of whether the Web service will be accessible to a single enterprise
or to other companies (public access), the details about the service (its
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Figure 48. J2EE publish-discover-invoke mechanism with JAX-RPC
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interface, parameters, location, and so forth) must be made available to
interested clients or other Web services. This isaccomplished witha WSDL
description of the Web service and a Web service directory, where the details
ofthe Web service are published.

Publishing Web service (step 1). In order to be accessible to interested
parties (Web service providers), the Web service is published in a Registry or
Web service directory. There are several choices regarding where to publish
aWebservice:

« Ifthe Webserviceis intended for the general public, then a well-known
registry isrecommended (for example UDDI). Such publishing makes the
service available to awide audience. The consequence is that not only the
WSDL descriptionis made public, butalso any XML schemas referenced
by this description are now accessible to everybody.

*  The Webservice intended for enterprise use over an intranet should be
published in a corporate registry only. No access from outside the firewall
isrequired.

*  Finally, providingall clients are dedicated partners in business and there
is an existing agreement on usage of this service, the Web service can be
published on a well-known location on a company server with proper
security access protection. Such a server would be placed on the public
side of the company firewall, but it would allow limited access, similar to
aB2B Web server.
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Registries (Web Services directories) are made up of a repository and the
taxonomies (classification of registered entities for easier search) associated
with them. There are no restrictions on publishing the Web service in multiple
registries, even in multiple categories. Some restrictions, therefore, apply for
usage of aregistry:

*  Aregistry, inparticularapublic one, cannotbe used as a datarepository. It
contains only details of what services are available and how to access them.

*  Allregistries typically use some taxonomy to classify the registered
services. [t is important to register the Web service in an appropriate
category to make it easier for clients to find and use the service.

Discovery of service (step 2). Registry implementations can differ, but there
are some common steps that the client must perform before it can discover and
bind (step 3) to the service:

e Theclientmustdetermine how to access the service’s methods, such as
determining the service method parameters, return values, and so forth.
This is referred to as discovering the service definition interface.

*  Theclient mustlocate the actual Web service (find its address). This is
referred to as discovering the service implementation.

Bind to the Web service and invoke it (step 3). The client must be able to
bind to the service’s specific location. The following types of binding may
occur:

»  Staticbinding during client development or at the deployment time, and

*  Dynamicbinding (atruntime).

Fromthe client’s point of view, the binding type and time play importantroles
in possible scenarios relevant to the client’s usage of the Web service. The
following situations are typical:

A Webservice (WSDL and XML schemas) is published in well-known
locations. The developers of the application that use the service know the
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service, its location, and the interface. The client, which is a process
running on a host, can bypass the registry and use the service interfaces
directly. Alternatively, the clientknows the location and can statically bind
to the service atthe deployment time.

*  The Webservice expects its clients to be able to easily find the interface
atbuild time. These clients are often generic clients®. The Web service
must be registered in aregistry. Such clients can dynamically find the
specific implementation at runtime using the registry. Dynamic runtime
binding isrequired.

Development of Web service clients requires some rules to be applied and
design decisions to be made regarding which binding type is more appropriate
for the given situation (static or dynamic binding). Three possible cases are
discussed here (details relevantto the JAX-RPC style of Web service use are
inFigure47):

*  Discovering the Service Interface Definition: If we are dealing with
aknown service interface, and the service implementation is known (no
registry is required), the actual binding should be static.

*  Discovering the Service Implementation: In this case, static binding
isalso appropriate because we know the interface. We need to discover
the service implementation only atbuild time.

*  Theclient does not know the service interface and needs to discover
the service interface dynamically atbuild time. The service implementation is
discovered dynamically at runtime. This type of invocation is called
Dynamic Invocation Interface (DII). Inthis case, the bindingmust be dynamic.

There are still some additional concerns about dynamic service discovery that
are not discussed in this book. Web Services Dynamic Discovery defines a
multicast discovery protocol to locate services. This latest development by
Microsoft and BEA uses probes that are sent to a multicast group, and targets
services that match return aresponse directly to the requesting client. To scale
to alarge number of endpoints, the protocol defines multicast suppressionifa
discovery proxy is available on the network. To minimize the need for polling,
target services that wish to be discovered send an announcement when they join
and leave the network.
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One ofthe problems is dealing with all of the different XML dialects used by the
services. The service developers often use their own XML format in orderto deal
with their particular case, which the accepted standard does not address.

XML Documents as
Part of Web Services

Many Web service implementations expect an XML document containing
clientinformation relevant to the request. The service uses this document to
starta process to handle the request. Sometimes the XML documents may be
exchanged as part of the Web service. These documents arrive as parameters
inthe method calls. In the J2EE platform, there are three options for exchange
ofthe XML documents: Java-MIME mapping, String type documents, and
SOAP fragments.

Java-MIME mapping. The Web service endpoint receives documents as
javax.xml.transform.Source objects. The package (javax.xml.transform.*)
defines the generic APIs for processing transformation instructions, and
performs the transformation. The interfaces in the package do not have
dependencies on SAX or the DOM standards, and try to make as few
assumptions as possible about the details of the source and result of the
transformation. An object thatimplements this interface contains the informa-
tion needed to act as the source input (XML source or transformation
instructions). The application defines two interfaces: Source and Result
interfaces. The XML document is passed as a Source object, and the container
handles the document as an attachment.

Documents can be sent as String types: In this case, the WSDL is used to map
the XML document. The following example shows how the XML is mapped
into xsd:string type:

<part name="StudentEnrolmentXMLDoc” type="xsd:string”/>

The corresponding Java interface for the WSDL where the XML document
(enrolDoc) is passed to the method submitEnrolimentForm() as a string is in
Figure 49.
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Figure 49. Java to String type interface

public interface StudentEnrolmentService extends Remote {
public String submitEnrolimentForm(String enrolDoc)
throws RemoteException, InvalidFormException;

Passingalarge documentas a string could result in some performance penalties.
Y oumay expect that such adocument can grow insize, resulting in the payload
size of the message becoming too large. The other problem is the XML format;
the XML document loses its original format after being converted into a string.

XML documentis a SOAP document fragment. XML schema have a built
indata type hierarchy. This hierarchy (Figure 50) starts with the top complex
type: anyType. We may utilize this type hierarchy and map the XML document
toxsd:anyType inthe WSDL description of the Web service. Passing XML
documents as SOAP document fragments provides portability across J2EE
implementations and interoperability with all platforms. This solution requires
the Web service to be implemented using the WSDL-to-Java approach. The
WSDL description has the following format:

<part name="StudentEnrolmentXMLDoc” type="xsd:anyType”/>

In order to map the XML document type into xsd:anyType, the document
parameter must be defined as a SOAPElement object. The service parses the
SOAP document fragment using relevant APIs from the
javax.xml.soap.SOAPElement package.

The WSDL-to-Javaapproach allows direct mapping of the exchanged docu-
ment to its description (schema) in the WSDL. The corresponding Java
interface represents the document as an instance of'a Java Object. The service
endpoint never sees the original document form. This approach results in the
endpoint being tightly coupled with the document schema. Tight coupling
typically results in some maintenance difficulties; any change in the document
schema mustbe reflected in corresponding change to the endpoint. Therefore,
using xsd:anyType to map the document as a loose coupling option may save
some maintenance expenses.
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Figure 50. XML data types hierarchy (http://www.w3.org/TR/xmlschema-
2/#date)
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XML-Based Web Service

Endpoint Considerations

Let’s assume thatthe XML document that is sent by the requestor and received
atthe provider contains some business logic. As aminimum, the Web service
must “read” and/ or “modify” the XML document. The separation of concerns
interms of separating document manipulation logic from the actual processing
enables the developer to change or apply various document manipulation
techniques. The Web service interaction layer serves as the first point of
contact. Its purpose is to handle tasks such as accepting and handling incoming
requests, invoking a security service, processing authentication, validating and
transforming incoming XML documents into domain objects, deciding on
business logic processing, and handling errors.

Figure 51 shows alayered architecture ofa Web service endpoint, taking into
account the separation of concerns ata Web service endpoint, responsibilities,
and business logic processing.

Requestreceiving considerations. The service interaction layer receives the
client’s request in the endpoint layer. The requests are in the form of SOAP
messages. The incoming SOAP message is mapped into method calls in the
service interaction layer; the parameters are validated and, depending on the
mapping method, transformed into Source objects or String types. The request
is disassembled and further processing is delegated to the layer with the

Figure 51. Web service request processing at the endpoint
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business processing logic. The validation deals mostly with checking the
incoming XML document against its schema.

Often, the business logic layer may have its internal XML schema. In these
situations, the XML documents should be transformed into the internal schema
before they are delegated to the business logic processing layer. Sometimes the
service endpointinterface receives only XML documents, but the implemen-
tation requires objects to process the business requirements. In this case, the
interaction layer must convert the incoming XML documents into appropriate
objects before submitting the request to the business logic layer for processing.

Service processing layer considerations. As mentioned before, service
processing can happen in a synchronous (the client blocks and waits for the
response) or an asynchronous way (the client does not block but expects some
notification about the request completion). When we know that the service
processing is very short, we can opt for the synchronous processing model and
letthe clientblock. However, some requests require long processing, and the
clientresponse time would become unacceptably long. In the asynchronous
model, the client can perform some other processing while waiting for the
response.

The asynchronous client on the J2EE platform must use the Java Message
Service (JMS)toreceive notification that the response is ready to be delivered.
There are several steps the asynchronous client must complete:

»  Theasynchronous client sends the request to the service interaction layer.
The service interaction layer validates the request and ensures its com-
pleteness and transformation.

*  Theservice endpointreturns aunique ID (sometimes called a correlation
ID), and the transformed message is then passed to the service processing
layer.

*  Theclientcanpoll for the status of the message (periodically “enquire”
about the status of the message).

*  Alternatively, ifthe client itselfis a Web service capable of receiving
callbacks with results, the clientimplements the callback routine and waits
to be notified by some callback method.

*  Businesslogicisoftenimplemented using Enterprise Java Beans. In this
case, the asynchronous client can use message-driven beans to read the
request, initiate processing, and formulate the response.
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Assembling responses. Responses should be assembled and cached in the
interaction layer. A common challenge is how to approach the server’s handling
of a variety of client types, ranging from rich clients, through a variety of
browsers, to hand-held devices. The service interaction layer must implement
several types of transformations of the results to comply with the client’s
rendering capabilities.

The service processing layer design. In the J2EE platform, the business
logic can be implemented by Session beans and Entity Beans (commonly
known as EJB). The EJBs canreside either in the same JVM as the remaining
subsystems (that s, servlets or JSP) or on a different machine and a different
JVM. The designer makes decisions about his/her interface model by exposing
either EJB local or remote interfaces. Further decisions must be made on the
usage of EJB container-managed persistency or bean-managed persistency.
More details on these issues can be found on the relevant Sun Microsystems
Webssite (http://java.sun.blueprints).

XML documentsize considerations. Fragmenting XML documents helps in
the logical organization of the documents. Instead of passing an entire document
to all entities in the processing layer, the logical fragmentation ofa large XML
documentallows splitting the document into smaller segments and passing only
segments for processing.

Endnotes
Note that this scenario changes for non-Java clients.

Javatypesare explained in any Java programming guide.

It should be noted that these clients are not designed solely to use this
particular Web service.
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ChapterV

Servlets

Servlets are server side programs that respond to requests from browsers.
They runinthe Web environment. Portal technology grew from the servlets,
and each portal page ends up as aservlet. Servlet technology is the foundation
of Web application development using the Java programming language. There-
fore, understanding servlet technology and the Web server architecture is
important.

The following examines some advantages of using servlets:

*  Servlets show better performance compared to CGI. CGI enables the
Web server to call an external program to process an HTTP request,
accepttheresponse, and pass it to the client. In this fashion, each HTTP
request requires the server to spawn a new process, which affects
performance. With servlets, each request is handled by the servlet
container process (typically called an Application server or engine). When
the servlet completes the processing, it stays resident in the memory,
ready to process another request.

» Servletapplications use Java, which guarantees their portability within the
Javaworld. They can be moved to any operating system that supports
Java.

*  ServletshaveaccesstotherichJavalibrary, which helps to speed up the
developmentcycle.
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*  BecauseofJava’scapabilities, robust applications based on servlets can
be built, protected from memory leaks, and with support for garbage
collection.

JavaServlets areinversion 2.4, and they are part of the J2EE (Java 2 Enterprise
Edition) platform. More information about Java Servlets and J2EE SDK can
be found on Sun Microsystems’ Web site (http://java.sun.com.products/
servlets).

The Servlet Application Architecture
A servlet container manages servlets on a per Web application basis. Web
applications and associated configuration files are specified by the Servlet
Specification (Servlets Specification, 2004). The Servlet specification de-
scribes the following components and theirusage:

»  Servlets and HTTP Servlets define mechanisms for sending responses
andreceiving requests in a client-server model. They are mostly used for
generating dynamic content for Web clients using native support for the
HTTP protocol.

»  Filters provide abstract methods for manipulating a client’s request
before itreaches the endpoint implementation. They can also be applied
to responses from a server to a client. A filter is an object that can
transform a request or modify a response. It is a preprocessor of the
request before itreaches a servlet and/or a postprocessor of the response
leavingaservlet.

»  Servletsecurityuses the security features ofthe JVM. However, servlet
security also defines an additional mechanism for controlling access to
resources in Web applications.

»  Internationalization allows the content to be developed and presented
inmany languages.

The requests for static content are directed to the HTTP server (for faster
processing). A servlet-aware Web server is called a servlet container (Figure
52),and it forms a layer on the top of the HTTP server. Servlets interact with
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Figure 52. Servlet application architecture
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clients viathe HTTP communication model, also called the request-response
model. The requests for dynamic content are examined by the server using
configuration files (for example, web.xml file) and passed to the servlet that is
servicing the application requests. A servlet container supports HTTP protocol
for client requests and server responses. Secure transactions could use

HTTPS, which is also supported by the servlet container.

Similar to many other components of the J2EE architecture, the servlets living
in containers have a life cycle. All servlets must implement the
javax.servlet.Servletinterface. This interface defines the following methods

corresponding to the servlet lifecycle phases:

*  Theinitialization phase is addressed through the init() method. When a
container loads the servlet, its init() method is invoked before it services
any requests.

»  Theservice phase [service() method] represents all interactions with
requests until the servletis destroyed. The service() method is invoked
once per request, and itis responsible for generating the response to the
request. The service() method takes two parameters as objects:

*  Requestobject: javax.Servlet.ServletRequest represents the client’s

request for a dynamic resource (URL).

*  Responseobject: javax.Servlet.ServletResponse is the object into
which the servlet constructs the response (typically a textual docu-

ment with HTML tags and dynamic content).
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*  The destruction phase is represented by the destroy() method. The
container calls this method when the servletis being removed fromuse and
gracefully terminates (freeing up all the resources the servlet created).

Before we continue to discuss the servlet lifecycle methods further, we need to
explain two important principles: the relationship of the servlet to its container
and the principles of communication between the client (browser) and the
server. This leads us to the explanation of basic HTTP.

Working with HTTP

AnHTTP transaction starts with the HT TP client creating and sending arequest
tothe server. This HTTP request is formatted as a line of text containing three
parts:

1. Actiontype (method): forexample GET, POST,

2. Theresourcerequested fromthe server: typically a Web page identified
byaURL (appp_root/Countrylmages/Landscape.html), and

3. Aversionof HTTP protocol suchas HTTP/1.0.

For example, GET/landscape/Countrylmages HTTP/1.0 is a valid HTTP
request thatdisplays the Web page shown in Figure 53a. In the field More, we
type the landscape we wish to retrieve (Uluru). The content of this field is
passed to the servletas a parameter. The first word - GET - is amethod known
to HTTP protocol. When this method reaches the server, it will ask for the
specific resource (/landscape/Countrylmages). HTTP/1.0 is the version of
HTTP to beused in this transaction.

The content of the /Countrylmages/Landscape resource is returned from the
application called Country thatis registered on our server'. The serverin Figure
53breturns, inresponse to action More, a view of Uluru from the base of the
rock. All the HTTP requests are similar. The server returns not only the
response containing the content of the resource requested, but also the version
ofthe protocol (1.1) and aresponse code (viewed from the command line the
response looks like this: HTTP/1.1 200 OK). Table 2 contains the response
code groups that the server returns.
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Figure 53. Example of HTTP GET and response to GET
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Table 2. HTTP return codes

Ixx International: request received, continuing process
2xx  All went well.

3xx Further action must be taken to complete the request
4xx User-Agent error (typically bad syntax)

5xx__ Server error: server failed to fulfill the valid request

The status code thatis most often returned is 200. This means that everything
succeeded and the response is valid. Other codes may appear: 404 (cannot find
the requested URL) and 401 (authorization failed).

When going back in the history of the HTTP protocol, the widely used version
of HTTP 0.9 supported only the GET method. The GET request provides
information in the form ofa query string. The length of this string has been limited
to 256 characters, which is only enough to accommodate the length of a
complete URL. To overcome this limitation, the later version of HTTP 1.0 also
included the POST method. The POST method uses a different transfer
mechanism —asocket connection— and can therefore transfer an unlimited
amount of information. This extra information does not appearas partofa URL,
and it is sent only once. The current version of HTTP 1.1 contains seven
methods: GET, PUT, POST, TRACE, DELETE, OPTIONS, and HEAD. The
HEAD method requests only headers of the response; PUT is used to place
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documents directly to aserver; the DELETE removes documents on a server;
and the TRACE method isused for debugging. The OPTIONS is used to obtain
alistof methods supported by a server.

Customizing the Servlet Initialization Phase

Inpractice, aservlet contains more than the three life cycle methods of'init(),
service(), and destroy(). The content of the Web is accessed via the HTTP
protocol. Only a subclass of a generic servlet— javax.servlet.HttpServiet—
knows how to deal with the HTTP request.

Thelife cycle ofaservletis controlled by the container in which the servletis
deployed. When arequestarrives and is mapped to aservlet viaits deployment
descriptor, the following steps are performed by the container:

» Iftheservletdoesnotexist, the servlet class isloaded; an instance ofthe
servletclassis created and initialized by running the init() method.

»  Afterinitialization is completed, the service() method is invoked, and
request and response objects are passed to it.

The initialization process can be customized. Customization allows the servlet
toread persistent configuration data and initialize the resources. For example,
this method can be used to initialize the variable pointing to the database object
created by a context listener, as shown in the code listing in Figure 54.

In the following example we are referring to the Web application named
Country. The database of images (countryDB) contains many images of the

Figure 54. Enabling database access

/[Find the Database holding the landscape images
/land open the connection using lookup service and JDBC

public CountryLocationDBAO() throws Exception {
try {
InitialContext ic = new InitialContext();
Context envCtx = (Context) ic.lookup("java:comp/env");
DataSource ds = (DataSource) envCix.lookup("jdbc/CountryLocationDBAO ");
con = ds.getConnection();
} catch (Exception ex) {
throw new Exception("Couldn't open connection to database: " + ex.getMessage());
}
}
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Australian landscape. A customer can browse the database, create a list of
images (selection list) he/she would like to download, and delete images from
the selection list. When the selection is completed, selected images are bundled
into a zip file ready to download.

The first step is to find the database with the country images and to connect to
it. The access to the database is enabled via JDBC (Figure 54).

Thenextstep is to create the context listener and associate it with servlet events.
The listener listens to the servlet lifecycle events, creates a Java Bean instance
of type CountryLocationDBAO, and associates its name with the context
attribute countryDB (Figure 55).

When the servletis loaded and the container starts its initialization phase by
calling the init() method, the context attribute object countryDB is obtained
and a connection is established (Figure 56).

Figure 55. Create context listener

//nitialize the context listener to listen to servlet lifecycle methods.
import database.CountryLocationDBAO;

public final class ContextListener implements ServletContextListener {
private ServletContext context = null;

public void contextlnitialized(ServletContextEvent event) {
context = event.getServletContext();

try {
CountryLocationDBAO countryDB = new CountryLocationDBAO ();
context.setAttribute("countryDB ", countryDB);
} catch (Exception ex) {
System.out.printin("Couldn't create images database bean: " + ex.getMessage());
}
}

Figure 56. Servlet initialization phase

//nitialize the database pointer in the servlet:
private CountryLocationDBAO countryDB;

public void init() throws ServletException {
countryDB = (CountryLocationDBAQO)
getServletContext().getAttribute("countryDB");

if (countryDB == null) {
throw new UnavailableException("Couldn't locate database.");

I
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HttpServletis derived (subclassed) from GenericServlet and contains a few
modifications that are necessary for working with the HTTP protocol. Its
service() method implementation calls one of the seven methods: doGet(),
doPut(), doPost(), doHead(), doOptions(), doDelete(), which correspond
to seven methods supported by the HTTP protocol. Coding of HttpServletis
straightforward.

We will now step through the code in Figure 57. Two objects are passed to the
service() method: HttpServletRequest.request, and HttpServletResponse.
response. The javax.servlet.http.HttpServlet class service() method handles
redundant parts of the HTTP request and response unless the developer
overrides the methods provided with HttpServietRequest or
HTTPServietResponse objects to customize processing. Sending the infor-
mation back to the client is accomplished via the HttpServlietResponse
object. This object itself produces only an empty response. The required
HTML markup is achieved by using either getWriter() or getOutputStream()
methods for the java.io.* package. All markups are written in the response
object, and when the out.close() method is called, the response stream is put
onthe HTTP connection. Weused the following code sequence to create the
HTML code (Figure 58).

The HTTP request object arrives with parameters corresponding to the input
fields onthe HTML page (see Figure 53, the field called More). To obtain the
content of this field, we need to access the request object parameters by their
names. For example, using something similar to the listing:

String country = request.getParameter(“country”).

All parameters passed within the request objects can be obtained by their
names. There are APIs to retrieve enumerated parameter names. In order to
generate aresponse, the servlet “prints” the HTML markup into the Printer Writer
type object. Sometimes we need to break up the larger servlets into smaller
parts and redirect the processing to other servlets. For this purpose we use
request delegation. The servlet first obtains the RequestDispatcher object as
shown in Figure 59.

The RequestDispatcher object’s include() method dispatches the request to
the “response” servlet path (/response). The dispatched servlets typically
contain common banners and other resources that need to be passed to the
other servlets.
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Figure 57. Show Country Images application

package servlets;

import java.io.”;

import java.util.*;

import java.sql.*;

import javax.servlet.”;

import javax.servlet.http.”;

e

* This is a simple example of an HTTP Servlet. It responds to the GET method of the HTTP protocol.

*/

public class CountryServlet extends HttpServlet {

public void doGet(HttpServletRequest request, HitpServletResponse response)
throws ServletException, IOException {
response.setContentType("text/html");
response.setBufferSize(8192);

PrintWriter out = response.getWriter();

// then write the data of the response
out.printin("<html>" + "<head><title>Country</title></head>");

// then write the data of the response as the HTML string

out.printin("<body bgcolor=\"#fffff\">" + "<br>"+ "<br>" + "<h1>This is Australia</h1>" + "<br>" + "<img
src=\"Uluru.gif\" alt=\"NTUIluru.gif\">" + "<h2>Nothern Territory landscape</h2>" + "<form method=\"get\">" +
"<input type=\"text\" name=\"country\" size=\"25\">" + "<p></p>" + "<input type=\"submit\" value=\"More?\">"
+"<input type=\"reset\" value=\"Reset\">" + "</form>");

String country = request.getParameter("country");

if ((country != null) && (country.length() > 0)) {
/Ipass handling to the other tresource - /response
RequestDispatcher dispatcher = getServletContext().getRequestDispatcher("/response");

if (dispatcher != null) {
dispatcher.include(request, response);
}
}

out.printin("</body></htmi>");
out.close();

}

public String getServletinfo() {
return "The teaching servlet";
1

1

Figure 58. Creation of HTML markup

PrintWriter out = response.getWriter();
out.printin("<html>" + "<head><title>Country</title></head>");
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Figure 59. Using RequestDispatcher Object to transfer control

RequestDispatcher dispatcher =
getServletContext().getRequestDispatcher("/response");
if (dispatcher != null) {

dispatcher.include(request, response);

Filters are used to examine headers or the content of a request or response.
Filtersusually do not create responses. They provide functionality that can be
attached to the Web resource. This also means that the filter should nothave
any dependencies on the resource it is attached to. The filtering APIs are
defined by several interfaces from the javax.servlet package: Filter, FilterChain,
and FilterConfig. The Filter interface can be implemented to define a specific
filter. The following methods of'the Filter class are recommended for imple-
mentation: initialize the filter, provide custom processing, and dispose of the
filter [init(), doFilter(), destroy()].

Thereis variety of scenarios for the usage of filters. Typical ones are implemen-
tations of a hit counter or perusal of items in a shopping cart. The Web container
uses filter mappings to decide how to apply filters to Web resources. Matching
can be done either by using the name of the servlet (CountryServlet) or by the
URL pattern attached to the servlet (alias). One filter can be mapped to more
than one servlet.

Listeners are used to monitor events in a servlet’s life cycle. The listener
receives notification oflife cycle events. With this approach, the listener can
listen to the Web context, session, or request.

Thelisteners give the developer (or rather, the application) more global control
over the available resources. There are four kinds of event listeners that
respond to Web application life-cycle events:

*  Servlet Context Listeners: These listeners are notified when the servlet
context (thatis, the Web application) is initialized or destroyed.

*  Servlet Context Attribute Listeners: These listeners are notified when
attributes are added to, removed from, or replaced in the servlet context.

*  Session Listeners: These listeners are notified when session objects are
created, invalidated, or time out.
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Figure 60. Usage of HTTPSession object to maintain the session between
multiple requests

public class CountrylmageServlet extends HttpServlet {
public void doGet(HttpServletRequest request,
HttpServletResponse response)

throws ServletException, IOException {

/I Get the user's session and list of images
HttpSession session = request.getSession();
ResourceBundle images = (ResourceBundle)
session.getAttribute("images") ;

ImagelList selection = (ImageList)
session.getAttribute("selection");

. Session Attribute Listeners: These listeners are notified when at-
tributes are added to, removed from, or replaced in any session.

For specific details, refer to Sun’s (2004) J2EE 1.4 Tutorial Update 4 or J2EE
Developer’s Handbook (Perrone, Venkata, & Schwenk, 2003).

Accessing other Web resources. Often there is aneed to access other Web
resources. We have already mentioned the direct method of using a
RequestDispatcher object (Figure 59). To include another resource or
transfer control to another resource, the programmer can use
RequestDispatcher’s include() and forward() methods, respectively. An
indirectinvocation occurs when a Web resource embeds a URL pointing to
another Web component in content returned to a client
(encodeURL(request.getContextPath() + “/Landscape”). This is also re-
ferred to as URL rewriting.

Session maintenance with servlets. Note that by defaulta servlet is multi-
threaded. This means that only one instance is loaded by the container, and it
isinitialized once. After that, eachrequestis handled concurrently by threads
executing in the service() method. As we mentioned before, the HTTP
protocol s stateless, cooperating with the multithreaded implementation ofa
servlet. Since many applications require processing of several requests to
complete one business process, the state of one or more servlets has to be
preserved across several requests. State variables cannot be stored in the
servletitself. Therefore, we associate each request with asession. Sessions are
represented by HttpSession objects. In this fashion, we can associate object-
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value attributes with a session. These attributes are accessible by any Web
component that belongs to the same Web context (root) and handles the
request belonging to the same session (Figure 60).

Our Country application stores images selected by the client as a session
attribute. The image selection represents the state of the application for the
particular client (names and identifiers of the selected images). The list of
images is stored between requests, and the cooperating servlets can access this
listto show, change, and delete images from the client’s selection.

The handling of sessions has some problems. An HTTP client cannot signal to
the server that the session is no longer needed. Therefore, each session is
typically associated with a timeout, allowing the resources associated with the
session to be reclaimed. The timeout period can be set or accessed using the
session’s API (get/setMaxInactivelnterval()). Ifthe Sun’s Application Server
8.1 isused, the deploymenttool also provides the facility to access the timeout
period.

Endnote

We have used Sun Microsystems Application Server 8.1.
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Chapter VI

Java Server Pages (JSP)

Good Web application design always tries to separate business objects from
controls and the presentation. The benefit of using Java Server Pages (JSP) is
the ability to separate Web page design from functionality and content
dynamics (coding). The main features of the JSP technology are:

1. Text-based documents written in a language that describes request
processing and response construction;

Extensibility to define the tags and associate them with functionality; and

3. Abilitytoaccess objects on the server.

A JSP page is atext-based document that contains both static dataas HTML,
WML, SVG or XML, and JSP elements that provide dynamic content. The
servlets include Java classes that generate dynamic Web HTML content using
print() statements. The JSP technology redefined servlets, and itisnow akey
component ofthe J2EE specification. Many commercially available application
servers support JSP (examples include BEA WebLogic, IBM WebSphere,
Sun Microsystems Application Server 8). A JSP page is atraditional Web page
withthe HTML mark up and some “invisible” code hidden in the tag library. The
prescribed file extension is .jsp, and the server provides a special processing
mechanism for this.
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Figure 61. JSP request-response flow
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When a JSP page is developed and deployed (Figure 61), itis translated into
aJava Servlet Implementation (servlet java code), which is then compiled
into the Java Servlet class. These two steps are typically completed offline
during the deployment stage. However, online translation and compilation are
alsoavailable. After deployment, the JSP page is called and passed directly to
the processing stage where an instance of the servlet class (Serviet Object) is
created. The Serviet Object produces the response, which is then returned to
the client’s browser via the HTTP connection.

The basic components of the JSP system are:

*  Template Data: Static elements written in HTML or XML.
*  Directives: JSP elements that are interpreted at the translation time.

*  Scripting Elements: JSP elements used to define a variable and/or
method declaration, expressions, and blocks of commands (called
scriptlets).

*  Action Elements: Commands that look like tags butare implemented as
Java code. Standard actions contain commands like forwarding the
request to another resource, creating JavaBean objects, and so forth. In
addition, custom actions can be designed via JSP tag extension support.
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Details of programming JSP can be found in many sources, For example, J2EE
1.4 Tutorial Update 4 (2004) provides excellent step by step guidelines and
explanation and Perrone, Venkata, & Schwenk’s (2003) J2EE Developer’s
Handbook is a very comprehensive programming guide at an intermediate
level.

JSP Development Notes
Since JSP is widely used, we would like to discuss some best practices in
developing JSPs. Some guidelines based on practical experience with deploy-
ment of Web service endpoints follow.

We recommend that the developers always use the MVC (Model View
Controller) design pattern (see Figure 72) to separate business logic from
control and presentation.

JSP supports the separation of concerns paradigm in terms of the clean
separation of static and dynamic content. Therefore, inserting too much
Java code into JSP documents creates spaghetti code and defeats the purpose
ofthe separation paradigm.

The include mechanism is important (include directive). Static data such as
headers and footers that do not change too often should be kept in separate
files,and by using the include directive, they can be inserted into all pages at the
translation phase. However, ifthe content changes often, then the include page
or an appropriate action directive is better.

Inthe latest versions of JSP itis possible to use filters. The filters are useful,
for instance, to provide a single sign on mechanism, as authentication can be
requested from the JSP page.

JSP documents can be used as templates: atypical application requirement is
that application views (presentation style) have acommon layout. A template
isapresentation component composed of separate subviews, which together
form a page with a specific layout. Each subview (banner, a navigation bar, or
body content) is a component. Views sharing a template then have the same
layout.

JSP documents are an excellent technology for generating XML with fixed
structure. They are useful for generating XML messages in standard formats,
where message tags are fixed, and only attribute values or character data
change each time the page is served. Furthermore, XML documents can be
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created from templates, assembling multiple XML documents into a single
document.

Our experience shows that developers sometimes do not use standard tag
libraries correctly. Standard tag libraries usually provide custom tags that
enable looping, perform iterations, evaluate expressions, and make decisions.
Thesetags are called “logic tags.” Developers tend to use standard tag libraries
to perform many logic functions in JSP pages. Redesigning functionality
provided in standard tag libraries and using custom tags for logic provides little
benefitand often violates the principle of the separation of logic and presenta-
tion. JSP pages are simply procedural programs written in XML syntax.
Including custom functionality can mean that they become difficult to maintain,
as with any other code.

From the point of view of complexity (when logic handling becomes very
complex for standard tag libraries), it is more beneficial to implement logic in
acustomtag, servlet, or helper servlet, or to implement the tag handlers using
enterprise beans. A thin layer of code (the tag handler class) links the custom
tag with the enterprise bean lookup and method invocation. This approach
provides the view (JSP page or servlet) with direct access to model data (in the
enterprise beans), maintaining separation of presentation from functionality.

Scriptlets are pieces of code inalarge area of HTML. Changing scriptlet code
or other HTML code requires some understanding of what the rest of the code
is doing. Scriptlets can easily “redefine” the purpose of a JSP page by
expressing program logic within the presentation. Therefore, the scriptletcode
should appear in exactly one place: in the JSP page that defines it. If the same
processing is required on some other page(s), it must be either included or
copied and pasted into the new context. It can be argued that using an include
directive may reduce readability. Furthermore, when the scriptlet requires
some modification, usually all copies must be updated. Finding all copies ofthe
scriptletand updating them is amaintenance headache, with the real possibility
ofintroducing unexpected errors.

Scriptlets insert code and logic programming into Web content. This treatment
results in the requirement for Web page designers to understand the side effects
ofthe scriptlet programming. Poorly implemented scriptlets can create depen-
dencies on the template data.

Many JSP page compilers show poor error reporting when translating line
numbers between the source JSP page and the generated servlet. Unit testing
of scriptlet code is very difficult. Scriptlets are embedded in JSP pages;
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therefore, the only way to test them is to execute the page and test the results.
For example, amissed semicolon can cost hours of debugging time, creating
nonsense errors.

Usage of custom tags. Custom tags centralize code in one place. When atag
handler’s class changes, the tag’s behavior changes everywhere it is used.
Custom tags encapsulate program logic. Therefore, JSP pages can focus on
presentation.

Erroneous code in custom tags will not compile. However, the entire context
for determining the problem is present in the custom tag code, and the line
numbers can be used to find the error.

A custom tag can be unit tested, and errors can be isolated to the tag or the
page. Some projects use aspecific developmentrole ofa Web page developer.
Typically, the Web page developers do not know much about programming.
Web page developers with limited programming skill can use scriptlets as long
astheusageis confined only to presentation logic. Business logic should never
be implemented in scriptlets.

Integrating Servlets and JSP
The guidelines forusing J2EE typically recommend implementation ofthe MVC
pattern, and the controllers should strictly be implemented as servlets, because
controllers are logical components, not presentation components. Nothing
stops the developer to implement the controller as a JSP page that calls
RequestDispatcher.forward() directly or to use a custom tag. The code in
Figure 62 demonstrates how a controller can be implemented as a JSP page.

The code example shows the scriptlets and tags conditionally forwarding the
request to another JSP page based on a request attribute. We have some
reservations about this approach since it clearly mixes the processing logic and
the presentation view. In this case, the J2EE coding guidelines suggest that the

Figure 62. JSP as a controller

<% String landscapelocality = request.getParameter("landscapeLocality ");
if (landscapeLocality.equals("Sydney")) { %>

<jsp:forward page="/processSydney.jsp"/>

<% } else if (landscapeLocality.equals("Melbourne")) { %>

<jsp:forward page="/processMelbourne.jsp"/>

<% } %>
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better option is to implement the controller as a servlet to avoid mixing
conditional attribute tests with the HTML tags.

Webelieve that the problem of easily mixing code with HTML tags arises from
the JSP specification itself. The JSP specification allows two approaches for
building Web applications: JSP model 1 and JSP model 2, which is based on
MVC2 (Figure 63).

These two models differ in the location where the processing takes place. In
model 1,JSP isresponsible for processing requests, extracting conditions on
which to decide which activity isto be processed next, interacting with the data
through the JavaBean component, and generating responses. Such an imple-
mentation could result in breaking all the good design guidelines mentioned
previously in this section; the control is bundled in JSP, and portions of the code
are embedded in scriptlets or custom tags are interleaved with the presentation.
In model 2, the control is performed by the servlet (proper Java code);
JavaBean components are used as the model part of MVC, and the presenta-
tionis in JSP. The JSP avoids any control scriptlets having to be concerned
predominantly with HTML code.

Figure 63. JSP architectural models (model 1 and model 2)

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



100 Polgar, Bram, & Polgar

Web Module Deployment

Every Web application (composed of servlets, JSP, beans,and HTML) and its
components (Web modules) mustbe deployed. Deployment ensures that the
Web server, application server, and portal server can resolve references to all
objects. Application Web modules must be packaged into a war file. There are
several methods that can be used to deploy the Web modules:

»  Usingadeploymenttool (for example, the Sun Microsystems Application
Server 8 comes with such atool — deploytool (or on the command line
the asant utility in Sun Microsystems Application Server §).

*  Usingthejarutility inadirectory with prescribed layout (format must be
identical to the archive file format [MyApplication.war]) as in Figure 64.

*  Usingtheadministrative console to deploy and launchnew Web applica-
tions already packaged in a war file.

A special directory exists within the application hierarchy named “WEB-INF.”
This directory contains all things related to the application that are not in the
documentroot ofthe application. The WEB-INF node is not part of the public
documenttree of the application. No file contained in the WEB-INF directory
may be served directly to a client by the container. However, the contents of
the WEB-INF directory are visible to servlet code using the getResource()
and getResourceAsStream() method calls on the ServietContext.

It should be remembered that the war file is a hierarchical structure. The
application war file must contain adeployment descriptor called web.xml. The

Figure 64. Web module archive file layout
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Figure 65. Example of deployment descriptor web.xml

<?xml version="1.0" encoding="UTF-8"?>
<Web-app xmins="http://java.sun.com/xml/ns/j2ee" version="2.4"

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://java.sun.com/xml/ns/j2ee

http://java.sun.com/xml/ns/j2ee/Web-app_2_4.xsd">
<display-name>Country</display-name>
<servlet>
<display-name>LandscapeServlet</display-name>
<servlet-name>LandscapeServlet</servlet-name>
<servlet-class>servlets.LandscapeServlet</servlet-class>
</serviet>
<servlet>
<display-name>CountryServlet</display-name>
<servlet-name>CountryServlet</serviet-name>
<servlet-class>servlets.CountryServlet</servlet-class>
</serviet>
<servlet-mapping>
<servlet-name>LandscapeServlet</servlet-name>
<url-pattern>/welcome</url-pattern>
</servlet-mapping>
<servlet-mapping>
<servlet-name>CountryServlet</serviet-name>
<url-pattern>/response</url-pattern>
</servlet-mapping>
</web-app>

web.xml file controls the application’s life. The current complete schema can
be found in the Servlet 2.4 specification.

The example in Figure 65 shows two servlets and the mapping into their
respective URL addresses.

In general, the servlet is first declared by a servlet tag, display-name tag,
servlet-name, and servlet-class. After declaration, the servlet can be refer-
enced by its name and mapped into a URL path. The URL path is declared in
the servlet-mapping tag body as servlet-name and respective URL-pattern tag.
The Servlet Specification document defines combinations thatare available for
the URL path.

Similarto applets, servlets occasionally need initial configuration. The configu-
ration information consists of a string or a set of string values that are included
inthe web.xml file (Figure 66). These values are persistent and are typically
read during the initialization phase. This functionality allows the servlet to obtain
the specified initialization parameters outside of the compiled code.
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Figure 66. Servlet’s configuration parameters

<servlet>
<display-name>LandscapeServlet</display-name>
<servlet-name>LandscapeServlet</servlet-name>
<servlet-class>servlets.LandscapeServiet</servlet-class>

<init-param>
<param-name>welcome</param-name>
<param-value>Welcome in Australia</param-value>
</init-param>
</servlet>

<context-param>
<param-name>javax.servlet.jsp.jstl.fmt.localizationContext
</param-name>
<param-value>images.ListOflmages</param-value>
</context-param>

Apart from servlet initialization parameters, there are also the application
initialization parameters in the web.xml file as a context-paramtag. They can
beusedtostorea collection’s name, and the actual list of collection subsets can
be listed in the param-value tag, as shown in Figure 67.

Ifthe application is using listeners, they also must be registered. They can be
moved to the tag library.

Ifthe URL points to adirectory butno filename is given, typically index.jsp or
index.html files are used. Since the elements in the web.xml file must be
ordered, the welcome-file-list needs to come after servlet tags but before the
error-page. Anexample ofa welcome file declarationis in Figure 69. This file
defines the default URI returned by the Web containerifapartial request(i.e.,
request that contains the directory path but no specific file name) has been
made, provided the file has been properly mapped to a static resource ortoa
servlet.

Figure 67. Use of context parameter tag

<context-param>
<param-name>ImageCollectionName</param-name>
<param-value>Australia Landscape</param-value>
</context-param>

<context-param>

<param-name>Northern Territory</param-name>
<param-value>Victoria</param-value>
</context-param>
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Figure 68. Example of listener registration

<!I--

Register the listener that shows specials in the collection. -->
<listener>

<listener-class>Contry.listeners.CollectionSpecials</listener-class>

</listener>

Figure 69. Welcome file declaration in web.xml file

<welcome-file-list>
<welcome-file>index.jsp</welcome-file>
<welcome-file>index.html</welcome-file>
</welcome-file-list>

In summary, the deployment ofa Web application is based on a deployment
descriptor, which is an xml file, and on anumber of resources, all of which are
packaged inawar file. The class loaderresolves the required class name to the
mapped resources in the deployment file. For consistency reasons, the J2EE
system classes cannot be overridden by any classes of the same name deployed
inthe deployment file. Resources that are external to the war file (for example
enterprise beans) can also be defined in the war file so that they can be found
inthe Web environment.
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Chapter VII

Web Service
Design Issues

Web Services are gaining in popularity because of the benefits they provide.
One ofthe major benefits is their support for interoperability in a heterogeneous
environment, which leads to the capability to add systems and solutions that
require different platforms. As long as the various systems are enabled for Web
Services, the services can be used to facilitate interoperation. Web Services let
enterprise application developers reuse and customize existing information
assets. Web Services provide developers with standard ways to access
middle-tier and back-end services, such as database management systems and
transaction monitors, and to integrate them with other applications.

A Web service implementation (service endpoint),a Web service client, and
aserver‘sinterfaces to the service form a cooperating structure. Because all of
the service interfaces have a consistent implementation, developers donot need
to acquire new skill or learn new styles to work with various services. It also
means that many components can be reused or modified and then reused.
Building these components requires consideration of some general rules that
both Web service clientand service endpoint developers must understand. The
following sections discuss design issues that are relevant to building service
endpoints, server interfaces, and Web service clients.
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Service Endpoint Design
Toenable interaction with clients, Web Services must expose their interfaces.
Web Services can either be built from scratch or can be added to an existing
application, thus making it look like a Web service. There are two separate
issues in the design:

*  Designof Webservice capabilities, their interoperability, and efficiency of
logic flow; and

*  Designofbusiness logic to support business processes.

Business logic is typically designed with no regard to whether the application
isused as a Web service and with no consideration given to the interoperable
interface structure.

Interoperability is the main focus for the design of Web service capabilities. This
design should startat a higher level of abstraction (architecture stage), and it
should involve assigning the responsibilities to layers. We start with splitting the
responsibilities by assuming (similar to XML-based Web service endpoint) that
each Web service endpoint has a service interaction layer (service interface for
communication with its clients) and a service processing layer, which is the
actual implementation of business logic processing (Figure 70).

From this perspective, a typical Web service developer must resolve several
designissues:

Figure 70. High level view of Web service

Service Client

Service Service
SR Interaction | Processing
Layer Layer

Service Client

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



106 Polgar, Bram, & Polgar

*  Serviceinteraction layer responsibilities: How to design the interface
for Web service clients, types of calls clients may make, the parameters
involved, and service usage patterns.

+  Issuesrelatedtothe service availability to other parties: for instance, what
interfaces should be published and where to publish them; which essential
implementation details should the other parties have access to; and what
other components should be designed and automatically provided to the
other parties.

*  Management of clients’ requests: Issues relevant to receiving and
processing clients’ requests; which clients’ calls should be pre-processed
before passing them to the processing layer.

* Delegation of the requests to appropriate business processes:
There is need to consider the efficiency of passing the request to the
business logic, decisions must be made about synchronous or asynchro-
nous processing, and there are issues of potential concurrency conflicts.
Forexample, Entity Beans are by default non-reentrant, and therefore we
may end up with multiple copies or concurrency conflicts.

*  Managementofresponses: Issues associated with creating and send-
ing the response back to the clients. The designer must decide how
components (servlets, JSP, custom tag libraries, etc.) can be used in the
particular solution.

*  Collection and handling of problems: Determine how to collect and
report problems and errors, what type of errors should be reported, and
how error handlers should be conceptualized.

Considering the design issues outlined, a high level view helps to assign
responsibilities to appropriate layers, thus making efficient use of the separation
of concerns paradigm. In the following sections, we discuss some of these
considerations.

Service Interaction Layer

The service interaction layer must handle several major responsibilities. The
firstissue is how to prioritize the approach to the development of the service
interface definition:
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* Approach 1: Create Java interfaces first, and then map them into
WSDL. This approach seems to be very convenient. [fthere are vendor
tools available for mapping Javato WSDL (for example wscompile from
Sun Microsystems), no knowledge of WSDL is required, meaning that
even less experienced developers can use this approach.

However, there are some potential problems with this approach. Services
represent the implementation of some business processes. The business
processes are often subjected to evolutionary changes. It could be difficult
to evolve the service interface without making any changes in the corre-
sponding WSDL document. Changing the WSDL may result in rewriting
theservice’s clients. These changes, and the accompanying instability, can
affectthe interoperability of the service itself.

The developer mustalso be aware that different tools may use different
interpretations for certain Java types. For example, java.util. Date could
be interpreted as java.util.Calendar. Each utility has different represen-
tations inthe WSDL file. Incorrect interpretation of some Java types may
lead to some unexpected problems.

*  Approach 2: Develop WSDL description of the service, and then
build corresponding Java interfaces. Similar to CORBA and IDL, a
detailed knowledge of WSDL and Web service interoperability require-
ments is necessary. Even a small mistake can lead to difficulties in
communication with clients. This approach requires experienced (and
more expensive) developers to design and write the application. Another
obstacle may be with some programmers who like touse so called method
overload'. There are limitations to this approach. Each method call and its
response in WSDL description are represented by unique SOAP mes-
sages. Torepresent overloaded methods, the WSDL description would
have to support multiple SOAP messages with the same name. WSDL
version 1.1 does not have this capability.

Service Endpoint Implementation (Processing Layer)

The processing layer is where the business logic is applied to the Web service
request. There are two options for implementing the Web service interface:
JAX-RPCservice endpointoran EJB service endpoint. The choice determines
whether the endpoint can be embedded in the same tier as the service
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implementation, resulting in a simpler implementation, or whether a separate
EJBtierisnecessary. The latter solution typically requires an additional pipeline
from the Web tier to the EJBs, hence amore complex solution. The decision
whether to use a JAX-RPC endpoint or an EJB service endpoint should be
based on the type of business logic processing.

Two options should be considered:

* The Web service is a new service that does not use existing
business logic: The endpoint type depends on whether the business logic
is completely encapsulated within either the Web tier (JAX-RPC end-
point),orthe EJB tier (EJB service endpoint) is required to provide the
necessary information (for example, an EJB persistency layer is required
toretrieve and store data in the database). The decision regarding where
to do the pre-processing of requests is part of the Web tier design.

* The Web service interface is added to the existing application: A
decision to take this approach should be based on the tier where the
existing application preprocesses the requests. Ifthe application needs to
pre-process the requests before forwarding them to other parts of the
service (inthe Web tier), then a JAX-RPC service endpoint is suitable.
The EJB service endpoint should be selected when the pre-processing
occurs on the EJB tier.

Atthis point, we also wish to mention some additional constraints relevant to
multithreaded access to the Web service based on the components used to
implement the service endpoint. Multithreaded access and transaction pro-
cessing constraints are often important, and yet often the designer does not pay
enough attention to these issues. The following constraints should be carefully
considered:

* AnEJBservice endpoint with a session bean is used to implement
business logic: A typical, and oftenrecommended, implementation is a
stateless session bean. With this approach, the EJB container serializes
requests to the session bean instances (they are by default not reentrant
components), and concurrency constraints are notan issue. If youuse a
stateful session bean, concurrency must be handled.

* AJAX-RPCimplementation of the service endpoint has to handle
concurrent clients within its implementation: The developer has to
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include block or method synchronization code to handle multithreaded
access. Incorrect decisions could result in performance penalties. For
example, large processing sequences in synchronized methods could lead
to anon-responsive server.

Processing of transactions differs with different service endpoints. The JAX-
RPC service endpointruns ina Web container, and its transactional context is
unspecified. There is also no declarative means to automatically mark the start
ofthe transaction (JTA is one approach to explicitly mark the transaction’s start
and end). With the EJB service endpoint the transaction context is the
responsibility of the EJB container. The developers need to declaratively
demarcate transactions and determine the persistent attributes. The business
logic then runs under the transactional context defined by the EJB’s container-
transaction element in the deployment descriptor.

A Web service’s methods can be accessed by many different clients. There is
often the requirement to enforce different access constraints for each method.
The required granularity of access should correspond to the choice of the
endpointas follows:

+ Ifthereisarequirementto control service access at the individual method
level, then it is more appropriate to use an EJB service endpoint.
Enterprise beans permit method-level access permission declaration in
the deployment descriptor. The designer can declare various access
permissions for different enterprise bean methods, and the container
correctly handles access to these methods (this is true for a stateless
session bean).

A JAX-RPC service endpoint does not have a facility for declaring
method-level access constraints, so the designer must provide this imple-
mentation in the code.

We often need to handle an HTTP session for multiple request-response
pairs. A JAX-RPC service endpoint runs in the Web container and has
complete access to an HttpSession object to implement session handlers. This
approach can be used to embed cookies and store client state. However, it is
suitable only for short conversations. An EJB service endpoint hasno access
to Web container state. The EJB Web service endpoint often represents
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business processes with longer durations, and therefore, it needs additional
mechanisms thatare discussed later in this section.

Web Services are not error prone applications. For simplicity, we distinguish
two major classes of errors: application errors and unrecoverable system
errors. Application errors may occur within all three tiers of an application
(client, Web tier, and EJB tier). We consider application errors to be recov-
erable errors, providing that appropriate error handling is applied. As in any
J2EE application, Web service error conditions may occur while processing the
clientrequest. Service-specific exceptions are thrown by the service itself.
With a standalone Java application, any exceptions thrown by an error
condition can be caught. They then can be propagated up the call stack until the
appropriate exception handler is reached. These exceptions ina Web service
endpoint belong to the category of checked exceptions, which extend the
standard java or javax package. When these exceptions reach the client, the
exception type and context can be lost or not clear. These must be well
documented, specifically ifthe client platforms are heterogeneous. We recom-
mend thatthe exceptions should notbe passed to the client in the format as they
were generated on the server. Instead, they should be wrapped into a
meaningful exception thatis specific to Web Services and well documented.

Unrecoverable system errors are more complex and difficult to handle. A Web
service may encounter an unrecoverable error such as alost network connec-
tion. On the J2EE platform, it is the container’s responsibility to throw a
RemoteException, which is automatically mapped to the client side. The client
should receive ameaningful message to enable it to understand the situation and
adjustbehavioraccordingly. However, this solution may not be possible on
heterogeneous platforms.

Web Service Client Design

Web applications should be able to support a variety of client types: laptop,
desktop, palmtops, mobile phones, and other pervasive devices. Connectivity
capabilities span from an Intranet within an enterprise, over the World Wide
Web, to wired and wireless networks or heterogeneous networks. Most clients
today are thin, browser-based clients. Client design considerations include
environmental constraints, user usage patterns, connectivity issues, network
configurations suitable for the selected type of clients, security requirements,
and performance issues.
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Firstly, we want to reiterate the characteristics of Web Services with thin,
browser-based clients. The browser clients use HTTP (or HTTPS) as the
transport protocol and interact with an application by clicking on hyperlinked
text or images or by completing and submitting forms. This class of requests,
also called gestures, is translated into HTTP requests, typically mapped to
HTTP GET, and delivered to the Web server where they are handled by
servlets. The URLs of these requests may include parameters in a query string
that determines what data should be retrieved. The other class of userrequests,
which aims atupdating data, is typically mapped to HTTP POST requests. The
requests are packaged ina MIME envelope of type application/x-www-form-
urlencoded. The envelope also contains the parameters for the update. The
body of the request may contain some actions. The issues to be considered are
outlined innext paragraphs.

Network issues and constraints. The requirement for Web service and
portal clients is to connect to the enterprise backbone over a variety of
networks. The quality of service (QoS) on these networks can vary from
excellent over acompany intranet (controlled networks) to poor on a wireless
network or Internet. The QoS over the Internet, being an uncontrolled
network, cannot be guaranteed at any time. However, user satisfaction with the
application depends on the available QoS ofthe network, its reliability, and
application responsiveness. A Web service client is part of a large network
configuration, and it cannot be programmed as such because it is part of a
distributed application. Three aspects of the QoS that the designer cannot
control include:

« Latency: Mayresultinunacceptable request-response delay.

*  Bandwidth: The lack of bandwidth may cause not only delays, butalso
reductions in the quality of images or video clips.

*  Reliability

A well-designed enterprise application must address the issues in the previous
liston aperapplication basis. No generic solutions are available, but generic
measures are known, such as keeping the size of the Web page to a minimum,
transmitting only the necessary information, and creating conversation sce-
narios where the human clientis kept busy while a server transmission is taking
place. A good client indicates and handles errors when the server is not
reachable.
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Security issues. Different applications and networks have different security
requirements. These requirements constrain how clients connect to the Web
server and the intranet. Internet based clients usually pass their requests and
responses through a firewall while connecting to the Web server. The presence
ofafirewall limits the communication protocol options. Most firewalls are
configured foruse with HTTP. Therefore, SOAP-based messages pass easily,
while CORBA and ORB infrastructure, including Internet Inter-Orb Protocol
(IIOP), (Harkey & Orfali, 1998) do not allow simple access to the server.
Therefore, Web Services using HTTPS or SSL are particularly attractive
compared to RMI or CORBA-based services, which use IIOP.

Platform constraints. Client platform capabilities influence application de-
sign. Thin, browser-based clients cannot simply draw complex graphics or
provide complex processing. [t requires a server to render graphics as images
and send them with the remaining parts of the response. Thick clients can do
the computation and rendering and download only the necessary data from the
server. However, their footprints could be unacceptably large, not to mention
deployment complications.

Another aspect is the actual display real estate. Mobile phones and PDAs
provide only small screens as opposed to desktop computers. Applications
that have to render data to multiple client platforms pose additional design
challenges.

The client has to be able to validate user inputs in order to reduce network
traffic and meetresponsiveness requirements. With a thick client, itis an easy
task to embed some validation code in the application. Thin browser clients
cannot perform all the validation, but they can apply some heuristics, for
example a check that the number of digits in a phone number should not exceed
10digits. There are also some programmatic options available:

+  JavaScriptscripting language. JavaScriptimplementations may vary
for different browsers, and the application may require testing on multiple
browsers. JSP custom tags are useful because they generate simple
portable JavaScript.

*  Webformusing Java Script. DOM has hooks to access form elements.
When the user submits the form, a JavaScript functionis called to validate
the form.
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Validating user inputs on the client side may positively affect the responsiveness
ofthe interface. Although the validation code seemingly provides good re-
sponse and errors are detected without consuming communication resources,
the client consumes more bandwidth because the validation requires down-
loading some processing code and an HTML form. To reduce download time,
itispreferable to place validation functions used by multiple forms in a separate
source file and use the <SCRIPT> tag and <SRC> attribute to access this file.
The browser recognizes the <SRC> attribute and in response caches the
source file. Client-side validation optimizes response time. It improves the
quality of user interface and decreases load, but the designer should notrely on
the client to enforce data consistency.

Maintaining the Conversational State

Conversational state of clients. HTTP is a stateless request-response
protocol. Consequently, Web-based enterprise applications need amecha-
nism foridentifying a particular client and the state of any conversation between
the client and the server. Clients view Web Services as stateless and assume
that a service endpointretains no knowledge of previous client interactions. In
some cases, the client makes a sequence of calls to a service to complete the
request. In this case, the client application has to maintain the state.

There are several strategies regarding how to maintain the application state
inthe Web tier, as described in the following:

*  UseofHttpSession objectassociated with aservlet as discussed in the
Session Maintenance with Servlets section.

*  Useofcookies: A cookieisasmall chunk of datathe server stores on the
client’s platform. Each time the client sends a request to a server, it
includes the headers for all the cookies it has received from that server.
Browsers often provide options for the user to disable cookies in the
application. Some firewalls and gateways use filters to prevent cookies
from being downloaded to the client. There is also the problem with
portability across several types of browsers. This solution, although
widely used, has some negative consequences.

*  URLrewritingis astrategy thatuses encoding the session state within the
URL. This approach should be used when we assume that cookies are
disabled. When auser makes arequest to this URL, the session state is
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sent to the server. The pages containing rewritten URLs consume some
bandwidth. When the server receives the request, it must rewrite every
URL initsresponse. Such treatment increases the size of the response and
consumes more bandwidth. More information on the Apache rewrite
guideisavailable athttp://httpd.apache.org/docs/misc/rewriteguide.html.

Tobemore specific, we willnow describe the implementation of URL rewriting
inthe IBM’s WebSphere Application Server. The request stores the session
identifier in the page returned to the user. The WebSphere Application Server
encodes the session identifieras a parameter on any link or form the user submits
froma Web page. The servlet code is modified to include either anencodeURL()
orencodeRedirectURL() method. When auser clicks onalink that utilizes one
ofthese methods, the session identifier is passed into the request as a parameter,
(the session ID is appended to the URL for the Web page).

Another session tracking mechanismis the Secure Socket Layer (SSL) ID that
isnegotiated between the Web browser and the HTTP server. There are some
disadvantages in this approach. One ofthem is a possible failure of the HTTP
server, which would be displayed as an unrecoverable error. The ID is
negotiated between the browser and the HTTP server. The failure ofthe HTTP
server results in the loss of this ID. In a clustered environment, a specific IP
mechanism directs requests to the HTTP servers. These servers must handle
the requests in such a way that the browser requests are returned to the HTTP
server that negotiated the ID. The WebSphere uses multiple Application
Servers on top of one HTTP server. This means that either cookies or URL
rewriting must be enabled for communication between the HTTP server and the
application server. Furthermore, the WebSphere Application Server mustbe
specifically configured for this type of session maintenance.

Sometimes, the client needs its conversational state managed by the service
endpoint. Such a situation, for example, is when a client application has only
limited processing capabilities and restricted memory to handle a conversational
state. In this case, a service endpoint must maintain the conversational state.

One strategy involves usage of nonreplicable tokens to identify unique commu-
nication witha particular client. The service endpoint and the clientapplication
pass the token between them with each call during their conversation. The use
of'tokens also may be used to prevent the client from attempting to invoke
multiple sessions for the same application or to eliminate inappropriate invoca-
tion of the client through preferences.
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Another strategy is to use entity beans to store the state of'a conversation; EJB
components (mostly entity beans) are often used to implement a service
endpoint. The entity beans can serve as a data store during the session (using
the persistency capability of the EJB container). The token the application is
using can be represented by the primary key of an entity bean. This strategy has
two problems, and the actual implementation could be very complex.

*  Oneofthe problemsisto provide clean up of old session data from the
persistent storage (for example a time stamp on the entity bean in
combination with a timer for tracking elapsed time).

*  Theother problem is the tight coupling of the service endpoint and the
clientby tokens and timeouts. In particular, when aservice is published in
a UDDI or another public registry and used by many clients, or when
changes and maintenance of service are frequent, the client developers
whose applications interact with such a service endpoint need to be kept
up-to-date about the service interface details (the endpoint’s token
requirements and implemented timeouts and session tracking). Therefore,
developers should use this approach only when the tight coupling is
acceptable orrequired and service endpoint responsibilities are clearly
documented.

Sometimes multiple Web service clients are required to share modifiable
state. This is the situation when several Web clients concurrently update shared
data. Data consistency is an issue since one or more clients may be manipulating
the same data at the same time.

Available Web Application Frameworks
The popularity of the Model View Controller (MVC2) architecture sparked
development of several Web-tier application frameworks. The main goal of
these frameworks is to make the development process as easy as possible and
to lower the cost of developing such applications. The following is a brief
overview of some available frameworks and associated tools:

* Java Server Faces (JSF) is a JSR-127 standard. JSR 127 aims at
providing the architecture and a set of APIs for dispatching requests to
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Web-tier model JavaBeans and for supporting maintenance of stateful,
server-side representations of reusable HTML GUI components. There
isalso support for internationalization, validation, multiple client types,
and accessibility. The main goals are to allow tool interoperation and the
development ofportable, reusable Web-tier GUI component libraries.

*  J2EE BluePrints Web Application Framework (“WAF”) is a frame-
work offers a Front Controller servlet and an action class for encapsulat-
ing server side actions, template service, generic custom tags, and
internationalization support. WAF is suitable for small, non-critical appli-
cations, and as alearning framework that will help developers to embrace
the principles of Web-tier, efficient application design, and usage.

*  ApacheStrutsisanopen source server side application framework from
the Apache Software Foundation. Struts is configurable; it also has a
Front Controller, action classes and mappings, utility classes for XML,
automatic population of server-side JavaBeans, validation on Web forms,
and some internationalization support. Furthermore, italso includes a set
of custom tags for accessing server-side state, creating HTML, perform-
ing presentation logic, and templates. However, itis nota standard, and
many J2EE vendors are reluctant to invest in creating interoperable and
reliable tools with it. The Struts framework has been customized by IBM
to support IBM’s WebSphere and WebSphere Portal Server-based
applications (portletdevelopment).

e Hibernateisapowerful, ultra-high performance object/relational persis-
tence and query service for Java. Hibernate lets you develop persistent
classes following common Java idioms including association, inheritance,
polymorphism, composition, and the Java collections framework. The
Hibernate Query Language is designed as a “minimal” object-oriented
extension to SQL. It provides an elegant bridge between the object-
oriented data representation and a relational database. Hibernate also
allows you to express queries using native SQL or Java-based Criteria
and Example queries. Hibernate claims support for all SQL database
management systems. Italso claims to have the capability to integrate with
all popular J2EE application servers and Web containers.
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Endnote

! Overloaded methods share the same method name but have different
parameters and return values.
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Chapter VIII

Portals

Inthe following sections, the concepts of portals and portlets, but not the entire
portlet specification, are explained. First, some fundamental aspects of portlet
developmentneed to be presented in order to ensure your understanding. We
will start with some definitions pertaining to portal components.

*  Client’s point of view: A portal is an integrated and personalized Web-
based application that provides the end user with a single point of access
toawide variety of aggregated content (data, knowledge, and services),
anytime and from anywhere, using any Web-enabled client device. This
definition represents the client’s view of a portal application.

*  Developer’s point of view: A portletis aJavabased Web component
managed by a portlet container that processes requests and generates
dynamic content. A portlet container provides arun time environment for
portlets and manages their lifecycle.

What are portals? Portals are containers for the next-generation desktop,
delivering e-business applications over the Web to all kinds of client devices
and integrating dispersed information from heterogeneous data sources. In
addition, portals provide site users with a single point of access to multiple types
ofinformation and applications. Regardless of where the information resides or
the format it uses, a portal aggregates all of the information in a way thatis
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relevant to the user. The purpose of portal solutions is to provide end users with
convenientaccess to interact with enterprise applications, people, content, and
processes. Users can personalize and organize their own view of the portal,
manage their own profiles, and publish and share documents.

A simplified version of the client’s perspective defines the necessary elements
of portal applications:

*  Aportal combines several legacy back-end systems and applications at
the request time into one page;

»  Itprovidessingle sign-on facility;
*  The content is highly dynamic and can be filtered, personalized, and
secured;

*  Aportalis designed to service thousands of concurrent sessions in an
implementation; and

»  Portalsare enterprise applications that can run on load-balanced Web
and application server clusters.

Web developers are facing problems introduced by the increased complexity
of Web applications. The problems are characterized by requirements for
integration of multiple user interfaces and/or access to multiple data containers.
Enterprise and corporate portals emerged as the strategy for developing
enterprise applications that can provide the integration of diverse data sources,
and to enable companies to interact with external business partners as well their
employees.

Many companies are developing new Internet-based applications focusing on
business-to-consumer (B2C), business to employee (B2E), and business-to-
business (B2B) solutions. (See also the section on business portal solutions).
The core of the challenges currently being faced by Web designers and
developers is the integration of disparate user content into seamless Web
applications presented through well-designed user interface. It is envisaged
that portal technology will provide a framework for building such applications
forthe Web. Such integration is not easy, and the developers have to take into
account many issues such as:

*  Howtomanage the integration of data and applications with legacy and
other already established systems;
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*  Howtointegrate with existing Web applications while ensuring correct
authorization and authentication forusers and satisfactory performance of
the system as a whole;

*  Howtoprovide consistentaccess to multiple Web Services provided by
other companies; and

*  Some existing Web applications are deployed on different software
platforms suchas .NET orservlet engines'. How do we make them work
together without investing in additional middleware?

Portlets and portal applications can be bought as off-the-shelf packages and
canbe customized. The question is whether the company should develop their
own portlets and/or even entire portal applications. A similar question refers to
reusing and customizing existing portlets. How do we justify the costs? Is this
approach practical?

Portlet standards are not well established yet. Our experience to date suggests
that most corporate portals are custom developed and often based on various
portal implementations. Which portal engine should be used? As you will see
later, each implementation of a portal engine provides both positive and
negative points that must be considered. Examples of existing products include
WebSphere Portal, Apache Jetspeed Portal, Microsoft SharePoint and
Vignnette, Plumtree, ATG Dynamo, and Sun Microsystems Sun Java System
Portal Server 6.2.

One of'the characteristics of portal applications is that of constant change and
extensibility. In order to ease and speed up the development process of portal
applications, portal vendors provide development toolkits, deployment tools,
and frameworks. The purpose of these is to provide an extensible environment
and services thatallow the developers to deliver new portal applications fast.

Historical Background
When talking about Web portals, there is no need to go back any further than
1989, when the Web was invented at CERN by Tim Berners-Lee. Then we
only had very few Web sites, and it was not until 1992 that the first Web server
was set up in the United States.

After that, things went fast, especially with 1993 being the year the Web really
started to take off. In that year, where the world in October 1993 had 200
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known Web servers, Marc Andreesen started working on his Mosaic for X
browser, that he later turned into Netscape Navigator. In that same year, The
New York Times also mentioned the Web for the first time.

Back inthose days, an authoring function was built into most browsers (today
you can find this function in the Amaya browser), and so it was, as the Web was
supposed to be, really easy to add and edit information on Web pages. Because
ofthis function, many users used a local file as their so-called default homepage.

The year after, in 1994, two PhD candidates in electrical engineering at
Stanford University, David Filo and Jerry Yang, started Yahoo! as a way to
keep track of their personal interests on the Internet. Yahoo! later went public
and is now a major Web portal.

AltaVista, which later grew into the mostused search engine on the Internet,
was then born in 1995, the year when what was later called the portal race
began. Netscape went public and released anew version 2.0 of their Netscape
Navigator browser. In this new browser, which became wildly popular and
caused Microsoft to take the Web seriously, the default Web site was set to
Netscape’s homepage. This naturally increased the traffic on Netscape’s site.

Except for Netscape, other important so called “portal” sites* were also the
search engines, including AltaVista. The Web was starting to drown in
information overload, and the search engines did their best to try to help
desperate users find what they needed.

America Online today has more than 12 million subscribers, who, when they
setup their AOL/Microsoft browser by default, startat the AOL main site.

Portals have gone through along evolutionary process. If we look back to the
original personal computing and x286 processor days when each application
required the entire screen and used all the computer’s resources, the introduc-
tion of Graphical User Interface (GUI) and window’s based interfaces changed
the way we interact with applications. A user can switch between applications
and interact with multiple applications simultaneously.

The nextrevolutionary step was the introduction of Web applications and the
Internet. Initially we interacted with the Web application by entering a single
URLtoaccessasingle Website. Asthe Web and browser technology evolved,
applets and browser plug-ins for technologies like Java became part of Web
applications.

Web applications have changed the delivery of services. Unfortunately, as with
many other platforms, these technologies were never properly standardized.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Portals 123

Consequently, it was very difficult to provide cross-browser implementations
and to search for services and information. With Web Services, the need to
provide dynamic content on the Web pushed the development of Web servers
into application servers that could serve dynamic content and technologies such
as Java Server Pages (JSPs) and Java Faces®.

The capabilities of Web Services using application servers included rendering
dynamic content and access to applications residing in different locations.
However, they could not integrate multiple data sources into a single interface.

Portals have evolved from application servers as the solution for rendering
multiple streams of dynamic content. The early portals were proprietary and
specific to each implementation. They form an additional layer, and they
cooperate with the application server. As these portals were gaining accep-
tance, there appeared requirements for easy customization and for develop-
mentand deployment tools. These tools included standards and frameworks to
support the building of new portal applications.

Most portals provide personalization and customization. Personalization en-
ables the portal to deliver specific information targeting the individual user,
based onunique information about this user. Customization allows the user to
organize the look and feel of the portal to suit their individual needs and tastes.
Typical portal server deployment tools provide a framework for addressing all
these issues along with an open, flexible infrastructure for creating many types
ofportals, accessible from a wide variety of devices.

To summarize our discussion, we propose that the main purpose of a portal is
to provide the following services:

*  Aservertoaggregate content from multiple resources;.

e Ascalableinfrastructure;

*  Frameworks and tools to build and deploy portal components;

*  Provisionofaunified way of self-customization, and self-administration;
*  Singleaccess pointto multiple applications and Web Services;

»  Standardization and the ability to interchange the portlet applications
among portal vendors; and

*  Support for the processing of portlet fragments into Web pages.
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Generations of Portal Applications

Tobusiness users, a portal is all about information access and navigation. The
business world also talks about portals as a means to connect multiple Web
Services and to personalize the access. Currently, we have seen four genera-
tions of portals, and the technology is still rapidly evolving.

The first generation portals were focused on providing static Web content,
Web documents, and some live feeds. In a corporate environment, their
objective was to provide a single access point to corporate information
distributed throughout the enterprise. They typically contained information such
as company news, employee contact information, company policy documents,
and other key Web links.

Second generation portals added features such as personalization of the view
of'the content, customization of content, and search capability. They were
typically manually deployed and developed within the company. No standards
were applied.

Third generation portals focused on specific information and applications.
Integration at the datalevel was also added. Third generation portals incorpo-
rated the notion of providing services along with the first generation idea of
providing content. Another key feature of third generation portals is support for
collaboration. Collaboration portals provide the ability for teams to work in a
virtual office. They provide content management services, the mining and
organization of related information, along with collaborative services thatallow
users to chat, e-mail, share calendars, and define user communities. Collabo-
rative portals are typically internal corporate portal installations.

Fourth generation portals are intended to support full-functionality of e-
business applications. This involves integration with legacy applications at the
component level, as well as with existing Web Services.

Enterprise portals provide employees with amore or less complete set of online
tools and services to reduce paperwork and increase their productivity. In
addition, fourth generation portals provide services for the entire scale of
external e-business applications, including B2B, B2E, and B2C. Some addi-
tional employee applications are M2E (Manager to Employee), E2E (Em-
ployee to Employee), and X2E (eXternal to Employee). Taken together, all
these relationships are considered part of an ERM (Enterprise Resource
Management) strategy (Doerzapf & Udolph, 2002). Eckerson (1999) pro-
posed four portal generations (a modified version in Table 3), focusing his
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Table 3. Eckerson’s portal generations

Generation Descriptor Features

1 Referential Generic focus
Hierarchical catalogue of pages
Pull flow

Decision support

2 Personalized Personalized focus
Push and pull flow
Customized distribution

3 Interactive Application focused
Collaborative flow

4 Specialized Role focused
Corporate applications
Integrated work flow

analysis on three features: information content, information flow, and technol-
ogy deployed.

A portal framework also provides access for multiple types of devices, such as
PDAs and mobile phones, diverse browsers, version of browsers, and perva-
sive devices, to address the needs of location aware and small real estate screen
communities of users. The important features are facilities for automated
personalization based on business rules.

We believe that the evolution of portals does not stop here. Open frameworks
andtools to find and utilize common services anywhere and anytime will appear
inthe next generation of portals. This generation will support the implementa-
tion through the Service Oriented Architecture Frameworks. These frame-
works may not be implemented on multilayer platforms, but over secure Grids
with horizontal separation of concerns.

Business Portal Solutions

Large organizations have many types of users that rely on their information and
services. Customers, suppliers, partners, and employees each have specific
and often diverse needs. To address these needs, many different kinds of
portals have been implemented.
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These can be categorized as follows:

*  Business-to-Consumer: This type of extended enterprise portal
(extranet)is associated with CRM (Customer Relationship Management)
and provides consumers with direct access to a variety of content— for
example, product manuals and price lists. Portal customers can also
purchase products, check order status, and communicate with customer
support. Like any other portal, a B2C portal is usually tailored to match
customer needs.

*  Business-to-Business: Another type of extended enterprise portal,
B2B portals participate in SCM (Supply Chain Management) by provid-
ing personalized access to business information for suppliers, resellers,
and distributors. A typical B2B portal might provide a business partner
with access to purchase orders, invoices, statements, and delivery confir-
mations. Application integration includes many business processes in
procurement, billing, manufacturing, and distribution areas.

*  Business-to-Employee: B2E portals (also known as intranet portals)
generally serve as a means to aggregate and disseminate corporate
information and services to an organization’s employees. There are two
basic types of B2E portals:

*  Employeeportals provide general access to relevant content such as
company news, HR applications, news and document search en-
gines, sources of expertise, reports, and other types of information
applicable to all employees or larger groups of employees. Typi-
cally, an employee portal also allows for self-service, where an
employee can sign up for classes or benefits, and change personal
information.

*  Knowledge worker portals (sometimes called professional pages)
provide limited access and are aimed at a particular role or set of
roles such as sales and sales forecasts or I'T personnel. These portals
often integrate content in order to support particular business
processes.

The portals developed to support information management in Human Re-
sources (HR) require special attention. According to Dessert and Colby
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Unsecured LDAP Wireless

Multimedia
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(2002), HR portal implementation in General Motors evolved over three stages
as depicted in Table 4.

The three stages cover five organizational dimensions. The GM portal stream-
lines employee communications, indexes relevant content from hundreds of
sources, consolidates hundreds of existing internal Web sites into a single point
ofaccess, and will bring collaboration and productivity tools to one place on
the desktop. Italso allows employees to customize the portal for fastand easy
access to business applications and personal information. The portal runsona
Sun ONE Portal Server (formerly iPlanet™Portal Server), and it has been
designed by Workscape specifically for GM. Workscape’s TruSecure certi-
fication protects data and network security and projection against physical
intrusion. The Sun ONE Portal Server includes secure remote access technol-
ogy that allows GM employees to securely access their portal with a Web
browser from any location; no client software is necessary. The scalability and
performance ofthe Sun ONE Portal Server allows easy integration of addi-
tional Sun servers as companies’ requirements increase with time.

What Do Portal Services Deliver?

Although portals are very diverse, they all contain some common elements and
provide common services. The diversity in both elements and services is mostly
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dueto vendor implementation. In this section, we discuss typical Portal services
and show some specific details of various implementations.

*  Presentation services. Portal Presentation Services provide custom-
ized and personalized pages for users through aggregation of content.
Page content is aggregated from a variety of databases and applications.
The portal presentation framework simplifies the development and main-
tenance of the portal by defining the page structure independently of the
portlet definition. Portlets can be changed without impact to the overall
portal page structure.

*  Singlesign on (SSO). SSO is apopular feature enabling the end user to
authenticate only once to obtain access to all relevant aggregated data.
This feature makes portals different from Web Services where the end
user may have a different user name and password for each Web service*.
It is important to realize that portlets are often shared between many
portals and several pages of the same portal. They may communicate with
back end enterprise applications, which may have identity and authoriza-
tion security constraints. This situation gets more complex when portlets
communicate with other Web Services and back end applications.

*  Directory services. Directories are often likened to databases. What
sets them apart from general-purpose relational databases is the fre-
quency of read requests and the defined database schema. Directories
supporta high volume of read requests, and they are optimized for fast
read access.

The information in the directory is mostly static. As opposed to databases,
directories do not support transaction processing. Database access is stan-
dardized via SQL, which supports read, write, update, and special functions
such as table join, and so forth. A directory contains a collection of objects
organized in a tree structure, and the protocol defines the naming model (how
entries are identified and organized). Portals use the Lightweight Directory
Access Protocol (LDAP) for storing the authentication information. InLDAP,
the entries are organized in a tree-like structure called the Directory Information
Tree (DIT).

Security. The following security standards are playing an importantrole in the
development of portals. The security standards are based on encryption and
decryption principles. Encryption is the process of rendering information so it
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canberead only by intended recipients after it has been decrypted. Such data
ismathematically encrypted in a way that makes itunreadable to anyone except
those possessing the key, or method, to decrypt it.

SSL was created by Netscape, and enhanced in 1996 by IETF (Internet
Engineering Task Force) to become the TSL (Transport Layer Security).
These standards are similar and used interchangeably. The basis of this public
key cryptosystem is ECC (Elliptic Curve Cryptography) Cipher Suites,
suitable for mobile/wireless environments. Currently prevalent cryptosystems
suchas RSA or ECC provide an equivalent level of security.

The XML Encryption Syntax and Processing specification and the Decryption
Transform for XML Signature are W3C standards for handling XML docu-
ments and XML element-level confidentiality. XML encryption can be used
withakey exchange algorithm and public key encryption to encrypt documents.
The protocol is a point-to-point type of protocol with a decryption process at
eachpoint. The Trust Service Integration Kit (TSIK) from Verisign provides
Java APIs that minimize the development complexity for trusted applications.
The APIs enable developers to integrate digital trust services and secure XML
processing, authentication, real-time certificate validation, and authorization.

The Security Assertion Markup Language (SAML) standard defines a
framework for exchanging security information between online business part-
ners. [t was developed by the OASIS (Organization for the Advancement of
Structured Information Standards). To understand the main principles, you
need to understand the following key concepts:

Identity Provideris the system, or administrative domain, that asserts infor-
mation aboutasubject. The Service Provider is the system, or administrative
domain, that relies on information supplied by the trusted Identity Provider.
SAML defines a number of mechanisms that identify a trusted Service
Provider. An SAML assertion is digitally signed using an XML signature, and
it is therefore self-validating. SOAP is used as the transport media. With
SAML, there is a provision for SSO across multiple domains due to its self-
validating features’.

The OASIS work resulted in formulation of the Web Service Security (WSS)
specification describing enhancements to SOAP messaging to provide mes-
sage integrity and confidentiality. The specified mechanisms can be used to
accommodate a wide variety of security models and encryption technologies.
Itrelies on standards like SOAP, XML Encryption, and XML Signature. The
specification was released in April 2002 by Microsoft, IBM, and Verisign as
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“WS-Security.” Itincludes the enhancements to SOAP-based Web Services
to provide protection through message authentication mechanisms.

IBM in the WebSphere Application Server makes use of the standard Java
Security APIs to provide authentication. The WebSphere Portal is configured
so thatincoming requests pass through an authentication component, such as
the WebSphere Application Server, WebSEAL, or other proxy servers. A
user’s authorization for a particular resource such as a page or a portlet is
handled by the portal engine.

Content management. Portals often provide services to facilitate connections
to content management sources. For example, in the IBM’s WebSphere Portal
Server, built-in support is provided for several common content types such as
Rich Site Summary (RSS), News Markup Language (NewsML), and Open
Content Syndication (OCS), along with most XML and Web browser mark-
ups.

Specialized content management engines (or tools) may be used to produce
content portlets that can publish information content within a particular portlet.
This portlet can be placed on a page and can coexist with other content portlets
orapplication portlets. These content management tools often cooperate with
the document management tools, or, as a minimum, allow the authors to refer
to documents placed inside or outside the content management tool. The result
ofthis process is a portlet that provides:

*  Contentinthe form of free text;
e Referencesto documents;
*  Searchcapabilities;

*  Hyperlinks to applications (other portlets that appear on the same or on
adifferent Web page); and

*  Hyperlinks to documents or content entries appearing on other portlets
and pages.

Collaboration services. Not all portal engines provide the framework for
portlet-based collaboration. Collaboration services may exist between portlets
onapage, between multiple portal pages or between multiple portal applica-
tions. A typical requirement is to allow enterprises to integrate corporate
portals with groupware applications such as Microsoft Exchange and Lotus
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Domino and expose collaboration portlets as Web Services. Collaboration
services provided by WebSphere Portal use a set of predefined portlets. These
portlets allow for team cooperation, chat, e-mail, calendaring, and many other
collaborative technologies. Later in this text, we will discuss the programmatic
and declarative approach to collaboration and the use of the property broker.
In WebSphere 5, cooperative services also support page-to-page communi-
cation. However, it is difficult to master this technology. Other leaders in
portals, such as BEA Logic and Oracle As Portal, support full scale collabo-
ration.

Search and taxonomy. The majority of portals offer search services. The
search capability enables searches across distributed HTML, documents, and
text data sources. The search may view documents in terms of categories or
taxonomies. The values of the taxonomy items are defined in metadata
variables, associated with particular documents. The search can crawla Web
site and is configured to force it to follow several layers in a site or to extend
beyond several links in a site. For example, the WebSphere Portal engine
provides a simple search service called Portal Search. In addition, IBM
Extended Search and Enterprise Information Portal can be fully incorporated
into the Portal environment. These search engines provide federated searches
across numerous data sources.

Specialized search engines such as Verity K2 integrate well with portlets. The
portlet provides the search query and the search topology, and the Verity
engine returns the results of the search. The portlet then displays the results.
Another engine, Lucene, is an open-source search engine API now maintained
by the Apache Software Foundation’s Jakarta project.

Support for mobile devices. Some vendors such as IBM provide transcoding
technology, which is integrated with WebSphere Portal to transform the portal
markup produced by the Portal to mark up for small devices, such as mobile
phones and personal digital assistants (PDAs).

Site analysis. Sometimes it is practical to know who and how the portal is
accessed. Some portal implementations provide a means for gathering and
analyzing the information about Web site visitor trends, usage, and content. For
example, with WebSphere, you can use the underlying WebSphere Applica-
tion Server technology and Site Analyzer to collect such information and use it
to improve the overall effectiveness of the site.

Personalization. Most portal implementations provide the capability for
personalization. This is accomplished through either the EDIT or the CONFIG-
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URE modes of the portlet. In the EDIT mode, the changed values refer to the
instance of the portlet thatis being edited. In the configure mode, the changed
values are shared in all instances of the portlet on every page it appears,
throughout the whole portal.

Inboth cases (EDIT or CONFIGURE), the changed values are stored in the
underlying database and survive a server restart. It is important to realize that
the modes are detected by the code, and appropriate screen images are
displayedineach case. The EDIT or CONFIGURE modes must be enabled by
the portal administration function, and a record of their use is kept in the
appropriate configuration xml file.

Insummary, personalization is achieved in three steps:

*  Appropriate mode is enabled by in the configuration file.

. A new JSP is created for each mode. Personalized values are set on the
screen.

*  Theuserperforms the appropriate personalization, if authorized to use this
portletmode.

Since these modes are designed to let the non-technical administrators config-
ure a portlet without any technical knowledge, they can be accessed through
normal portlet functions.

Web Services integration. Portals often provide some services for exposing
and integrating portlets as remote portlets hosted on another portal platform.
The cooperation and messaging is achieved by using the SOAP protocol. The
SOAP protocol supports middleware applications. It hides the process of
packaging and responding to a SOAP request from the developer and the
administrator. SSO enables the access to multiple Web Services without
requesting additional authentication.

Portals are considered as natural entry points for Web Services in the
enterprise. They are able to provide a front end for users to Web Services. A
Web service containing business information can be accessed through corre-
sponding portlets that make the business information available to Web Ser-
vices. The means to achieve this integration lies in WSRP (Web Services for
Remote Portlets). WSRP introduces the notion of presentation Web Services.
These portals can have auser-facing (presentation-based) Web service that
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could be provided by a third party or in the same company and just plugged into
the portal acting similarly to any other local portlet.

Endnotes

Aservletengineisa Web application that runs servlets. Servlets commu-
nicate with the Web browsers.

The word “portal” in this context refers to the appearance and composi-
tion of the screen, rather than the technology used.

JavaServer™Faces is Sun technology that simplifies building user inter-
faces for JavaServer applications. With the well-defined programming
model that JavaServer Faces provides, developers of varying skill levels
can quickly and easily build Web applications by assembling reusable UI
components in a page, connecting these components to an application
data source, and wiring client-generated events to server-side event
handlers.

Itis, of course, possible to synchronize multiple user authentications
across all Web sites. Furthermore, Web services may be distributed and
ask for original user credentials. However, the synchronization is costly
and requires customized solutions.

> More information can be found on the OASIS Web page: http://
www.oasis-open.org’/home/index.php.
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Chapter IX

Portal Development
Framework

Tounderstand portal applications and the principles of their development, we
need to distinguish between a portal and a portlet. A portalis a framework that
lets you plug innew features or extensions called portlets. In the same way that
a servlet is an application component within a Web server, a portlet is an
application component within aportal. A portal isa Web application. Devel-
oping portlets is the most important task in making portals function as the user’s
window to information and tasks. Portlets are an encapsulation of content and
functionality. They are reusable components that combine Web-based content,
application functionality, and access to resources.

Portlets mustbe considered as complete applications, having multiple states
and view modes. They have messaging and event recognition capabilities.
Portlets are assembled in portal pages that make up a portal implementation.
Animportant issue is the design of'a portal page as the aggregate of several
different portlets.

Portlets are similar to Windows applications in that they present their content
inawindow-like display on a portal page. The portlet window has a title bar
that contains basic controls to maximize, minimize, edit, configure, and provides
help to the application. From the portal user’s perspective, a portlet is a
window on a Web-like page that provides access to a specific service or
content.
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The portal engine (also called portal server) provides the runtime environment
-the portlet container - for the portlets that make up the portal implementation.
The portlet container concept is fully compliant with J2EE in the sense of
container functionality. The portlet container is responsible for providing the
environment for the portlet’s lifecycle methods such as instantiating, invoking,
and destroying portlets. The user interacts with portlets through Action-URIs'.
By clicking on alink inside of the portlet, the user can perform certain actions,
forexample changing the display view.

When auser interacts with the portlet, for example by pressing a link, the action
results inanew URL (page). However, the user’s experience is such that the
page did not change; only the portlet content may have changed. Ifthe user
presses the back button, the previous URL is displayed, but nothing has
changed on the screen. This is because the portlet maintains its state. It is
necessary to use so called Action-URIs for navigating forward and backward,
rather than using the browser’s built in navigation (the back button).

Thebehavior described previously is often a source of frustration for both the
user and the designer. Itunderlines the differences between a Web application
using a single window associated with single component (servlet) and a portal
application, which is an aggregation of multiple windows.

The portal infrastructure supports the core sets of services for the portlets.
These services include:

*  Accesstouserprofileinformation,

*  Aframework for portlets to participate in events,
*  Aframework tocommunicate with other portlets,
. Access toremote content,

*  Accesstousercredentials, and

»  Aframework for storing persistent data.

Part of the conceptual knowledge about portals is the requirement to under-
stand how the portal stack works. In Figure 71, the users connect to the
Internet or Intranet using their PCs equipped with abrowser. The server has
aportal serverinstalled on top of the HTTP server (the HTTP serveris designed
to handle static Web content) and the Application server (the Application
server deals with Web Services and generic Web applications).
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Figure 71. Portlet solution — portlet to Web application
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The Portal server accepts the requests directed to its portal applications and
distributes them to appropriate portlets. Configuration files such as web.xml
and portlet.xmldetermine which portletis invoked to service the request. The
request may contain some tasks fora Web application or Web Services. The
Web service’s responsibility is to retrieve and process data from several
components, including Enterprise Java Beans or EIS’s mainframes. These
components may reside on the same server or on remote servers. Access to
remote Web Services is typically via SOAP messages.

MVC Model and Portlets

We have already briefly mentioned the need to separate presentation from
control and business data processing in Web service design. This strategy deals
with the separation of concerns atthe service level. Because portlets also must
be capable of supporting multiple views for multiple devices, the key design
pattern is the well-known model-view-controller (MVC) design pattern?. It
contains three entities:

The Model is responsible for encapsulating all the business logic and data
required by the system. It should be independent of other components. The

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Portal Development Framework 137

Model provides the generic form of business data and applied business rules.
In other words, the Model often represents the business process and rules for
accessing the data. It also supports generic requests for data and returns
generic results so that any View component can use them. Ina typical servlet
environment, the Model is represented by one or more Java beans, often Entity
JavaBeans (EJBs), or other Java classes. Whena Model’s data is required by
aportlet, itis typically retrieved from an external data source.

The View is the output mechanism used to display the data of the Model
component. [tisa presentation service. Like the servlet’s MV C implementa-
tion, the View is traditionally implemented using JSPs or simple HTML. The
main difference from the JSP or servletimplementation is that the View returns
the aggregated information (because of the HTML markup). The View
maintains the consistency of data when the Model changes. There are two
variations of the View: ina push Model variation, the View registers itself with
the Model for change notifications; in a pull Model, the View calls the Model
when it needs to retrieve the most current data. These two variations are
represented with connectors to and from the Model in Figure 72. Therefore, the
View must not contain page-level tags and must be very aware of the
environment in which itis executing. The Portlet APIs provide tag libraries,
which help create adynamic view of resources for the portlet environment.

The Controlleris the heart of the entire architecture. Each request for data is
delivered to the Controller, which is responsible for validating the request,

Figure 72. The Model-View-Controller design pattern
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finding which model component provides the required functionality, and
selecting the presentation service (View) to display data. The selection ofa
presentation service is based on the target device or browser. When the
presentation service is found, the Controller passes the Model data to the View.
The View extracts the specific display data, formats the data for the browser,
and renders its output to the browser as part of the portal’s aggregation of
portlet output.

Forportlet development, the MV C pattern has the following characteristics:

*  Theportletis only responsible for calling the right Controller, depending
on the markup supported by the client.

*  Connectors are responsible for physically accessing content sources.
Typically, there is one connector per content source type, for example,
one connector for POP3 access and one for file-based cache.

*  Modelsrepresentthe content (data) as retrieved through the connector.
A modelisindependent of the presentation.

*  Controllers can be used to provide markup-specific content (HTML,
cHTML?, or WML).

Inthe MVC structure, there is a distinct separation of data and business logic
from presentation service and a controller component for managing the
interaction between the data (Model) and the presentation or View. The
Controller knows the environment in which the application is invoked, gathers
information from the data object to be displayed, and then asks the appropriate
View to render the data using the markup language appropriate for the current
device.

Overview of Portal Concepts
Atypical J2EE three-tier architecture is in Figure 73. Portal applications follow
this architecture. We can view portals as an extension of the Web tier. A portlet
container is the extension of a servlet container. A Portal server redirects client
requests to appropriate portlets. A Web container manages servlets, JSPs, and
filters®. A Portlet container provides a runtime environment for a portlet and
manages its life cycle. The servlet container is the basis of any portal.
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Figure 73. J2EE three tier architecture (http://java.sun.com/developer/
technicalArticles/J2EE/Intro)
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Different vendors use different naming conventions for portal components. We
used for our examples the IBM WebSphere Portal Engine, and our explanation
will adhere to it. The basic portal architecture relies on two components:

»  The Portal server (container) is a Web-based application server that
aggregates, customizes, personalizes, and presents the content of enter-
prise information systems. A Portal server uses the services of Web
application servers to render the collection of portlets (portal page) as one
servlet.

»  The Portal engine enables decoupling of the presentation layer of a Portal
server from the portletimplementation details (Figure 74). This allows the
portlets to be maintained as discrete components.

*  The Authentication Server is a third party authentication proxy server
situated in front of the Portal engine. Its responsibility is to control the
access to portlets by checking access rights during page aggregation or
customization. The Struts framework (see sections on Struts Framework)
and implementation of the MVC2 Model requires Java Beans compo-
nents to store and retrieve application data.

»  TheLDAPdirectoryisusedto queryauser’sidentity and his/ heraccess
rights. All deployed portlets must be registered in the Portal registry, and
their identity is stored in a database (typically RDBMS). Running portlets
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may use all the services provided by the portlet container. In WebSphere
Portal, services are components used to extend the functionality such as
personalization, search, content management, site analysis, enterprise
application integration, collaboration, and access to Web Services.

The Portal servlet is the main part of the portal engine that handles the requests
made to the portal. The portal requests are handled in three phases:

»  The first phase enables the portlets to process requests and send event
messages to other portlets or other portal applications, if required.

*  Thesecondphaseis called the rendering phase. During this phase, the
aggregation modules associated with the requesting device (client) render
the overall portal page; they collect the fragments of information fromall
portlets on the page and add standard decorations such as title bars, edit
buttons, and so forth.

* Inthefinalstage ofrendering, all portlets are transformed into one servlet
forresponse rendering in the client’s browser.

Figure 74. Example of WebSphere portal engine
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Portlet Application and Portal Page

Portletapplications are collections of related portlets and resources that are
packaged to form a cohesive information-processing module. All portlets
belonging to one application are packaged together, and they share, similar to
Web applications, the same context, such as images, property files, and
classes. Animportant feature of portal applications is that the portlets within a
portal application can cooperate by exchanging messages®.

Concept of a portal page. A portal page displays content and one or more
portlets. The page layout defines the number of content areas within the page
and the portlets associated with each content area. Portal pages are often
managed by portal administrators. The portal administrator determines the
page layout for a specific group of users.

The portlet window is the window that surrounds the portlet (includes the title
barand any border images).

Concept of themes and skins. Each portal or portal application can have a
specific visual theme. Themes represent the overall look and feel of the portal,
including colors, images, and fonts. Typically, there are several default themes
provided with the standard implementation of Portal. It is possible to have each
page in the portal with a different theme associated with it.

The term skin refers to the visual appearance of the area surrounding an
individual portlet. Each portlet can have its own skin. The skins are available
foruse with a portlet. The administrator’s permission is needed to change the
skins.

Permissions. Each portal page is subdivided into one or more content areas.
Each content area may contain several portlets. The person with the authority
to manage the page also controls the authority of others with edit privileges to
move or delete the content areas and portlets. Permissions is the term for
controlling page settings. Permissions are often granted on the basis of the roles
theuser holds. For example, the Resource Permissions page in WebSphere
defines sevenroles:

Portal administrators are allowed to have unrestricted access on all portal
resources. Typical administrative responsibilities are:

*  Security administrators are allowed to grant access to aresource.

*  Delegatorsare allowed to grant access to other principals.
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*  Managers are allowed to create, edit, and delete shared resources.
*  Editorsareallowed to create and edit shared resources.
»  Privileged Users are allowed to create private resources.

»  Usersareallowed to view portal resources.

Typical portal transformation is demonstrated in Figure 75. The Portlet
container that manages the runtime state of portlets evaluates portlets into
fragments in two possible ways: either by making requests from the portlet or
by taking a fragment from a cache. Fragments are pieces of HTML markup
created by the portlets. Static fragments or frequently used fragments can be
cached for faster access. Fragments are then handed to the portal server that
aggregates them into portal pages.

Now that you know about portals, portlets, and portal containers at the
conceptual level, itis time to have alook at the specifics of building portlets.

Portal Application Elements

The portal takes advantage of the Web Application Server, making use of its
J2EE services. Before we explore details about how the portlets are trans-
formed into servlets and JSPs for rendering, we shall look at typical events that
occur inside a portal and how the portal handles a typical clientrequest.

Figure 75. Transformation of portlets, fragments, and a portal page (gif)
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In order to understand how portal applications work, we need to introduce
some basic elements. Later in this section we will expand the information about
each ofthe following elements:

. Portlet.
. Portlet state determines the state of the Portlet window.

*  Portletmode defines the functional state of a portlet. This is used by the
portlet to determine how to manage the rendering request. [t means that,
depending on the mode, the portlet will render different markup.

Portlets

A portlet is an application that displays some content in a portlet window.
Portlets form the basic building blocks of a portal. A portlet is developed,
deployed, managed, and displayed independently of all other portlets. Portlets
may have multiple states and view modes. They also can communicate with
other portlets by sending messages.

Based on the J2EE container model, portlets run inside the portlet container.
Portlet containers are analogous to the way servlets run inside the servlet
container ofan Application Server. Portal services are components that the
Portal uses to extend its functionality. The key functionality includes personal-
ization, search, content management, site analysis, enterprise application
integration collaboration, and Web Services. Portlets have access to these
services viatheir container.

Portlets are bound to Java Servlets because they inherit from the HTTPServlet
classinthe Javaclasshierarchy, providing the servlet functionality. Servlets and
portlets reside in a servlet or portlet container, respectively. However, the
portlet container is not a standalone container as is the servlet container. The
portlet container is a thin layer implemented on top of the servlet container
designed to reuse the functionality provided by the servlet container.

You can think of portlets as being a special subclass of HTTPServlet that
includes properties and functionality that allows them to run inside the Portlet
container. Though portlets actually run as servlets under the Application Server
(Servlet container), they cannot send redirects or errors to the browser
directly, forward requests so common with servlets, or write arbitrary markup
to the output stream. All communication back to the end user from a portletis
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viathe aggregation process and property broker framework (this approach will
be discussed later).

Portlet Modes and States

Portlet modes are properties of the portal presentation model. Portlet modes
allow the portlet to display a different “face” depending onits usage. There are
fourmodes:

*  VIEW: This is the initial face of the portlet when created. It generates
markup visualizing the portlet state and properties [doViewmethod()].

*  HELP: This supports the help mode, and a help page can be displayed for
the user.

*  EDIT: This mode produces markup to enable the user to configure the
portlet for their personal use.

*  CONFIGURE: Ifprovided as in WebSphere Portal, this mode displays a
facethatallows the portal administrator to configure the portlet fora group
ofusers orasingleuser.

Portlet states determine how the portlet is displayed in the portal. The state
of'the portlet is stored in the portlet window state object and can be queried
forprocessing thatis based on state. The three states of a portlet (to be precise,
the portlet window states) are:

*  Normal: Theportletis displayed initsinitial state and size as defined when
itwas installed.

*  Maximized: The portlet view is maximized and takes over the entire
body ofthe portal, replacing all the other portal views.

*  Minimized: Only the portlet title bar is visible inside the portlet page.

The portlet modes and window states are accessible from the portlet window
title bar (Figure 76). Clicking on these icons can change the portlet’s mode.

The portal administrator grants permission to configure individual pages (of
portals or portlets) for one user or for a group of users. He/she can grant the
permissions for specified users or user groups to change the page layoutin
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Figure 76. Title bar with Edit, Help, Min, Max icons

order toreflectindividual preferences. The meaning ofthese permissions is that
this specific group of users has the authority to change the page layout using the
CONFIGURE icon inthe task bar. This configuration view allows the autho-
rized users to perform certain actions that change the properties of the portlet
and are relevant for all instances of this portlet. This should be compared with
the edit view, which allows the authorized user to change certain properties for
all instances of the portlet on a given page.

These modes and states must survive longer than one HT TP request-response
stateless cycle. Therefore, portlet datais saved, retrieved, or deleted using the
PortletData object. The PortletData object is linked to the request object
(PortletRequest object), and passed to the portlet during request processing.
Portlets can store values in the PortletData object only when the portlet is in edit
mode. Ifthe portletis on a group page, then this information is available to all
users of the portlet. The portlet retrieves a reference to an instance of
PortletData using the getData() method from the PortletRequest object. The
store() method saves the information in the PortletData object (only data of
the Java String type are saved).

Portlet Lifecycle

The Portlet container is responsible for management of the portlet’s lifecycle
and forinvocation ofiits life cycle methods. The following list shows details of
the portlet’s lifecycle and associated calls to handle each request (Figure 77):

*  APortletisinitialized using its initialization method: Portletinit(). This
method belongs to the abstract class portlet®. The Portal always instanti-
ates only a single instance of the portlet. This instance is shared among all
users the same way that a servletis shared on an application server.

*  Afterconstructing the portlet and before the portletis accessed for the first
time, the concrete portlet is initialized with the PortletSettings object
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using the initConcrete() method; the PortletSettings object contains
persistent data typically setup by the administrator.

»  Userlogin: Whenauser starts the authentication process, the login method
is invoked as the response to the user’s request [ Portlet login();].

*  Auser’srequest forapage is processed with the portlet class’s service()
method. This method is similar to the servlet class’ service() method, and
itis called when the portlet is required to render its content. During the
lifecycle ofthe portlet, this method is called many times, although the order
of invocation is not guaranteed. This method can even be called in a
different order for each request. This processing differs from servlets
where service() is called only once within the request-response cycle —
when HTTP GET is processed.

*  Portal pagereturn: This is associated with the PortalRequest object. The
PortalRequest objectis passed to the portlet with login(), beginPage(),
endPage(), and service() methods, and it contains the data associated
with the user’s request.

*  Userlogout: When auser indicates that he/she wants to logout, the Portlet
logout() method is called.

*  When an administrator takes the concrete portlet out of service on a
portal that is running, the destroyConcrete() method is called.

»  Portal terminated: This is when a portlet is taken out of service and
destroyed. Portlet destroy() is called when a Portal is terminated.

Figure 77. Portlet APIs in its lifecycle
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Portlets are not automatically loaded. Ifan application needs the portlets to be
loaded at startup it must specify this requirement in the portlet configuration file
(PortletConfigand Web application deployment file web.xml). When a portlet
is called, the Portlet container loads the portlet and invokes the init() method.
The init() method assumes responsibility for the initialization of the new instance
shared among all users, creating resources and performing the configuration
(Figure 78). The settings parameters correspond to servlet initialization param-
eters in the servlet deployment file — web.xml.

During its lifecycle, the portlet goes through some changes in its settings. The
metamorphosis is shown in Figure 79. When the portlet is initialized and an
instance of a concrete portlet is created, portlet settings (PortletSettings
object contains configuration parameters initially defined in the Web deploy-
ment descriptor) are applied to the abstract portlet’. This is done by the
administrator when he/she deploys anew application (creates the Web archive
file .war and associated deployment descriptors) or when a new portlet is
loaded. Use of a concrete portlet class or implementation means it is possible
to run multiple instances of the same portlet. The same concrete portlet can be
shared by multiple users.

When a concrete portlet is placed on the page, a ConcretePortletinstance is
created. The new instance is parameterized by the PortletData object. The

Figure 78. Concept of the concrete portlet and initial configuration
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Figure 79. Portlet lifecycle and settings
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PortletData object contains configuration data that can be manipulated via the
Configmode of the portlet (permissions to editare required). The PortletData
object stores persistent information for a portlet.

When auseraccesses the page, a UserPortletinstance is created. A user must
loginto the portals in order to initiate the creation of auser portlet instance. The
portal responds by creating the PortletSession object for each of the user’s
portlets. The ConcretePortletinstance is now parameterized by a
PortletSession object resulting in a new object — UserPortletinstance.
There can be many UserPortletinstance objects per one
ConcretePortletinstance object. Portletapplications group the related portlets
(portlets with the same context) together. By context, we mean all resources,
such as java classes, images, skins, and so forth, that belong to the same
application

Weneed to mention the portlet modes again, at this point from the developer’s
point of view. Portlet modes are defined in portlet deployment descriptor
(portlet.xml file) at its initialization phase. However, the actual working
configuration of these parameters is maintained by the portlet containerina
special object— Portlet.Mode. The current or previous mode for a portlet can
beretrieved from the PortletRequest object (PortletRequest.getMode();).

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Portal Development Framework 149

Core Objects

There are four groups of core objects that the portlets use: PortletRequest,
PortletResponse, PortletConfig, and PortletSession. In order to under-
stand how a portlet lives and communicates with other portlets on a page, you
need to understand the purpose and usage of these core objects.

PortletRequest: thisis an objectthatis passed to the portlet through methods

such as login(), beginPage(), endPage(), and service(). It contains requests
forspecific data. Itis similarto HTTPRequest object, as we already discussed
inprevious sections. This PortletRequest object enables access to important
data via requests. Each request is associated with attributes (name-value
pairs). Parameters are also name-value pairs. They are sent by the client in the
URI query string as part of arequest. The parameters are often posted from a
form. The portlet cannot set parameters from arequest. The contents of both
the attributes and the parameters are available only for the duration of this
particularrequest.

The PortletRequest object also contains the Client object. The Client object
holds request-dependent information about the user agent (this is the actual
device thatinitiated the request) of a specific request. Information from the
Client includes the type of markup that the client supports. The Client is
extracted using the getClient() method. The Client contains the Java String
type information, which is sent by the user agent, the markup language (for
example, “wml”), the MIME type supported by the client (note that retrieving
the MIME type does not distinguish between HTML and cHTML markup),
and the Capability object with more detailed information about the supported
markup language. This mechanism supports the transcoding process for a
variety of devices and markup languages.

Asmentioned previously, the PortletData object, the PortletSettings object,
and the PortletSession objectalso arrive with the request. There are two other
important objects that are used to maintain the portlet’s current mode and the
portlet window’s state. The information about the current or previous portlet
mode is contained in the Portlet.Mode attribute (from PortletAPI tags). For
example, mode="Edit” is true if the user has placed the portlet in Edit mode.
Another object, PortletWindow represents the state of the current portlet
window (MINIMIZED, MAXIMIZED, NORMAL). The ModeModifier can
beused to change the portlet’s mode before itis rendered.

The PortletResponse object encapsulates the information to be returned from
the serverto the client. This content rendering phase is in principle very similar
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to servletresponse processing. Output is generated, for example, using the Java
PrintWriter object.

The response objectis passed via the beginPage(), endPage(), and service()
methods. The response also includes methods for creating the PortletURI
objector for qualifying the portlet markup with the portlet’s namespace.

The URI points to the portlet instance and can be further extended by adding
portlet specific parameters and by attaching actions. For example, let us
examine the case where the portletis inits EDIT mode: the user is entering data
and he or she clicks the Save button. The portlet must process any posted data
before the next markup is generated. This can be arranged by adding the Save
action to the URI of the Save button.

The processing of arequest is different from request processing in a servlet. A
servletdoes all processing in the service() method, which is called only once
per HTTP request-response cycle. Furthermore, servlets do not need to
exchange messages between themselves. Servlets listen only to their life cycle
events. A portlet container supports inter-portlet communication. Portlets have
to complete the exchange of messages (communicate) before the rendering
phase starts.

In WebSphere Portal, portlet processing is split into two separate phases: event
phase processing and content rendering (Figure 80). During event phase
processing, the portletneeds to listen to events — life cycle events as well as
events occurring at other portlets and components (for example, buttons,
menus). The Portlet APIs provide several listeners that extend the listening
functionality of ActionListener or WindowListener.

Figure 80. HTTP request processing in portlet
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There can be only one action request, and the target of this action can be only
one portlet. Ifthe user clicks on a link or button, similarly as with any Swing
interface, an ActionEvent object is created and passed to the ActionListener.
This results in an actionPerformed() event that is triggered on the registered
portlet followed by doView(), arendering method. All this activity happens
before the rendering phase. The other remaining portlets on the page do not
reactto this eventand will process only the rendering request— the doView()
method.

The portal calls the service() method when the portlet is required to render its
content. The service() method is typically called many times during a request-
response cycle. The order of calls to the service() method is not guaranteed.
The service() method is also called either after actionPerformed() is invoked
or when page/portlet refreshing is required. Once the content rendering has
started, no more messages are delivered to the portlet (they are discarded, and
some could be lost).

PortletSession holds user specific data for the concrete instance of the portlet,
creating a portlet user instance. Concrete portlet instances differ from each
other only by the data stored in their PortletData. Portlet user instances differ
from each other only by the transient data stored in their PortletSession. Any
persistent data must be stored using PortletData. Information stored in
portlet’s instance variables is shared between all concrete portlet instances and
even between all concrete portlets® — with read and write access. The
programmer must make sure not to use instance attributes for user-specific
data. Onthe other hand, he has to be cautious about what the portlet adds to
the session, especially ifthe portlet ever runs in a cluster environment where the
sessionis being serialized to a shared database. Everything being stored in the
session must be serializable’.

Notethat the Servlet parameters are defined in web.xml file, while the abstract
portletdefinitions are in file portlet.xml. Similar to the servlet’s HttpSession
object, PortletSession is notavailable on an anonymous page. However, in
cases where the administrator places a portlet on an unauthenticated welcome
page, the portlet should provide code to handle it.

Inadditionto the core objects'?, there are also configuration objects thathave
been mentioned previously (refer to Figure 81). Due to their unique roles and
importance, we briefly reiterate their usage with regard to the effect of their
respective descriptors (web.xml, portlet.xml):
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»  PortletConfig object provides an initial configuration for the abstract
aspects ofaportlet. You can find this information in the portlet.xmxl file
(config-paramtag). Information contained in the PortletConfigis shared
by all concrete portlets based on the same abstract portlet. This object is
typically used to access the initialization parameters set in the web.xml
deployment descriptor of the servlet definition. These are read-only and
cannotbe dynamically changed.

* PortletData object holds data for the concrete portlet instance. The
scope of the PortletData object is determined by the type of page to which
the portlet has been added:

« Ifthepageisagroup page, the PortletData object contains data for
the group of users.

» Ifthepageisauserpage,the PortletData object contains data for this
user.

*  PortletSettings object provides the concrete portlet with its dynamic
data configuration. This object can be accessed with the
getPortletSettings() method, available from the PortletRequest.

*  PortletApplicationSetting object provides the concrete portlet applica-
tion with its dynamic data configuration, shared across all concrete
portlets in the application.

Figure 81. Portlet architecture
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Figure 82. Code example of obtaining window mode and configuration
settings

boolean maxSuppported = getPortletConfig().supports(PortletWindow.State. MAXIMIZE);

boolean minSupported = getPortletConfig().supports(PortletWindow.State.MINIMIZED);

boolean viewSupported = getPortletConfig().supports(Portlet. Mode.VIEW, request.getClient());

boolean editSupported = getPortletConfig().supports(Portlet. Mode.EDIT, request.getClient());

boolean configureSupported = getPortletConfig().supports(Portlet. Mode. CONFIGURE, request.getClient());
boolean helpSup = getPortletConfig().supports(Portlet. Mode.HELP, request.getClient());

PortletContext context = getPortletConfig().getContext();

A PortletConfig object can also be used to determine supported modes and
states. Furthermore, this object also provides access to the PortletContext
object. The PortletConfigis accessible, for example, via the getPortletConfig()
method ofthe PortletAdapter class. Some methods available in this object are:

*  supports(): This method can accept a PortletWindow.State object or
Portlet.Mode object and returns a Boolean value indicating whether or
not the state or mode is supported by the portlet.

« getContext(): This method will return a PortletContext object and
provides the capability to find out which states and modes are supported.

The PortletContext provides amechanism for the portlet to access the services
ofthe portlet container in which itis running. For example, the PortletContext
provides access to the PortletLog, servlet context parameters, as well as any
services hosted by the portal, such as the Credentials Vault, persistent
connections, and possibly other custom services. The parameters accessed by
the PortletContext are the context parameters set in the file web.xml. These
parameters are common to all portlets deployed in the same web.xml, regard-
less of the application to which they belong.

Portlet Events Phase and Messaging

In the previous section, we mentioned the impact of a portlet listening to an
ActionEventon processing, in particular the rendering phase. A portal server
provides the environment for portlets to exchange messages and data. A user
can be presented with a portlet on a page that contains a list of choices, for
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example, a list of subjects offered in a semester at a university. Selecting a
subject causes another portlet on the same page to be updated with details of
this selection (for example, the subject description retrieved from the online
student handbook). This type of processing— propagating requests through
multiple portlets—is achieved with portlet messaging and events.

There are three important constraints with regard to portlet messaging':

+  Communicating portlets must be on the same page. The portlets that
communicate through messaging must reside on the same page. This
limitation is introduced for performance reasons only. Portlets are config-
ured on the same page using the XML configuration file and loaded at the
installation time. Portlets wishing to receive information from other
portlets on the page must listen to incoming events. For example, when a
user clicks on a link or a button, the click generates an action event. To
receive notification of the event, the portlet must have the appropriate
event listener implemented within the portlet class.

*  Portlets thatimplement the PortletMessage interface must belong to the
same application (they must be packaged in the same .war file); this
limitation can be avoided by using inheritance and extending the
DefaultPortletMessage superclass.

+  Portletsdeployed as Web services cannot send or receive messages.

Inatypical scenario, one portlet detects a certain condition and prepares a
message thatis then sent to another portlet. The receiving portlet obtains the
message from the message listener and processes it. Portlets have the capability
to both send and receive messages.

Portlets communicate using portlet actions and message listeners. When the
link for the portlet is clicked or another event occurs, the action listener is
called, which then sends a portlet message to the portlet that is the target of the
action.

Portlets in different applications can only communicate through default portlet
message objects. Default portlet message objects can only carry strings. For
example, the WebSphere Portal 5.01 uses a unique class loader for each
portletapplication to provide security between applications. The message is
typically a custom Java object unique to the application. Since messaging
portlets must share this message object, they must share the same class loader,
and therefore, they must be part of the same portlet application.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Portal Development Framework 155

The messages and events come in three different flavors:

*  Actionevents are generated when an HTTPRequestis received by the
portlet container that is associated with the action;

*  Message events are generated when another portlet within the portlet
application sends a message; and

*  Window events are generated when the user changes the state of the
portlet window.

For inter-portlet communication, the portlet APIs provide a set of listeners to
enable more functionality. The portlet container delivers all events to the
respective event listeners (and therefore to the portlets) before generating any
content thatis to be returned to the portal page. Event conflicts, such as when
alistener processing the event finds that another event needs to be generated,
are handled by the portlet container. A new event is queued by the portlet
container and delivered at the time determined by the portlet container. There
isno guarantee for event ordering. The container only guarantees that the event
will be delivered and executed before the content generation phase. The
concept of listeners and specifically action listeners is the same as in many
aspects of Javatechnology.

Wehave already mentioned differences in processing and rendering between
portlets and servlets. A servlet does all of its processing in the service()
method. A portletuses two-phase processing - action and service processing.
Action processing must complete before a portlet’s rendering phase starts.

During the action processing phase, the portletimplements an ActionListener
interface and listens to events. When the ActionEvent arrives the
actionPerformed() method is invoked with a parameter representing the
ActionEvent object. The ActionEvent object is generated, for example, a
submitbutton, and it describes the triggering event. When the actionPerformed)()
method is invoked, a response object is not available because this is not a
rendering phase. All state changes should be handled during action processing,
and portlets should use the service phase only to render portlet output. The
service() method can be called following the actionPerformed() invocation or
when the portal page isrefreshed. Consider a page with two portlets, Portlet 1
and Portlet 2. The user clicks on a link in Portlet 1, which results in
actionPerformed() and doView() processing on Portlet 1. The page is
refreshed with the doView() method called for Portlet 2. The content genera-

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



156 Polgar, Bram, & Polgar

tion phase has started [using service(), beginPage(), and endPage() meth-
ods]. During this phase, all further events are on hold. For example, messages
cannot be sent from within the service() method, doView(), or other content
generation methods. Attempts to send a message during the content generation
phase will result in an exception.

The portal event handling and message processing is executed in four steps in
the predefined order:

* All action events are processed: The user makes a request to the
portal. The portal receives the request and decodes the action’s URI that
has been sent by the client and propagates an action event to the
appropriate portlet. The receiving portlet’s action listener is called to
process an action event. This is the appropriate time to send messages to
other portlets - during the action event processing.

* Allmessage events are processed: [famessageis sentto a portlet, the
portlet’s message listener is called to process the message. Portlets can
send multiple messages, and so they send messages as responses to
received messages. Message processing continues until there are no more
message events pending.

+  Allwindow events are processed: Window events typically deal with
sizing operations, such as maximize, minimize, restore, and the portlet’s
ability to request a specific size. These events are sent to all portlets
affected by the resizing. All window events are queued, and their
processing continues until there are no more window events pending.

*  The rendering process starts: When the event processing is com-
pleted, the portal aggregator starts calling each container on the page, and
the rendering phase is started. When rendering is completed, the page is
returned to the user.

Page Aggregation Process (Rendering Phase)

Portals allow users to select sets of portlets they wish to work with and provide
a framework for displaying those portlets in a consistent fashion. A set of
applications that should be presented in a common environment is called a
page. Page aggregation is the process of collecting information about the
portlets (their size, customized features, and content) requested by the user and
the device on which the page should be displayed. This information is then used
to create a page that is appropriate for the device.
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The page layout is divided into rows and columns that are managed by the
relevant containers. The row and column containers aggregate the portlets on
the page in a matrix, to which the controls are added.

The aggregation process involves three basic steps:

*  Collecting information about the user,
»  Selectingthe active applications, and

*  Aggregating the output (creating the output stream and servlet).

The following information is required about the user:

*  Eachuserisauthenticated during the login process, and this information
is kept for the duration of the session. At this point, we are not concerned
with the storage location.

*  TheClientidentifies the device through which the user is connected. Itis
obtained from the request’s header and kept for the duration of the
session.

*  Themarkup and markup version belong to the device category, and they
are obtained from the request object as part of the client information. The
supported markups are HTML, cHTML, and WML. Additional markups
can be added (WebSphere Portal provides a Markup Portlet Manager
for adding new markups). The browser version is also needed for the
supported markup. For example, ie5 for the Internet Explorer browsers
and ns for the Netscape browsers.

*  Thelanguageis displayed, based onuser preferences or browser set up.
As an example, we are familiar with the WebSphere Portal, which
determines the language to be displayed via the following algorithm. Ifthe
user is logged in, the portal user interface is displayed in the preferred
language of the user. If no preferred language is set, the portal Ul is
displayed in the language set by the client browser, if available. If no
browser language is available, the portal Ul is displayed in the default
language set for the portal. Portlets that do not support any of the
previously-mentioned scenarios display their Ul in the portlet’s default
language.
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The access control facility determines the level of access to portal pages. Each
page is associated with atheme. The name of the active theme is read directly
from the currently active page. Depending on the interactions of the user with
the portal, different screens may be presented. The screen holds the output of
the portlets on a page.

When the portal receives arequest, it determines the active page for the current
user and renders the page. Once the active page is determined, the layout of this
pageis used to aggregate the content of the defined applications, arrange the
output, and integrate everything into a complete page. A basic portal page
layoutis shown in Figure 83.

Each page is defined in terms of templates for the portal window, screen, and
screen components:

*  Athemedetermines the global look and feel of the pages. Themes affect
the navigational structure, banner, colors and fonts, available portlet
skins, and other visual elements of'a page.

»  Askindefinesthe frame around a portlet. There can be a different skin for
each portlet. Each theme must have a default skin associated with it. This
skinis used for all pages, unless specified otherwise by the user!.

*  Theportal window is composed of the banner and the portal page. The
top area of the window is typically taken by the standard information for
the enterprise. The banner contains the greeting, a page selection box,
tabs to select other pages in the page group, and some additional controls
forinteracting with the portal, such as alog in button.

Figure 83. Basic portal page layout
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*  Thescreenholds the output of the portlets on the currently selected page.
Another page element called the node represents the hierarchical structure
ofthe presentation and other elements in the portal. Nodes include pages,
labels, or URLs, and they are used to navigate the portal structure. The
portal has a tree structure that is used to organize the portal into branch
nodes, which belong to other nodes that are higher in the tree. The single
highestnode in the portal is called the content root. Nodes are represented
and accessed from the portal navigation menu.

* Apageisatypeofnodethatprovides portal content, similarto a page on
any Web site. Each page displays content that can be customized for the
portal user.

*  Alabelisatypeofnodethathasaname andisusedtohold othernodes.

A URL is a type of node that can open locations within the portal or
external Webssites.

*  Acontaineris an area on a page that contains content. There are three
types of containers: row containers, column containers, and cell contain-
ers. The content is placed in a container that spans the width of the page
(row) or the height of the page (column).

Arow container allows portlets to be arranged in a horizontal format. A column
container allows portlets to be arranged in a vertical format. Control is
maintained by the frame around the portlet. It builds the bar above the portlet
output, including buttons to control the state and view of the portlet.

Rendering of page components is done using resources and descriptors, such
as JSPs and JSP tags, images, and style sheets. The relationship of the
components and their descriptors is in Figure 84. These resources are located
in the file structure, which the portal server uses to locate the correct
components during the rendering process. The matrix containers
RowContainer.jsp and ColumnContainer.jsp render rows and columns,
respectively, using their tags. Each column points to one or more rows
(children). The Control.jsp descriptor renders the title and control buttons of
aportlet and may also render the frame for the portlet.

The root container contains all other containers (row containers, column
containers, and control containers) for the given page. The root container is
used only as a starting point for the aggregation, and therefore, it does not
render itself. The root container triggers the rendering of all the child compo-
nents (columns and rows) in the page hierarchy. When the pageRendertag is
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Figure 84. Page aggregation mechanism
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found in the relevantjsp file, the root container starts the rendering process of
its children. The root container is not visible on the screen. Each child of the root
container invokes its template (JSP), which is responsible for rendering all the
content of its child. Ifthe child contains further child components, the appro-
priate tags for children start executing the rendering of all these components,
one atatime. Each componentinvokes its own template, which in turn invokes
more components until the leaf of each branchisreached. This results in control
moving between component classes and their respective JSPs. Each compo-
nent writes its content to the servlet output stream.

When a Control.jsp isreached, it adds controls such as buttons and a title to
the fragment and passes the portlet’s output stream to the servlet’s output
stream. When the entire tree has been processed, the output stream is closed,
and the servlet is sent back to the requesting client (the rendering phase is
completed).

Each portlet follows the MVC2 pattern. The content of the portletis updated
withregard to the user’s request and messages received from other portlets.
The Model component is typically implemented as a Java Bean(s) for each
portlet, and it is responsible for retrieving updated content. The updated
content is fed to the output stream associated with the response object from
eachportlet, and itis further channelled to the corresponding JSP. Al JSPs are
then aggregated in the servlet. The response is prepared for the rendering
(Figure 85).

Portal APIs support many listeners. Some portlets implement listeners such as
the PortletSessionListener and the PortletPageListener for recognizing the
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Figure 85. Page content aggregation as MVC?2 pattern
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life cycle stage of a user’s portlet instance during life cycle methods. For
example, we can listen to login() and logout() to maintain user session
information, or beginPage() and endPage() to react to page events. These
listeners are useful because some methods, service() method in particular, are
notcalled by the portal server in a guaranteed order. Listening to a portlet’s life
cycle makes it possible to insert additional behavior or processing at the
beginning or end ofthe page.

To be more specific, the PortletSessionListener allows a portlet to detect a
login() situation, which signals the start of a user instance, initialization of the
user’s session instance, and storing of the user attributes in the session object.
When auser logs out (logout() method), the user’s session with the portal is
terminated. The portlet should then clean up any resources for the portlet user
instance. This could include cleaning up the authentication state of the user or
cookies. Similar to Web services or servlets, any state on the backend
application should be marked as terminated to avoid any confusion in the Model
component.

PortletPageListenerallows a portlet to insert markup at the beginning and end
ofapage. A portlethas no control of the order in which the output from all of
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the portlets on the page is written. The beginPage() method is called for each
portletresiding on the page. This happens at the beginning of each page and
before the service() method of any portlet on the page is called. Like the
service() method, the beginPage() method for each portlet on the page is not
calledina guaranteed order and can even be called in a different order for each
request. Prior to the rendering of portlets, the output of beginPage() is inserted
into the page aggregation area. This method allows a portlet to output
Javascript that is visible to all portlet’s service() methods. Note that this
method cannot be used to add output to the <HEAD> section or to redirect the
portal page. The outputis added as the very firstentry after the <BODY > tag.

The endPage() method is called for each portletresiding on the page at the end
ofeach page and after all service() methods ofall portlets on the page are called.
The endPage() method is alsonot called in a guaranteed order and can even be
calledin a different order for each request. The knowledge regarding when the
methodis called is useful if the portlet wants to insert Javascript at the end of the
page to be processed, after all other elements of the page have been written.

Environment For Portals

This section takes you through the fundamentals of creating and deploying
portlets. We have included some information about setting up the environment
for developmentand deployment, the structure of deployment directories, and
how to create the deployment descriptors. We wish to assert that this is not
intended to provide a complete tutorial guide for programmers. The intention
is to point to the necessary activities in the deployment process so as to guide
managers in the portal development field.

Although itis possible to acquire open source portal engines such as Apache
Jakarta Pluto and Jetspeed, we decided to use the IBM WebSphere Portal for
Multiplatforms V5.0.2 as an example of a portal engine with commercial
strength. WebSphere Portal for Multiplatforms V5.0.2 provides the runtime
and development environment for running and developing portlets. Itis suitable
for running on different hardware platforms. Itis composed of several software
components that support the entire lifecycle of a portal application. They
include:

*  Developmentenvironment for developers to create their software and test it.

*  Testenvironment to emulate the production environment, thus enabling
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testing of the suitability and scalability. In this environment we would
recommend the use of WebSphere Portal 5.0.2, the database (it can be the
default small-footprint database Cloudscape' or DB2), and the LDAP.

*  Theproduction environmentis the runtime environment for daily services
to the end user. Ituses all components that are necessary, and it should
be configured with server clusters.

The basic components of a Portal include:

*  Operating System: There is arange of supported operating systems, for
example, Windows 2000 Server, Windows 2003 Server, Linux Intel
Servers based on Linux 2.4 kernel. However, you need to always consult
the vendor’s recommendation and installation guide. For example,
WebSphere Portal Server cannot be installed on some Windows and
Linux platforms (for example, WindowsXP, Linux Fedora).

*  Web Server: Here you have a choice between many servers (for
example, Apache server, IBM HttpServer, Microsoft IIS5 server, and
Sun ONE Enterprise Edition.

*  Application Server: IBM WebSphere Application server is recom-
mended for WebSphere Portal. We have also experimented with both the
Sun ONE Portal server and Sun Application Server.

* Portal Server: We have used IBM’s WebSphere Portal for
Multiplatforms 5.02 installed on Microsoft Windows Server 2003.

*  Database: There mustbe arelational database, for example Cloudscape
(this comes with the WebSphere Portal and Application servers), IBM
DB2, Informix, Oracle, SQL Server, and so forth.

LDAPDirectory: Canberepresented by any of the following directo-
ries: IBM Directory Server, IBM Lotus Domino Enterprise Server, NDS
eDirectory (Novell), Sun ONE Directory Server, and Windows 2000
Active Directory.

*  Portal Content Publishing: A browser-based system for online authoring,
approving, editing, composing, and publishing content material, such as
text, graphics, menus, and hyperlinks, in the portal environment.

*  Collaboration Center: Includes portlets for searching company direc-
tories and organizational charts, managing Lotus Team Workplace (for-
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merly Lotus QuickPlace) workspaces, and interacting with Lotus Web
Conferencing (formerly Lotus Sametime).

* Java Virtual Machine (JVM): It is important to follow the vendor
recommendations for JVM runtime, as well as the programming environ-
ment.

We need to mention some prerequisites regarding hardware requirements.
They are the hard requirements for WebSphere Portal running on
WindowsServer 2003. The minimum requirements are processor Pentium®
800 MHz or equivalent, Pentium IV 1.4 GHz or higher, memory 1024 MB or
better, 2 GB or more. Furthermore, you need a network adapter to carry IP
packets and a static IP address (this means that yourequire a fully qualified,
configured host name because the Portal system must be able to resolve an IP
address fromts fully qualified host name.)

Portal Deployment
Because the portal applications are extensions of Web applications, there are
some similarities in the deployment process. First, letus look at the standard
composition of adeployment descriptor fora Web service and for Web-based
applications that are compliant with the J2EE architecture (Figure 86). The
clientapplication can be either browser-based or a thick client. Both types of
clients access the Web container (Web server) over HT TP protocol to obtain
aresponse to the request in the form ofthe dynamic content generated either
by Web components (servlets and JSP) or by the EJB container. The Web
container and the EJB container do nothave to reside on the same machine. The

Figure 86. J2EE Web service compliant configuration
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persistent storage (database) is accessed via JDBC or using the persistency
features of the EJB container and Entity Beans.

Web-based applications have their descriptors stored in a web.xml file.
Portlets are assembled into servlets, and the descriptor—web.xml—defining
the servlet configuration is similar to an ordinary servlet. The abstract and
concrete portlet parameters are defined in the portlet.xml file. Both descriptors
have syntax and semantics that are well defined and easy to understand.

The definition of the servlets in web.xml s prescribed in the form of the directory
structure shown in Figure 87. The servlet’s descriptors must be in the same
order as the definition of the portlets in the portlet.xml. All descriptors and
resources are stored in the Web archive file — *.war. This archive file is
portable and can be moved to any Web container.

Aswith servlets, portlets are also packaged as *.war or *.ear'* files with the
Web application descriptor web.xml. Each portletis defined as a servlet within
the Web application, including unique identifiers for each portlet, the portlet
class, and initialization parameters. The portlet descriptor file (portlet.xml)

Figure 87. Portal deployment descriptors — setting up file structures
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Figure 88. prtlet.xml opening declarations

<?xml version="1.0"?>
<!DOCTYPE portlet-app-def PUBLIC "-//IBM//DTD Portlet Application 1.1//EN"
"portlet_1.1.dtd">
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begins with the following XML and IDOCTYPE declarations (Figure 88). It
specifies the type of dtd schema used in the descriptor.

Servlets, portlets, and concrete portlets are connected through their respective
deployment descriptors. The definition of the servlets in the web.xml file must
be in the same order as the definition of portlets in the portlet.xml. The servlet
identifier must be referenced by the respective portlet deployment descriptor,
using the href attribute of the <portlet> tag. As shown in Figure 89, the href
attribute indicates the path of the Web application descriptor in the archive
(*.war) file appended by the servlet ID as the anchor. The portlet Monash will
berenderedintheserviet 2.Inthefile portlet.xml, we need to declare and link
the relevant servlet from the web.xml descriptor to this portlet within portlet-
name tags.

Similarly, in web.xml file, we need to declare a portlet name within servlet-
name tags (Figure 90).

Figure 89. Portlet and servlet descriptor bindings in portlet.xml

<portlet id="Portlet_2"
href="WEB-INF/web.xml#Servlet_2">
<portlet-name>Monash</portlet-name>

</portlet>

<portlet id="Portlet_1"
href="WEB-INF/web.xml#Servlet_1">
<portlet-name>HelloWorld</portlet-name>

</portlet>

Figure 90. Portlet declaration in web.xml

<servlet id="Servlet_1">
<servlet-name>HelloWorldPortlet</serviet-name>

</servlet>

Servlet id="Servlet_2">
<servlet-name>MonashPortlet</serviet-name>

</serviet>
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Figure 91. Concrete portlet reference href

<portlet id="Portlet_1"
href="WEB-INF/web.xml#Servlet_1">
<portlet-name>HelloWorld</portlet-name>

</portlet>
<concrete-portlet href="#Portlet_1">
<portlet-name>My World</portlet-name>

</concrete-portlet>

Each concrete portlet definition indicates its parent portlet by using href tag of
the concrete portlet (Figure 91).

We would like to point to some functional extensions implemented in IBM
WebSphere Portal for Multiplatforms 5.02 that we have found useful. Among
them, there is functionality to add portlet menus to the navigation tree of the
portal and to enable portlets to send message events to other portlets, even if
no portlet action event is fired (implementing Event phase listeners). For
portlets thatimplement this interface, the beginEventPhase() method is called
before actionPerformed() and prior to messages being sent. The portletneeds
to be placed on the currently displayed page to receive a notification, but it
receives the notification even when itis notdisplayed.

Performance and Implementation

Use of namespace. Although a servlet may be a single piece of amuch larger
Web application, atany given point in time, only a single servlet s fulfillinga
user’srequest. This provides a great deal of predictability in that, as the master
controller, it can guarantee what is executed and returned to the client. This is
nottrue of portlets. Each portal page is potentially the aggregation of several
portlets. Furthermore, when a servlet executes and returns content to the user,
itcan be sure that the content it returns will not be affected by any other servlet
inthe system. This is not true of portlets. A portlet has the ability to write markup
to the top of the page even though its normal content is placed inside a cell in
atable. This provides amechanismto include JavaScript functionality that the
portlet may need. Therefore, any portlet attempting to access a “forbidden”
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zone may cause some damage. This is because many portlets can existon a
page, and itis possible that more than one portlet will produce content with like-
named elements. There is a risk of namespace collision between elements,
causing functional problems within the page. The way to avoid such problems
isto use the <portletAPl:encodeNamespace/> tag to encode such resources
with the portlet instance name.

Passing data to view. Portlets often need to pass some data to the View
(typically implemented by a JSP) for rendering. The efficient way of passing
dataistouse a PortletRequest object and to enclose data in abean. This way,
when the request is completed, the data falls out of scope and is garbage
collected. Passing data as a bean allows the JSP to refer to the data as
properties on the bean with functions thatare intrinsic to the JSP syntax.

Packaging. Portlets and servlets packaging follow similar rules. Common
functions should be made available to portlets and servlets externally. If the
portlet or servlet contains common functions that are replicated across several
portlets/servlets, these functions should be isolated and packaged as another
archive JAR file; they should also be placed in alocation thatis in each portlet’s
orservlet’s classpath (typically relative to the assembly root).

Use of services. Instead of using additional archive files, itis possible to build
a Portlet Service functionality from the common functions that can then be
accessed using the common PorletService interface. The PorletService
interface enables portlets touse services viadynamic discovery. A PortletService
is accessed from the PortletContext.getService() method that looks up the
appropriate factory for the service, creates the service, and returns it to the
portlet. The PortletService can be invoked only from within a portlet. Often,
weneed to access various services provided by different vendors, for example,
a SearchService, LocationService, ora MailService.

Portlet configuration data. Portlets with similar functions can be combined
into a single portlet with multiple configuration settings. If during the design
phase you find several similar portlets should be coded, it makes sense to
actually develop asingle portlet that can behave differently based on configu-
ration settings. The common portlet code is specified as part of the portlet
application’s abstract portlet definition. The application’s various concrete
portletdefinitions have unique configuration parameters (refer to PortletSettings
object) that can be used to customize the behavior ofthe common portlet code.

Servlet configurationis a good place for storing static initialization information
foraportlet. For example, the install directory or path information should be
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stored as part of the servletinitialization. This data is taken from the portlet’s
(actually servlet) web.xml file, is read only once, and is accessible using the
getServletConfig() method on the portlet.

Session maintenance. In some cases we need to maintain a session between
a portlet and the user. This requires storing the state of the conversation
between the user and portlet. In this case, the PortletSession object holds user-
specific data for the concrete portlet instance of the portlet, creating a portlet
user instance. Concrete portlet instances differ from each other only by the data
stored in their PortletData object. Any persistent data must be stored using
PortletData. Portlet user instances differ from each other only by the transient
data stored in their PortletSession object.

The PortletSession objectis a convenient place to store global data thatis user
and portlet specific and used during multiple portlet requests. However, there
is considerable overhead in managing the session, both in CPU cycles as well
as JVM heap consumption. Since sessions may not expire for long periods of
time, the data contained in the sessions will remain resident in active memory
even after the user is done with the portlet. This problem is similar to using an
HTTPSession object with servlets. Therefore, in both cases, the developer
should consider carefully what s stored in the PortletSession/HTTPSession
objects and how and they should be destroyed or garbage collected.

From experience, we believe the PortletSession object should store only the
data that is user specific and cannot be recreated by any other means, such as
portlet state information. For example, parsed configuration data (from
PortletSettings object) can be recreated from the database at any time, and
the PortletSession object should not be used for storage of this type of
information. Onthe other hand, ifthe portlet runs in a cluster environment where
the session is being serialized to a shared database, then every stored data in
the session would have to be serializable, and possibly temporal storage
provided by PortletSession objectis justified.

Like the HttpSession, a PortletSession is not available on an anonymous
page. Anadministrator can place a portlet on an unauthenticated page, such as
a Welcome page thatis accessible to all users. It is the developer’s responsi-
bility to provide a code in the portlet to handle it. The way of handling depends
on particular implementation requirements.

The situation is different after auser logs into the portal. Then, a PortletSession
object is automatically created for each portlet on a page. To obtain a
PortletSession object reference, the getSession() method on the
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PortletRequest objectis called. The method returns the current session, or, if
there is no current session and the given parameter “create’ is true, it creates
one and returns it.

Concurrency handling. Since portlets are servlets, similar concurrency and
performance considerations apply to both. Similar to servlets, a single instance
ofthe portlet’s Java class is shared among all requests. Data stored in instance
variables will be accessible across requests and across users and can collide
with other requests. Data must be passed to internal methods as parameters.
Furthermore, information stored in a portlet’s instance variables is shared
between all concrete portlet instances and even between all concrete portlets—
with read and write access. The developer must ensure that instance attributes
are notused for user-specific data.

Justas with servlet programming, a developer must ensure that portlets are
thread safe; this requires limiting the use of expensive string operations,
avoiding long running loops, and minimizing the number of objects that are
created. If concurrent blocking is necessary (synchronization), developers
should block an object rather than method blocking (use of synchronized key
word). Another optimization is to strictly use JSP for rendering the portlet’s
views. In general, views created with JSP are faster than views created with
XSL.

CPU optimization issue. Every time anew servlet or portletis created, the
new thread is spawn for it. The number of threads processing portlets and
servlets isnotunlimited. Itis important for each portlet to complete processing
as quickly as possible so that response time for the whole page is optimized.

Access to remote locations. It is typical that many portlets are invoked to
process one single request. Each portlet adds its content into the overall page.
WebSphere Portal Server for Multiplatform 5.02 allows some portlets to be
rendered in parallel. In this fashion the portal server assembles all the markup
fragments when all the portlets finish or time out. The parallelism in portlet
rendering provides a benefit for applications in which a high proportion of the
portlets is accessing remote locations (and not using WSRP) to fetch the
content they render.

Caching. Portlet output can also be cached. The caching policies are config-
ured in the portlet deployment descriptor, including whether or not the portlet
markup can be shared among users or is user specific.
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Endnotes
URI (Uniform Resource Identifier) is a formatted string that serves as an
identifier foraresource, typically on the Internet. URIs areusedin HTML
to identify the anchors of hyperlinks. URIs in common practice include
Uniform Resource Locators (URLSs) http://www.w3.org/MarkUp/html-
spec/html-spec_11.html-BIB2and Relative URLs. Action tag specifies
the URI for the action.

A design pattern is a common strategy for a problem that occurs
repeatedly. [tis a generalized solution. MV C design pattern was first
published in the classic book Design Patterns: Elements of Reusable
Object-Oriented Software by Gamma, Helm, Johnson, and Vlissides
(1995).

Short for compact HTML, a subset of HTML for small information
devices, such as smart phones and PDAs, cHTML is essentially a pared
down version of regular HTML over the Internet. Because small devices
such as cellular phones have hardware restrictions such as small memory,
low power CPUs, limited or no storage capabilities, small mono-colour
display screens, single-character font, and restricted input methods (the
absence ofakeyboard or amouse), there is aneed for a simpler form of
HTML.

Filters are Web service or user-provided interceptors that can be imple-
mented for incoming or outgoing servlets messages. They are inputand
output filters.

This topic will be later discussed in detail.

The abstract portletis used by the portlet container to invoke the portlet.
Every portlet has to implement this abstract class, either by deriving
directly from it, or by using one of the abstract portlet implementations.
These abstract portlets are defined as public abstract class AbstractPortlet
extends PortletAdapter.

In other words, every new instance of the portlet will have access to this
information.

Object serialization represents an object as a sequence of bytes that can
be stored in a file or transferred to another computer

Core objects are PortletRequest, PortletResponse, and PortletSession.

Note that thisrestriction is applicable only to IBM’s WebSphere Portal5
and not to Sun Microsystem’s Portal Server ONE (6.1).
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12 Both themes and skins are implemented as JSP files. Themes can use
images and style sheets as well. Skins and themes are deployed indepen-
dently.

IBM Cloudscape™V10.0 is a pure, open source-based Javarelational
database management system that can be embedded in Java programs
and used for online transaction processing (OLTP).

14 EAR stands for Enterprise Archive file, which is a package for all
necessary J2EE application and deployment files.
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Chapter X

Accessing Remote
Locations

Most of today’s portal implementations provide a model that facilitates
plugging various components (portlets) into the portal infrastructure. Portlets
run locally on the portal server, process input data, and render output. A local
portlet and a good caching strategy for the content improves the response
times, performance, and scalability of portal systems. However, very often we
need to access remote Web services. One solution is to use a local portlet to
access aremote Web service via its interface, obtain the required results as a
raw data stream, and locally render the results in a fragment. This approachis
relevant for data-oriented Web services. Analternative solution is to equip the
Web service with an additional interface in the form of a portlet. When the Web
serviceis called, itreturns the entire portlet instead of raw data. This approach
is suitable for presentation-oriented Web services.

The second solution appears to be more convenient. The remote Web Services
appear asremote portlets, including presentation and application logic. Remote
portlets produce portlet markup, which is sent to the requesting (local) portal
server and is accessed by the enterprise portal through portlet proxies. Instead
ofjustproviding raw data or single business functions that still require special
rendering on the portal side, remote portlets are visual representations of
(remote) Web services. They behave like Web applications that can be
invoked through a standard interface using generic portlet proxies on the local
portal side (Figure 92).

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



174 Polgar, Bram, & Polgar

Figure 92. Concept of remote portlets and Web service integration
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The vision for the portals of the future is that they must be able to run local
portlets, include remote portlets, and share local portlets with other portals by
making them available as remote portlets for Web services (the concept is
becoming known as Web Services for Remote Portlets, or WSRP).

Jetspeed, WebSphere Portal, and the Sun ONE Portal allow enterprises to
plug the portal server into a UDDI registry and make portlets available as
presentation oriented Web services. Portals are frequently deployed as a
means to make enterprise applications more accessible to end users. There-
fore, publishing an application asa Web service further expands the boundaries
ofapplication usage.

Portal clients access portals viathe HTTP protocol, either directly or through
appropriate proxies or gateways like WAP or voice gateways. To accommo-
date different devices, portals need to support different markup languages.
During the aggregation phase, the portal invokes all portlets that belongto a
user’s page through the portlet APIs. Two different kinds of portlets are
available:

*  Local portlets run on the portal server itself. They are deployed by
installing portlet archive files on portal servers, and they are invoked by
the portal server directly through local method calls.

*  Remote portlets run as Web services on remote servers. They are
published as Web services ina UDDI directory so that they are easy to
find and bind to. A remote portlet Web service is bound to a portlet proxy
andregistered in the portal’s portlet registry. Portlet proxies are used to

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Accessing Remote Locations 175

Figure 93. Components for access to remote Web Services
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Figure 94. Obtaining URL as InputStream

protected InputStream getHTTPInputStream(String urlS,
PortletRequest request, PortletResponse response)
throws MalformedURLException, IOException {....}

invoke portlets located on remote servers through a set of Remote Portlet
Invocation APIs, where the protocol is based on SOAP. This approach
requires employing WSRP. IBM’s WebSphere Portal Server provides
less complicated methods for accessing remote content—the API
ContentAccessService().

Access to remote systems APIs. Portlet API ContentAccessService()
provides means to access remote system content using (remote) URLs,
including URLs located on the other side of a proxy server. This service should
beused if you are not certain whether there is a firewall present or if you do not
want to use the WSRP framework. The APl uses portlet context to obtain the
service and locates the URL as a String. This API can also open an SSL
connection to remote applications.

In principle, you need to setup an HTTP input stream to a remote system
(Figure 94) to read the portlet log file. The method receives the URL to the
backend system as a String (urlS). The URL is then checked to determine if
the system is local (using isHTTPLocalhostURL()_). If the URL is local
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(Figure 95), the content access service is notneeded. Ifthe URL isremote, the
getURL() method (Figure 96) is used to create a java.net.URL object and
return an InputStream used to read from the remote connection.

Using WSRP and UDDI: Figure 97 shows an example of how a portal finds
and integrates a remote portlet published in UDDI. Content or application

Figure 95. URL is local URL

if(isHttpLocalhostURL(urlS)) { //local url
if(getPortletLog().isInfoEnabled()) {
getPortletLog().info("getHTTPInputStream: local URL");
}

return(new URL(urlS)).openStream();

}

Figure 96. URL is remote

try {

PortletContext context = getPortletConfig().getContext();

ContentAccessService contentAccessservice =
(ContentAccessService)context.getService(org.apache.jetspeed.portlet.service.ContentAccessService.class);
contentURL = contentAccessservice.getURL( urlS, request, response );

if(getPortletLog().isInfoEnabled()) {

getPortletLog().info("getHTTPInputStream: final URL" + contentURL);

}

return contentURL.openStream();

} catch(PortletServiceException e) {// handle the exception}

}

Figure 97. Locating remote portlets and publishing Web services with
UDDI
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providers implement their service as a WSRP and publish it in a globally
accessible directory (such as a UDDI). The directory lets portal providers
easily find the desired service. Directory entries, published in WSDL format,
briefly describe the WSRP component and offer details about the services. The
portal administrator uses the portal’s published functions to create remote
portlet Web service entries in the portal local registry. Furthermore, the portlet
proxy binds to the WSRP component through SOAP handler, and the remote
portletinvocation (RPI) protocol ensures the proper interaction between both
parties.

Cooperative Portlets
We often require the portlets on a page to be able to share information and
interact with each other by exchanging some information. A portletcanusea
server’s messaging capability for this purpose provided the portlets reside
within the same portlet application. However, this may be too restrictive. The
term cooperative portlets is a recent improvement coming from IBM’s
WebSphere Portal Server 5. Itrefers to the capability of portlets on a page to
share information with each other, without belonging to the same application.

With cooperative portlets, it is possible to coordinate the behavior of multiple
portlets. This capability has been introduced for the first time in WebSphere
Portal V4 (called Click-to-Action technology) and further extended in
WebSphere Portal 5.x. [t uses the concept of properties. The dataitem to be
transferred is marked as a property, and its value is then a property value. The
property broker mechanism transfers properties between applications. The
property broker creates a persistent-like connection between two or more
cooperating portlets; this connection is called a wire. Property transfers occur
asaside effect of user interactions with a source portlet. This means that users
donothave to explicitly select an action on the target from amenu. The user’s
perception of this behavioris thatan action in one portlet “informs’ all matching
actions in cooperative portlets so that the particular values do not have to be
re-entered into target portlets. The transfer is initially triggered from a pop up
menu.

The implementation framework for cooperative portlets uses amodel called
“declare, publish, and share” for information exchange. This model is similar to
acallback mechanism. Portlets subscribe to the property broker by publishing
properties (typed data items). The same mechanism is used for both a data
provider and a datarecipient.
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The following are the steps needed to implement cooperation:

*  One portlet (source portlet) marks something as a property, and it
publishes it. Published properties are called output properties.

»  Thereceivingportletis called atarget portlet. The target portletreceives
the properties as input properties.

*  Thetarget portlets can optionally provide actions to process their input
properties.

There are several sources of actions. Portlets can receive actions from their
own processing; actions can be initiated by the transfer of property values; or
a target portlet can receive property changes directly through the
PropertyListener interface. Each action is associated with a single input
parameter and zero or more output parameters, which provide information to
the action about the objects in which the property value should be bound, such
as the request or the session. Each parameter is associated with exactly one
property.

The mechanism relies on a runtime property broker that matches the data type
of output properties of the source portlet with the data type of input properties
ofone or more target portlets. A successful match allows the portlets to share
the property. Several methods are used to initiate the property transfer:

*  Auserlaunchesa Click-on-Action event from an icon representing a pop-
up menu on the source portlet. The pop-up menu contains the list of targets
forthe action. The user selects a specific target, and the property broker
delivers the data to the target. The user can also broadcast the property
to all portlets on the page thathave declared an action that is associated
with a particular, matching input property.

*  Awirecanbeusedtoinvoke persistent selection between two portlets (by
holding the Ctrl key while clicking an action, the selection is saved
persistently as a connection between two portlets). When the user clicks
onthe icon again, no selection menu is shown, but the wired action(s) is
automatically fired.

*  The source portlet can do a programmatic publishing of properties to the
broker when it determines that property values have changed. However, the
property values are transferred to the target(s) only if wires have been created.
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How the Property Broker Works

The property broker runtime is comprised of two components: a generic
wrapper portlet used to wrap each portlet enabled for cooperation, and a
broker component. These two components interact with the WebSphere
Portal Server. The wrapper is packaged in the portlet’s archive war file. The
main purpose of the wrapper portlet is to:

» Interceptcallsintended for the application portlet,
*  Registeractions supported by the portlet with the broker, and
» Initiate data transfer from source to target portlets using the property
broker. The broker performs multiple functions:
*  Maintains arepository of actions on each portlet,
*  Maintains the parameter type information,
*  Performssource and target matches at runtime using this informa-
tion, and

*  Generates additional markup to allow users to trigger data transfers
across portlets.

Thereis achoice of implementation approaches for registering the properties
with the broker: declarative, programmatic, or a combination of these
approaches.

Declarative approach. Programmers canuse a custom JSP tag library to flag
sharable data on their output pages. Source portlets can publish their output
properties using tags from the JSP tag library. These tags are available in the
c2a.tld tag library (Figure 98).

Figure 98. JSP example using c2a.tld library

<@ taglib uri="/WEB-INF/tld/c2a.tld" prefix="c2a" %>

For other portlets, the portlet tag library and the <portletAPL:init/> tag must also be
included in the head of the JSP. For example:

<% @ taglib uri="/WEB-INF/tld/portlet.tld" prefix="portletAPI" %>

<portletAPL:init/>
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In order to declare output properties in the source portlet, we need to include
the following tags:

*  <c2a:encodeProperty/>tagused by the source to insert data and type
information in markup that will display the Click-to-Action icon and
generate a pop-up menu, and

*  <c2a:encodeProperties/>tag, which isused to enclose normal HTML
markup and one or more encodeProperty tags with the markup. This tag
is provided to support the so-called scatter scenario, where a user can
optionally send more than one unit of data to target portlets.

Usually, any property that may be described using an XML type, following the
type restrictions, is a candidate for being tagged as a C2 A source. If you want
to make sure that the Click-on-Action is generated, try to tag as many sources
inthe JSPsthat qualify. Note that the Click-on-Action icon is not generated for
sources that do not have any matching actions on the page.

Programmatic approach. The property broker provides APIs to give devel-
opers control over how portlets handle input and output properties. In some
specific situations, the programmatic approach could be preferred over the
declarative approach. The following mechanismis used:

. Youneedto activate/deactivate actions for a session.

*  Youneed to change portlet state, butimmediate portlet response is not
required.

*  Youwantto publish output properties using the changedProperties()
method.

« Iftheaction property is not known at development time (the portlet is
generated by abuilder application), you canregister actions programmati-
cally instead of declaring themina WSDL file.

*  Youwantto generate markup directly in the portletrather than using JSPs.

The target portlets can use the setProperties() method to receive change
notifications instead of actionsPerformed(), which is typically used with the
ActionListenerinterface.
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Property transfer using wires. The user activates the transfer by clicking on
the Click-on-Actionicon, and the wired action is automatically fired.

The wired action can be associated with output properties. In this case, the
property broker checks for output property values after the action has finished
executing. [fsome properties exist, the property broker examines wires with
source ends that correspond to the output properties of the action. Ifappro-
priate wires are found, two situations may occur depending on if the target end
isan input property or input parameter, as follows:

*  Thetargetendisaninputparameter: The actions on the targetare invoked,
and the property value is delivered using the input parameter information.

*  Thetargetendisaninputproperty: The property value will be delivered
to the portlet’s setProperties() method using the PropertyListener
interface.

The example in Figure 99 shows some events that may occur in the Click-on-
Action scenario. The event flow shown is for the declarative approach. Note
that the events are similar for the two other approaches (wired or programmatic
approach).

Figure 99. Request-response flow for cooperative portlets
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*  Whenthetargetportletis initialized, the wrapper portlet processes the
WSDL file (WSDL action) and registers the actions and properties with
the Property Broker.

*  Duringtherendering phase (doView()), JSP Click-on-Action tags in the
source portlet tags are processed, and the Property Broker is called to
determine matching actions on the page.

*  When therendering phase finishes, the portal assembles the response
page and returns it to the client’s browser.

*  Thecooperative action on the source portlet is now ready for invocation.

The property broker is a WebSphere Multiplatform component. It seems to
provide an easier and more structured way of implementing inter-portlet and
page-to-page conversation.

Page-to-Page Communication Scenarios
Using the Click-on-Action and the property broker delivery method, users can
transfer data with a simple click from a source portlet to one or more target
portlets, causing the target to react to the action and display anew view with
the results. The property broker in WebSphere Portal 5 also enables passing
complex data types between cooperative objects and page-to-page commu-
nication. Portlets on a page can cooperate in this way regardless of how they
were developed. They do not have to be aware of the existence of the other
cooperative portlets.

Page-to-page communication between portlets in WebSphere Portal 5 can
be implemented using URL parameters, as we have seen previously, or by using
cookies. We do notbelieve thatis a good design to use lots of page-to-page
communication. However, page-to-page communication is suitable for portlets
that are on many pages and do not have much user input data.

The question then is when is it efficient to use this functionality. Often we need
to implement coordinated and consistent behavior in situations when one or
more portlets on a portal page should automatically react to changes from a
source portlet that have been triggered by an action or event in the source
portlet. Cooperation and the ability to listen to another portlet’s events provide
acoordinated and consistent behavior between the portlets on the page.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Accessing Remote Locations 183

Typically, there are two scenarios that may require page-to-page communica-
tion:

1. Static information transfer (static link with pre-defined data): A
simple link from a portlet on a source page carries static informationto a
portlet on atarget page, and the portlet on the target page uses the data
to update the presentation.

2. Linking with user input data: A user enters information on a portlet on
asource page and then clicks a link or button. That link carries the user
datatoaportlet onatarget page, which can then use the data, forexample,
toupdate some information.

Letus assume we are building a portal for a University Web site, and we wish
toinclude a portlet called ShortCourseList thatdisplays a list of short courses
on most of the pages, particularly on the welcome page. The portlet
ShortCourselList can call the Web service to obtain current data, or it can use
JavaBean and JDBC to retrieve the list of short courses from the database.

Letusdiscuss the firstimplementation option—static information transfer. We
start with implementing JSP for displaying the list of short courses —
ShortCourse.jsp. Furthermore, we need to make some changes to the tag

Figure 100. Include tag wps to JSP ShortCourselList portlet

<%@ page session="false" contentType="text/html"

import="java.util.*, comunication.portlet.shortcourses.*, shortCourse.util.*"%>
<% @ taglib uri="/WEB-INF/tld/portlet.tld" prefix="portletAPI" %>

<% @ taglib uri="/WEB-INF/tld/engine.tld" prefix="wps" %>

<portletAPL:init/>

Figure 101. Pointer to the page name (ShortCourse)

<wps:urlGeneration contentNode="shortcourse.ShortCourse"
portletWindowState="Normal">

<wps:urlParam name="courseld" value="<%= coursel[i].courseld()%>" />
<a href="<% wpsURL.write(out); %>">

<%= course [i].getName() %>

</a>

</wps:urlGeneration>
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library (inIBM’s WebSphere 5, the library is called engine.tld, and it typically
holds the skins and themes), and we need to include the tag for processing the
ShortCourselList portlet (Figure 100).

Weneed to define the link to the portlet ShortCourseList on ShortCourse.jsp.
This is done by using the wps:urlGeneration tag, which points to the page
responsible for displaying the list of short courses.

Finally, we need to enable the receiving portlet ShortCourseList.java to get
the courselD and to process the doView method (Figure 102).

Wewillnow look atthe second implementation option— linking with user input
data. In this scenario, a user wants to search for the available courses on the
Monash University siteusing the search_portlet. The user can enter the text (full
textor keywords), and the search_portlet returns the results. The text entered
by the user must be passed to the search_portlet. [t can be done, for example,
using asimple JavaScriptand cookie. The main change is done in the definition

Figure 102. Corresponding processing in the portlet ShortCourselist

public void doView(PortletRequest request, PortletResponse response)
throws PortletException, IOException

/] Get the id of the course sent from the ShortCourseList portlet

String courseld = request.getParameter("courseld");

/I Make a view mode bean

ShortCoursePortletViewBean viewBean = new ShortCoursePortletViewBean (courseld);
request.setAttribute(VIEW_BEAN, viewBean);

/I Invoke the JSP to render

getPortletConfig().getContext().include(VIEW_JSP, request, response);

}

Figure 103. Change in form definition — cookie is used to transfer text

<form name="<%= portletResponse.encodeNamespace("SearchForm") %>">
Enter search text:<br/>
<INPUT class="wpsEditField"
name="<%= portletResponse.encodeNamespace("searchText") %>"
type="text"
onChange="<%=portletResponse.encodeNamespace("Search_Set_Cookie")%>
('SearchTextCookie', this.value)"/>
<wps:urlGeneration contentNode=" shortcourse.SearchResult" portletWindowState="Normal">
<a href="<% wpsURL.write(out); %>">
Search
</a>
</wps:urlGeneration></form>

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Accessing Remote Locations 185

Figure 104. Cookie processes the request before doView renders the page

public void doView(PortletRequest request, PortletResponse response)
throws PortletException, IOException

{

SearchPortletViewBean viewBean = new SearchPortletViewBean();
Cookie[] cookies = request.getCookies();
StringBuffer buffer = new StringBuffer();
if ( cookies !=null')

for (int i = 0; i < cookies.length; i++)

Cookie cookie = cookies]i];
if ( cookie.getName().startsWith(COOKIE_NAME))

viewBean.setText(cookie.getValue());
}
}
request.setAttribute(VIEW_BEAN, viewBean);

/I JSP is invoked to render
getPortletConfig().getContext().include(VIEW_JSP, request, response);

of the form. Our form now responds to the text received from the cookie
(Figure 103). The SearchPortlet now retrieves the user input text from the
cookie andrenders the View.

Our experience with page-to-page communication between portlets is limited
to WebSphere Portal for Multiplatform 5. It can be implemented using URL
parameters (static binding) or cookies (dynamic linking). Common sense
dictates thatuse of URL parameters is suitable for those applications that do
notrequire user input data. The implementation with cookies is recommended
ifthe portlets need to transfer user input data. We believe that page-to-page
communication is suitable for portlets that are on many pages and donot have
much user input data. It is not a good design to use lots of page-to-page
communication inanapplication.
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Chapter XI

Portlet Authentication
and SSO

In this section, we will introduce a few important details relevant to the
authentication process and Single Sign On (SSO) implementation. The SSO is
a popular feature that was established in the portal standard JSP 168 as a
mandatory feature. This functionality enables the user to authenticate only once
to all Web services and back-end applications to which he or she requires
access. The authentication code is propagated to all services for which the user
has access permissions. This means that users can log on only once and be
known to the various parts of the portal server with the same user credentials.

Authentication Process
Authentication can be loosely defined as the process of establishing auser’s
identity and verifying credentials. In a portal environment, authentication may
be achieved by providing aunique user name and password pair. The user is
assigned a certificate thatis validated by using a third-party authentication
server, or asmart card or biometric device (Figure 105). The final solution may
involve all three methods, and it will require arepository integrated with the
system and holding these identities. For example, the WebSphere portal server
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Figure 105. Example of use digital certificates and biometric devices

Key-based

archware key,
Etric ent

Base Authentication
Mechanism

uses the authentication services provided by the WebSphere Application
Serverand CORBA credentials together with an encrypted Lightweight Third
Party Authentication (LTPA) cookie to authenticate users. Alternatively, itis
possible to authenticate via an LDAP directory, which may hold some
application-oriented attributes in addition to authentication information, that s,
ahierarchical reporting structure.

The actual situation with portlets is more complicated. The portal provides an
integrated view of multiple back-end applications, and, sometimes, access to
Web services. Web services typically access additional data resources on
behalfofthe portal user, which may in turnretrieve further data from other data
sources on behalfofthisuser. In this case, the user’s credentials are presented
to the Web services by the portlet of the portal page into which the user is
logged on.

The area of security is widely covered in books. The Secure Socket Layer
(SSL) and Transport Layer Security (TLS) were introduced by Netscape in
1994 as aresponse to the growing concern over security on the Internet. XML
Encryption and XML Signature are W3C standards, which can be used to
encryptelements of an XML document and prove message integrity. Any part
ofan XML document can be digitally signed, and it becomes self-validating
when the document recipient has the signer’s public key. An OASIS standard,
the Security Assertion Markup Language (SAML) isused to pass authentica-
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Figure 106. Dependencies in security in portal centric design
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Figure 107. Example of the authentication process in WebSphere
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tion and authorization information between parties. These technologies are
used for SSO in the portal environment.

Web Services Security (WSS) is the standards process managed by the
OASIS Web Services Technical Committee. It mostly relies on accepted
standards of SOAP, XML Encryption,and XML Signature. The specification
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— WS-Security — has been released in 2002 by Microsoft, IBM, and
Verisign.

We willnow look at the security solution for an enterprise system with portals.
Security is the heart of this system. The main engine of this systemis a Web
Server (Web Container). The Apache Tomcat Web Container uses the
security of the Servlet2.4 specification, called a security realm (for additional
information, visit http://jakarta.apache.org.tomcat/). Container-managed se-
curity is an important concept for portals and should be fully understood by

portal developers1. Implementation details are well described in Richardson,
Vitale, Len, and Smith (2004).

Aportal server typically uses form-based authentication (Figure 107). The user
is prompted onan HTML form to enter his/ her identification and password.
The portal server requests the application server (HTTP Server) to validate the
authentication information againstan LDAP registry. The WebSphere Appli-
cation Server uses LTPA and cookies for the authentication. A CORBA
Credential is used to represent authenticated users and their group member-
ships. Providing the user identification is valid, an appropriate CORBA
credential is created, and an LTPA cookie is stored on the user’s machine.
When the user tries to access a resource or protected information, the
application server intercepts the request and redirects the request to the login
form. This form posts the user ID and password to the portal, which requests
that the application server authenticates the user.

Thisisnotthe only option for user authentication. Many third-party authenti-
cation servers can be used. These servers must establish a trusted relationship
between their proxy and the Application Server. WebSphere uses the Trust
Association Interceptor (TAI) module, which converts security information
specific to the authentication proxy into a format the application server
understands. The scope of the authentication mechanism depends on the
capabilities of the third-party product.

Many portlets need to access remote applications or remote Web services. The
IBM WebSphere Portal provides a specific service to authenticate remote
users — the Credential Vault Portlet Service. The Credential Vaultis parti-
tioned into segments. A vault segment contains one or more credential slots.
There are two different types of vault segments:

* Administrator-managed segments: In this type of vault segment, the
creation of new slots is restricted to the portlet administrator.
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*  User-managed segments: In this type of vault segment, portlets canalso
create new slots on behalf ofthe user.

The Credential Vault Portlet Service returns credentials in the form of creden-
tial objects — either passive or active. Passive credential objects are contain-
ers for the credential’s secret. Portlets can use passive credentials to extract the
secretand perform the entire authentication on behalf ofthe user with the back-
end applications. Active credential objects do not reveal the secret. On the
contrary, they provide business methods (for example, Credential login()) to
get connection to other remote servers, and then they authenticate the user
there.

Note that setting and retrieving credentials can be performed by portlets for
both types of vault segments.

Single Sign On (SSO)
The majority of portal servers that support single sign on realms are using Web
Servers as well as authentication proxies. With the IBM WebSphere Applica-
tion Server, LTPA tokens provide single sign on (Figure 108). The following
mechanismis applied: when auser is authenticated, the portal server creates an
LTPA single sign on cookie containing the authenticated user credentials. This
encrypted cookie conforms to the format used by WebSphere Application

Figure 108. Single sign on implementation in WebSphere
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Server and can be decrypted by all application servers in the shared domain,
provided they all have the cipher key. This way, all servers in the cluster can
access credentials of the user without additional requests for authentication.
However, the user’s browser must support cookies and have its support for
session cookies enabled.

Many portlets require access to remote Web services that could be outside of
the portal space. As mentioned earlier in this section, a portal server provides
acredential vault service that portlets can use to store auser ID and password
(orother credentials) forauser login to an application (Figure 108). The user
perceives this mechanism as the ability to sign on to all applications only once,
through the portal sign on. The user may not see applications thathe or she is
not authorized to see. Another effect, of course, is that the change of the
password at the portal level will apply to all applications.

Endnote

I Each Portal development site should prepare and use a “10 security
commandments” document defining governing principles implemented in
portlets.
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Chapter XII

Struts Framework

When Javaservlets were first invented, many developers quickly realized that
they were faster and more powerful than the standard CGI. They were also
portable and extensible.

But writing HTML to send to the browser in an endless stream of printin()
statements was not practical. The next framework — Java Server Pages (JSP)
— turned servlet writing inside out. JSP allows developers to mix HTML
markup with Java code, and to therefore enjoy all the advantages of servlets
along with easy development with HTML.

The next stage was the realization that Java Server Pages and servlets could be
used in mutual cooperation in Web applications. The servlets could serve as
controllers and drive control flow, and the JSPs could concentrate on produc-
ing HTML pages. This actually was therediscovery of the classic MVC pattern
that was firstabstracted in the famous Smalltalk MV C framework (Burbeck,
1987).

Struts in Web Service Endpoint
The Struts architecture can be fully described by the MVC2 paradigm. The
Struts project was started in 2000 by Craig R. McClanahan to provide a
standard MV C framework to the Java community. Struts provides its own
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Controller component, which integrates with other technologies to implement
the Model, View, Controller pattern. Struts can be seen as a set of cooperating
classes, servlets, and JSP tags that make up a reusable MVC2 design. This
definition implies that Struts is a framework, rather than a library, but Struts also
contains an extensive tag library and utility classes that work independently of
the framework. Figure 109 shows an overview of the Struts Framework.

The problem with the classic MVC model and a Web-based client is the
stateless connection between the client and server. The stateless behavior
makes itdifficult for the model to notify the View of changes. The browser has
to send an additional query to the server to retrieve modification of the
application state. The modified version of MVC (called MVC 2) isin Figure
109.

The Struts framework is a component-based framework that is heavily
dependent on a large set of libraries:

*  Clientbrowserrole: AnHTTP request from the client browser creates an
event. The Web container will respond with an HTTP response.

*  Controllerrole: The servletreceives the request from the browser and
makes a decision regarding where to send the request. With Struts, the
Controller is acommand design pattern implemented as a servlet. The
struts-config.xml file configures the Controller for the application.

*  Thebusiness logicupdates the state of the model and helps control the
flow ofthe application. With Struts, this is done with an Action class as
athin wrapper to the actual business logic.

*  Themodelprovides the actual representation of the information. Italso
stores the state of the application. The business objects update the

Figure 109. MVC 2 Model — Struts Framework
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application state. ActionForm bean within the model represents the
application state at a session or request level, notata persistent level. The
JSP filereads information from the ActionForm bean using the JSP tags.

*  TheviewissimplyaJSP file. There isno flow logic, no business logic, and
no model information— just the tags.

The Struts framework includes a set of additional custom tag libraries thatallow
creation of user interfaces that are fully internationalized and interact with
ActionForm beans. ActionForm captures and validates the input for the
application. The Action class should control the flow and not the logic of the
application. By placing the business logic in a separate package or EJB, we
allow flexibility and reuse.

The Controller partreceives requests from the client, decides what function is
to be performed next, and then delegates the production of the next View to an
appropriate View component. The Controller is represented by a servlet
derived from the class ActionServlet. This servlet is configured by defining a
set of ActionMappings. An ActionMapping defines several attributes (prop-
erties), such as a path that is matched against the request URI of the incoming
requestand usually specifies the fully qualified class name of an Action class
subclassed from org.apache.struts.action.Action. Action(s) encapsulate
callstobusiness logic classes (JavaBeans), interpret the outcome, and dispatch
control to the appropriate View component that creates the response.

The Controllayeris composed of several components:

»  Acontrollerservlet
*  Developer-defined request handlers

*  Several supporting objects (Javaclasses)

The View layerrelies on custom tag libraries. Some of the tags allow the access
of’control-layer objects; others are generic tags. The components of the Model
are often project-specific.

The Struts framework was designed with the view of easing access to the
business end of applications. If you are working on large-scale Web service
applications, you would be aware ofthe difficulties introduced by user change
requests and associated development costs. MV C2 decouples the presenta-
tion from the business logic and data. Its reliance on programming models used
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by other products in the development process, such as JDBC, J2EE compo-
nents, and libraries, makes it an inflexible tool from the perspective of
components and environment upgrade.

Struts in Portal Development
There are two main differences between the portlet and servlet environments
affecting the application of Struts in WebSphere Portal — Action Processing
and URI construction.

Action processing and rendering in Portlets: As previously discussed, portlet
processing is implemented in two phases: an action phase and a rendering
phase. Action processing is performed prior to rendering the display view. Only
the request objectis passed to the portlet during the action phase. The request
parameters that are normally extracted from the servlet’s request object are no
longer available during the rendering phase of the portlet. Since rendering
methods, such as doView(), can be called when the portlet page is refreshed
withoutanew event occurring for that portlet, all information required to render
the page must be available every time that method is called.

The Struts Portlet framework provides a RequestProcessor that creates an
IViewCommand. The IViewCommand encapsulates the information so that
the command object can be rendered at a later time, during the rendering
method.

URI construction. The portlet creates the URI using the
PortletResponse.createURI() method. The Struts Portlet framework uses
modified Struts tags so that it can create portal links. Struts application paths
(for Action) are retrieved or sent using the portlet URI. The portlet URI has a
specific format, and a special APlisused to generate the portlet URI, including
the accompanying information. The Struts link tags have been modified to
reflectthe requirement. The Struts link tags behave the same as they do in the
servlet environment, but the URL is a portlet URL, and the Struts URL is
passed as a parameter on the URL. This is complicated, and it means that you
cannot view portlet development with the Struts framework as easily.
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Chapter XIII

Writing Portlets:
A Quick LessonforI'T Managers

This sectionis intended for IT managers who need to understand the basics of
developing portlets. We will take you briefly through the development cycle of
aportlet: from writing the code, to compiling, up to deployment. Y ou must start
with environment set up and continue with writing, compiling, and testing the
portlets.

The code example in Figure 110 shows a simple portlet called
HelloMonashWorld class. This class inherits from the class PortletAdapter
and processes the following methods:

* init(portletConfig) initializes the portlet and obtains its configuration,
which is passed to the method in portletConfig object.

« doView(PortletRequest portletRequest, PortletResponse
portletResponse) works in a similar fashion as the servlet’s doGet()
method; itreceives auser request and creates anew object inresponse.
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Figure 110. Simple portlet code example

package jana.wps.samples; //the directory with portlet samples
/fimport apache library

import org.apache.jetspeed.portlet.;

/fimport all io routines

import java.io.”;

public class HelloMonashWorldPortlet extends PortletAdapter {

public void init(PortletConfig portletConfig) throws UnavailableException

super.init(portletConfig );
}

public void doView( PortletRequest portletRequest, PortletResponse portletResponse )
throws PortletException, IOException

PrintWriter writer = portletResponse.getWriter();
writer.printin("<p class="wpsPortletText">Hello Portal Monash World!</p>");

The implementation of the initialization phase uses a portlet configuration object
to load the initial configuration parameters (PortletConfig portletConfig).

Youcan see from the code that the portletis using similar mechanics for writing
output as those found in a servlet; in the doView() helper method, the portlet
obtains the PrintWriter object and attaches this object to the response object:

PrintWriter writer = portletResponse.getWriter();

Since we have used the PrintWriter object, we also have thrown the appropri-
ate exception: IOException. When the rendering phase starts (page aggrega-
tion), the output stream created earlier is written to the servlet’s output.

Figure 111 shows the structure of portlet configuration APIs. The portal calls
the service() method when the portlet is required to render its content. To
enable portlets touse pluggable services via dynamic discovery, the Portlet API
provides the PortletService interface. A PortletService is accessed from the
PortletContext.getService() method, which creates the service and returns it
to the portlet. A portlet service can be invoked only from within a portlet.

To compile portlet Java source code, the environment variables must be setup
(namely CLASSPATH) so the java compiler can find all the *.jar files thatare
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Figure 111. Overview of portlet APIs
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required by the application. Since the portal engine also requires support of the
Web Services and the Web server, the following jar files also must be in the
CLASSPATH variable:

portlet-api.jar

wpsportlets.jar

wps.jar

j2ee.jar

dynacache.jar (IBM WebSphere Portal)

To compilethe portlet, a fully qualified path to the application must be provided.
The command line to invoke compile looks like this:

javac —classpath %CLASSPATH% jana/wps/samples/
HelloMonashWorldPortlet.java
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All class files must be packaged in the application jar file (Java archive file).
Following is the command line thatisrequired to invoke the jar utility and create
the applicationjar file:

jar —cf HelloMonashWorld.jar HelloMonashWorldPortlet.class

Each application contains two deployment descriptors: the Web application
deployment descriptor (web.xml) and the portlet deployment descriptor
(portlet.xml). The web.xml file defines the Web application deployment
structure. For details on all of the elements of the web.xml deployment
descriptor, refer either to http://java.sun.com/j2ee/tutorial or the section on
Web Services in this book.

The web.xml structure will look similar to the example in Figure 112.

The portlet.xml elements are defined by the portlet 1.1.dtd. Ifthe installed
portal is a WebSphere portal server, this file can be found in the
WebSphere\PortalServer\app\wps.ear\wps.war\dtd directory. In the dec-
laration, the following elements must be provided (Figure 113).

The description and display name are meant to ease understanding, while the
local name and the class provide the means for loading and referencing the

Figure 112. web.xml structure

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE Web-app PUBLIC "-//Sun Microsystems, Inc.//DTD Web Application 2.3/EN"
"http://java.sun.com/dtd/Web-app_2_3.dtd">
<web-app id="WebApp">
<display-name>HelloMonashUser</display-name>
<servlet id=" jana.wps.samples.HelloMonashWorld-1">
<servlet-name>HelloMonashUser</servlet-name>
<servlet-class>HelloMonashUser</servlet-class>
</servlet>
<servlet-mapping id="must-be-unique-ID-recommended-to-include-the—servlet-namespace">
<servlet-name>HelloMonashUser</servlet-name>
<url-pattern>/HelloMonashUser/*</url-pattern>
</servlet-mapping>

<welcome-file-list>
<welcome-file>index.jsp</welcome-file>
<welcome-file>default.jsp</welcome-file>

</welcome-file-list>

</web-app>
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Figure 113. portlet.xml — portlet identification elements

<description>Example of simple portlet</description>
<portlet-name>HelloMonashWorldPortlet portlet</portlet-name>
<display-name>Monash Portlet</display-name>
<portlet-class>jana.wps.samples.helloMonashWorldPortlet</portlet-
class>

portlet. Furthermore, we also should mention the welcome-files in the wel-
come-file-listtag.

The portlet.xml descriptor requires a few more elements (Figure 114). To
improve the performance, portlets that are in use are kept in a cache. The
expiration-cache tag represents the number of seconds a portletis keptina
cache. Ifthe value=-1 itmeans that the portlet will always be kept in that cache.
Alternatively, value =0 means thatit would never be cached. The shared tag
indicates that the content is shared among all users or that the cache should be
maintained for each user. The value= NO mayresultin creating alarge cache.

The tag <portlet-app>is used to define the abstract portlet application. This
abstract application points to the concrete portlet applications. Only one

Figure 114. portlet.xml additional elements

<cache>
<expires>0</expires>
<shared>NO</shared>
</cache>

<!--The next section declares the supported portlet modes and mime types -->

<allows>
<maximized/>
<minimized/>
</allows>
<supports>
<markup name="html|">
<view output="fragment"/>
<configure/>
<edit/>
<help output="document"/>
</markup>
<markup-name="wml">
</view>
</markup>
</supports>

<portlet-app uid="jana.wps.samples.HelloWorld-1" major-version="1" minor-version="0">
<portlet-app-name>HelloMonashWorld application</portlet-app-name>
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Figure 115. portlet.xml file — portlet identity

<portlet id="jana.wps.samples.HelloMonashWorld" href="WEB-
INF/web.xml#jana.wps.samples.HelloMonashWorld-1" major-version="1" minor-version="0">

Figure 116. portlet.xmxl — concrete portlet application

<concrete-portlet-app uid="jana.wps.samples.HelloMonashWorld-1">
<portlet-app-name>HelloMonashWorld application
</portlet-app-name>

</concrete-portlet-app>

portlet-app tagis allowed per portlet.xml, and only one portlet.xml is allowed
per (war) file. Therefore, each war file may only deploy a single abstract portlet
application. The uid uniquely identifies the abstract application in the portal
server and must be unique throughout the entire portal environment.

One or more portlet tags are required. These tags define the abstract portlets
contained in the abstract portlet application. Each portlet tag maps to a single
servletdefined inthe web.xml. Itis important to understand that there is a one-
to-onerelationship between the servlets defined in the web.xml and the abstract
portlets defined in the portlet.xml. But two abstract portlets can be mapped to
the same servlet.

The portletid must be unique only within the abstract portlet application (Figure
115).Itisused by the concrete portlets to create a link to the abstract definition.
The tag href creates the link between the abstract portlet and the servlet defined
inthe web.xml.

The tag concrete-portlet-app (Figure 116) defines the concrete portlet
application deployed in the portal server. This concrete application is instan-
tiated from the abstract portlet application defined earlier in the portlet.xml. A
concrete portlet application does not have to contain all portlets defined in the
abstract application. However, it must not define more portlets than the
abstract application. Each concrete portlet contained in the concrete applica-
tion maps to one abstract portlet. Mapping of an abstract portlet twice in the
same concrete application is not permitted.

The uid must be unique throughout the entire portal environment. The uid is
beingused by the portal server to update or delete the portlet. Ifthe uid changes

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



202 Polgar, Bram, & Polgar

Figure 117. portlet.xmx — concrete portlet

<concrete-portlet href="#jana.wps.samples.HelloMonashWorld">
<portlet-name>HelloMonashWorld portlet</portlet-name>
<default-locale>en</default-locale>
<language locale="en">
<title>HelloMonashWorld portlet</titie>
<title-short></title-short>
<description></description>
<keywords></keywords>
</language>
</concrete-portlet>

Figure 118. portlet.xml — application definition

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE portlet-app-def PUBLIC "-//IBM//DTD Portlet Application 1.1/EN" "portlet_1.1.dtd">
<portlet-app-def>

all abstract and concrete necessary definitions as discussed above will be here
</portlet-app-def>

from the original, the concrete application will not be updated. Instead, anew
concrete applicationis installed. Thus, change in the uid may resultin multiple
concrete applications.

The other important tag is the portlet application’s name. Each concrete
applicationis listed in the war file by its name. Although itis permitted to have
more than one concrete application of the same name in portlet.xml, deploying
more than one concrete portlet application with the same name may resultin
administrative confusion.

The tag concrete-portlet (Figure 117) encapsulates the definition of the

concrete portlet deployed in the concrete application. Any number of concrete

portlets may be deployed, but not more than the number of abstract portlets

(seeportlettag) defined in the abstract portlet application. The attribute Aref
creates a link between the concrete portlet and the abstract portlet.

The portlet.xml definition starts with the DOCTYPE tag (Figure 118), which s
the same for each portlet.xml description. This tag defines the dtd that will be
used when the xml file is parsed. The tag portlet-app-defis the top-level tag,
which encapsulates all abstract and concrete portlet application definitions.
Only one tagis allowed.
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Figure 119. The structure of portlets’ deployment war file
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In order to generate the Web application archive file (war file), the files and
other resources must be stored in predefined directories starting from the
context root. To set up the war file directory, the following structure is
recommended (Figure 119).
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Several methods exist that pertain to how to generate an archive file (jar, war
orear file). We have already mentioned some in the sections dealing with Web
services and servlets (Servlets). Sun Microsystem’s J2EE Deployment tool
provides an easy way to create archive files. The jar utility is one method used
to create a war file, to update or extract portlet descriptor (portlet.xml), and to
extractall files'.

Aswe mentioned previously, portlet window state can be managed program-
matically (window state changes between maximized and minimized). Figure
120 demonstrates how to obtain the window state attribute and how to
associate a JSP with each portlet window state that the programmer wants to
manipulate.

Generally, with Java J2EE, nearly every resource and object are somehow
associated with the notion of context. The PortletContext interface defines a
portlet’s view of the portlet container within which the portlet is running.
PortletContextalso allows a portlet to access resources available to it. Using
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Figure 120. Obtaining window state

PortletWindow.State state= portletRequest.getWindow().getWindowState();

/[display an image in the max state
if(state == PortletWindow.State. MAXIMIZED){

/linclude jsp to be displayed in maximized state
getPortletConfig().getContext().include("/WEB-INF/jsp/Maximized.jsp", portletRequest, portletResponse);

} else{ //otherwise display normal portlet window
// include JSP to be displayed in normal state of portlet

getPortletConfig().getContext().include("/WEB-INF/jsp/ViewNormal.jsp", portletRequest,
portletResponse);

the context, a portlet can access the portletlog, context parameters common
to all portlets within the portlet application. It can also obtain URL references
toresources or access Portlet services.

One of'the easiest ways to separate markup from main functionality is to use
JSP. In contrast to servlets, the concept of portlets is based on HTML
fragments. JSP should provide only fragments. Since portlets are part ofa
larger Web page, some tags are not allowed in portlets (For example,
<HTML>, <HEAD>, or <BODY> are tags allowed only in the servlet). JSP
content example is then restricted to the following example (Figure 121).

A separate JSP could be created to provide the user interface for each portlet
mode. As opposed to servlet-based applications, the size of the horizontal and
vertical span of JSPs should not squeeze other portlets off the screen. It is
advisable to focus on the actual information displayed by the portlet and adjust
layout elements accordingly.

Figure 121. JSP example for a portlet

<% @ page session="false" %>

<l—this directive makes the tag libs available -->
<% @ taglib uri="/WEB-INF/tld/portlet.tld" prefix="portletAPI" %>
<center>
Maximized portlet window is showing now
</center>

<br>
<img src='<%= portletResponse.encodeURL ("images/Ulurulmage.jpg")%>"'
width="360" height="283" border="0">
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Thelook and feel of the portal is determined by portal themes and portlet skins.
Portlets can use styles defined in the portal theme cascading style sheets (css).
Nodecorating elements are required for input elements. A better practice is to
use the theme’s input class definition:

<input class=“wpsButtonText” type=“submit”>

JavaScriptallows inserting some branching and logic. A better practice is to
reduce the dependency on JavaScript. JavaScript implementations and behav-
ior can be different for different browsers. Using a lot of JavaScript may cause
the portlets to be dependent on browser type and version.

Awell functioning portal keeps track of user activities throughout the pages and
portlets. Using a browser’s back-button may introduce confusion, and the
portal will lose track of the current state. This is because the state of each portlet
is maintained, and the back button does not cause the portlet’s state to roll
back.

Endnote

I To create archive files, use the following command: jar cf jar-file. To
extract components, use : jar xf jar-file.
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Chapter XIV

Brief Overview Portal
Application Platforms

Portal engines come in several implementations. We do not attempt to discuss
them all in this book. We provide ahigh level overview of three architectures:
WebSphere Portal for Multiplatforms 5, Apache Open source portal servers
(Pluto and Jetspeed), and Sun Microsystems Sun ONE Portal Server.

WebSphere Portal for Multiplatforms 5

Fourth generation portals such as IBM WebSphere provide a portal frame-
work for enterprise data and Web Services integration. We have used
WebSphere Portal for Multiplatforms 5, as discussed already in the previous
sections. This portal platform claims to integrate an entire range of enterprise
content and applications, and it is mostly based on the J2EE programming
model. The architecture supports a scalable framework and allows easy
adaptation to the changing requirements of business. This platform also
provides several tools for aggregating and personalizing Web-based content.
WebSphere Portal for Multiplatform 5 uses the underlying platform provided
by the WebSphere Applications Server. Although many libraries provided with
aportal server have their historical roots associated with Apache Jetspeed and
Pluto projects, WebSphere Portal for Multiplatforms 5 has provided good
integration and development tools that make the coding process easier. The
development environment provided by IBM Portal Toolkit V5.0 has the
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capabilities to create, test, debug, and deploy individual portlets and Web
content. This Portal Toolkitis implemented as a pluggable component to be
used with the IBM WebSphere Studio Workbench. The Portal Toolkit
provides the following:

*  Portletprojectdevelopment wizards, editing and debugging capabilities.

»  Portal projects thatallow you to publish your portlet application on your
target WebSphere Portal server machine. Your portlet will be displayed
on the debug page of your Portal Server. Two test environments are
supported: remote and local.

WebSphere Portal 5 is intended to support business processes in B2E, B2C,
and B2B collaboration. The core of the WebSphere Portal for Multiplatforms
5 architecture is composed of the presentation services, the portal information
access layer, and the portal services layer. The presentation layer includes
capabilities foruser configuration, Web user interfaces, and transcoding. The
portal information access layer provides connectors and an open interface for
unique customer connectors. Portal services have been discussed throughout
this book many times. They provide user management capability, administra-
tion and security, personalization, workflow support, application integration
tools, document management tools, Web content management services, col-
laboration, and search services.

There is also the capability to create multiple portal sites on one instance of a
WebSphere Portal —this is called virtual portals. Each site has its own URL,
look and feel, pages, users and groups, and search index. All sites share the
same WebSphere Application Server instance, installed portlets, and docu-
ment libraries. Virtual portals enable enterprises to centrally manage many
different portals that are targeted to different departments within or outside the
organization. Each virtual portal provides assignable administrator roles to
allow discrete administration of all virtual portals.

Apache Portal Tools and Server
Atpresent, there are several open source portal servers. We will discuss two
ofthem: Apache Jakarta Pluto (http://jakarta.apache.org/pluto) and Jetspeed
(http://portals.apache.org/jetspeed-1/).
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Apache Jakarta Pluto was developed by IBM as the reference implementation
for the Java Portlet API. This is only the reference implementation, and the
developers and designers concentrated on portlet container functionality. This
portlet container is later “reused” in Jakarta’s Jetspeed project.

Jetspeed is an Open Source implementation of an Enterprise Information
Portal, using Java and XML. Soon after its conception in 1999, it became
apparent that Jetspeed was going to become an engine for Web applications.
The initial ideas and implementation were far beyond the original scope of the
project. There were many discussions among contributors regarding the future
of'this project. These discussions led to another project—the Turbine project
— based on technology donated by Jon Stevens of Clear Ink. Turbine is now
the Web application framework that Jetspeed shares with many other Web
applications.

The main purpose of the Jetspeed portal is to make network resources
(applications, databases, and so forth) available to end users. The user can
access the portal viaa Web browser, WAP-phone, pager, or any other device.
Jetspeed acts as the central hub where information from multiple sources is
made available in an easy to use manner.

The data presented via the Jetspeed portal is independent of content type. This
means that content from XML, RSS (a dialect of XML), or SMTP can be
integrated with Jetspeed. The actual presentation of the data is delivered to the
user, for example, viaa combination of Java Server Pages (JSPs) and HTML.
Jetspeed provides support for templates and content publication frameworks,
such as Cocoon, WebMacro, and Velocity.

Sun ONE Portal Server

The Sun Microsystems Portal Server ONE (Figure 122) concept is based on
the Desktop as the primary end-user interface for the Portal Server. Content
providers and channels (separate Web applications) are then used to support
aggregation of a variety of contentand services.

The Desktop provides amechanism for extending and aggregating content
through the Provider Application Programming Interface (PAPI). The PAPIis
aJava APIthatenables you to construct the basic building blocks for creating
channels. A channel is a unit of content with border, header, and icons to
customize it. The leaf channels display a specific type of information. Usually,

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Brief Overview Portal Application Platforms 209

though not always, channels contain content. Y ou can also have a channel of
channels. This means that a container channel is used to aggregate other
channels. A channel can also be the entire Desktop page. The container
channels define the layout of the Desktop.

The Sun ONE Portal server also provides a search engine with basic and
advanced search options for searching Desktop channels. Some services, such
as authentication, single-sign-on, logging, profile, and session management are
also supported by the Sun ONE Identity Server.

A providerisalavaclass thatis responsible for converting the content ofa file,
or the output of an application or service, into the proper format for a channel.
Other providers offer integration services, such as an XML Provider and a
Table Content Provider. The Provider interface defines the communication
channel between a container and a provider (content provider).

This component-based architecture differentiates between applications such as
NetMail or NetFile; services such as search engines; content delivery services;
and presentation components (Desktop and desktop rendering engine). The
Javaruntime environment (JDK) provides support for all Java applications in
aPortal server and itsunderlying components.

Figure 122. Sun ONE Portal Server Software Architecture
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Several different vendors’ Web containers are supported by Sun ONE Web
Server software: Sun ONE Web Server, Sun ONE Application Server, BEA
WebLogic Server, and/or IBM WebSphere Application Server. The Sun
ONE Identity server provides all the necessary core services, such as profile
and session management, authentication and logging, single sign-on, various
utilities, support for administrative console, and policy management.

The central presentation engine — the Desktop — consists of a stack of
interfaces. The top layer is the Desktop Serviet, which corresponds to the
WebSphere portal servlet concept. Lower layers of the stack contain leaf
blocks (such as JSPProvider, XMLProvider, and URLScaperProvider),
several containers (for example, JSPSingleContainerProvider,
JSPTableContainerProvider, TabContainer, and TabException), and a
set of Provider APIs (called PAPI). The PAPI is divided into four groups:
interfaces, base classes, provider context, and exception classes. The devel-
oper extends the base classes to create new providers. The Desktop servlet
routes client requests for content and processing and passes them on to the
specific provider object. The Desktop servlet processes the following actions:

. content: Obtains the named channel’s main content.
. edit: Accessesthenamed channel’s edit content.
*  process: Processes the named channel’s form data.

*  logout: Isused to end the user’s session.

The Sun ONE Portal Server includes the implementation of the Portlet
Specification as defined by JSR 168 Expert Group. In the context of Sun ONE
Portal Server, portlets' refer to pluggable Web components that process
requests and generate content within the context of a portal. The portlets are
managed by the Portlet Container. Conceptually, portlets are equivalent to
Providers. If youprefer using Portlets to Providers and you have already some
parts ofan application written in a Provider theme, there is arelatively simple
way for converting Providers to Portlets.

In Sun’s view, the Portal engine can supportnot only Web applications, but it
also can be extended to Web Services. A portal can offer single sign on (SSO)
point of access to user-facing Web Services. A portal can also be used to
deliver aggregated and personalized Web Services to other Web Services (as
opposed to the end user). Furthermore, internal services of a portal, such as
location and notification, can be made available as public Web Services to
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other Web Services and applications. From this point of view, we can look at
the Portal as a hub for Web Services.

The Sun ONE Portal Application Server software providers run within the
JVM provided by the Web container (Sun ONE Web Server or Sun ONE
Application Server). This concept is similar to the WebSphere conceptual
architecture, where the Application Server also provides the Web container for
the WebSphere Portal.

Currently supported operating systems include: Sun Solaris 9 and 8 Operating
Systems (SPARC Platform Edition), Sun Solaris 9 Operating System (x86
Platform Edition), Microsoft Windows 2003, and Red Hat Enterprise Linux
AS 2.1.

Portal Development with Struts
Aspreviously mentioned, the Struts framework has been used to develop Web
applications. The Struts framework has now appeared in portal development,
and some developers continue using the Struts framework. Struts has some
positive, as well as some negative, features. Letus discuss the positive features
first.

*  Useof JSP tag mechanism: The tag feature promotes reusable code
and abstracts Java code from the JSP file. This feature allows efficient
integration into JSP-based development tools. Many development tools
support authoring with tags, and this way we can achieve better efficiency
indevelopment and maintenance.

*  Taglibrary already exists: The Struts framework encourages new
library updates ifadditional tags are needed. This approach frees the page
developers from coding, and to some extent prevents tangled code on JSP
pages and extensive use of scriplets.

*  Strutsareopen source: Some developers may appreciate the ability to
see the source code. However, the programmers in a production environ-
ment typically do not have time to study the source code.

There are also some negative features that should be considered before making
this framework the major development environment for portal applications.
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The features that should be considered are touched upon briefly:

»  Struts development is still in its early stage. The framework itself is
undergoing changes. The code could contain small or larger flaws.

»  Struts attempted to limit the amount of Java code required in a JSP
fileviatag libraries. Thereis still discussion going on regarding whether
Struts provides the correct level of abstraction and if a page designer
should getaccess to Java code. Experience shows thatthe designers try
to add more and more Java code despite the fact they may not have
sufficientknowledge of Java. Some frameworks, like Velocity, advocate
thatno access to Java code should be given to the page designer, and so
they provide another language for Web development. Microsoft ASP
development certainly supports this approach using ASP scripts.

*  Strutsisa Web-based solution for MVC2 (Figure 123), which focuses on
reducing the development and maintenance effort for applications with
HTML, JSP files, servlets, and portlets. Although the current extension
for portal development has leveraged its scope, we believe that there is
only limited scope forusing Struts framework.

»  Theseparation of concerns implemented by the Struts framework could
introduce additional complexity. This approach certainly extends the
learning curve for new developers.

Figure 123. Struts — Implementation differences
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Weneed to explain the Struts MV C2 implementation (Figure 123). In Struts
(AFTER),MVC2isrepresented by ActionServlet, Action, and ActionForm.
Inthe original framework (BEFORE STRUTS), the JSP file would typically
contain some Java code that implements the evaluation of action logic. With
Struts (AFTER), business logic is represented by a single action that is
associated with the appropriate JSP file. The configuration file and the
Resource are cleanly separated from processing logic, thus preventing entan-
gling ofascriplet’s code with HTML tags.

Software tools and frameworks change rapidly. In a few years, development
moved from cgi/perl to ASP with VB toward more comprehensive Java and
J2EE development environments. Struts contributed to solving some problems
with separation of concerns using tags and MVC2. This approach helped in
coding reusability and flexibility. By separating the problem into smaller
components, we are aiming at true component-based design and supporting
reusability of components when changes occur in tools or in applications.
Additionally, Struts introduces separation of roles; Page designers and Java
developers can focus on their specific tasks. There is trade-offin increased
complexity since the Struts framework is more complex than a simple single
JSP page. For large applications, Struts may be beneficial.

We would like to look at the implementation of the Model-View-Controller
pattern in Struts and compare it with the implementation in the Sun ONE Portal
presentation framework. The presentation framework in Sun ONE is based on
amodified version MV C, called MVC2, and this corresponds to the Struts
MVC2 implementation (Figure 124).

The major modification of this model is in the fact that the lifecycle of the
Controller and View is not necessarily the lifecycle of the application. The
Model no longer “fires” events to its Views. The Model is more generic,
representing the state of the application, and it does not require any logic for
registering and unregistering listeners.

Figure 124. Sun’s MVC2 concept
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Table 5. Comparison of MVC2 in Struts to Sun’s MV C2

MVC2 in Struts Sun’s MVC2
Client browser creates an event  Client browser creates an event (request)
(request)
Controller (servlet) decides Controller notifies the View of state changes to the
where to send the request Model and manipulates the Model before notifying the
View
Model represents the state of Model represents the state of the application and persists
the application across multiple servlets
Business logic decisions are Model cannot reliably notify View objects about internal
implemented in ActionServlet  state changes
and dispatched to the Action
class
View is a JSP file View is a JSP file

Table 5 shows differences between Struts’ implementation of MVC2 and
Sun’s view of this programming model. The most important difference is in
implementation of the Controller. In Sun’s MV C2, the Controller modifies the
state of the Model. This enables the Model to maintain the state of the
application.

When developing applications with the Sun ONE presentation framework or
Struts MV C2, some issues should be considered:

*  Codeand content coupling should be reduced to a minimum.

*  HTTP protocol limitations are associated with a client-initiated request
response that prevents the server side code from issuing unsolicited
callbacks to the client. Therefore, Swing-like implementation of user
interfaces isnotrecommended.

*  Practicality of the MVC2 and component model. Components can be
anything from a reusable piece of code to a Swing-like user interface
widget. The control flow focuses on the component interfaces. This
approach can be seen as improving granularity of applications. The
developers must approach design of reusable components carefully to
avoid reuse of fine-grained components.

There is also support for building Portlets — Portlet Builder 2.0. This tool is
compliant with the JSR168 specification and provides a development environ-
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ment for writing portlets. Furthermore, a runtime environment is provided for
local testing of portlets.

Endnote

' Portlets are compliant with JSR 168 specification.
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Chapter XV

Installation and
Maintenance Costs

The decisionregarding which Web server, portal engine, or particular technol-
ogy touseisnever an independent, straightforward process. Typically, the
manufacturers’ recommendations are well founded, and only very experienced
implementers, or those who wish to experiment, should mix and match various
products. A basic premise can be made (with some caveats) that all major
Web/portal products are comparable, although not identical. Current portal
implementations do not guarantee compatibility, in spite of the existing stan-
dards.

Ifyouhad the luxury of building a completely new system, we would recom-
mend to first choose the most volatile (or least compatible) components, such
as portal, content and document management, followed by security, availability
(more stable and better understood components), ending with choice of
operating systems and platforms (the most stable, compatible, and well
understood components).

Itis very important to remember that the total cost of the installation includes
maintenance, ease of deployment, and availability of support services. Of
these, the operational maintenance is the most important. Typically, the
installation may develop instability and/or performance problems thatneed to
be diagnosed and resolved. It is essential that the installation have access to
diagnostic tools that can be used to help assess the following:
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*  Theperformance of various J2EE resources and their contribution to the
overallload;

*  Capacity planning and the availability of free capacity to add new
applications or content;

»  Efficiency ofload balancing, or the necessity for it; and

*  Occurrence of various types of exceptions, failures and their presentation
to the end user.

There are three categories of tools that will meet these requirements:

*  Operating environment monitoring tools, such as IBM’s Tivoli;
»  Database monitoring tools, such as Quest Software tools; and

*  Codeandtransaction tracking, such as Borland’s Server Tracker.

Finally, the operational costs are dependent on the frequency of the deployment
ofnew portlet applications, or theirupgrade. Since the number of components
thatneed to be changed in some way is much higher than in the simple Web
deployment, the costs and risks are also higher. Consider the deployment of
database changes to several database servers,an LDAP server, and to several
application servers, all ina possibly clustered environment.

The cost of changes to application parameters, such as names or URLs,
depends on the location of these parameters. In the Unix environment of a few
years ago, these parameters would be probably placed in a Configuration.ini
file. Inaportal environment, there are choices to be made: the parameters can
berecorded in JVM parameters; they can be in a Configuration.xml file; they
canbe placed into edit or configuration mode parameters stored in the portal
database; or they can go into an application database. Each option has its
advantages and disadvantages. Itis necessary to consider whether the param-
eters need to be changed online or off-line.

Itisalsonecessary to consider the need for multiple environments, namely
development, test, QA, and production, especially in high availability applica-
tions.

To summarize — the architecture of major components of an installation has a

direct cost consequence in terms of operational maintenance, and care should
be exercised when making component choices. Combining products of several
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manufacturers, a practice that has become quite common, is notrecommended
atthe time of the writing of this book.

Using remote portlets, as described in our standards overview, brings yet
another level of complexity, as UDDI search and Web Services may be
involved. Rendering remote portlets promises huge advantages in the integra-
tion effort butis costly from the maintenance point of view, as the complexity
isincreased considerably.
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Chapter XVI

Standards Overview

In this section, we would like to offer critical and informal views on the
standards relevant to building portal solutions, as well as the variations in their
implementation by some vendors. There are two standards that are highly
relevant to building portal solutions: WSRP (Web Services for Remote
Portlets) and Portlet API Specification JSR 168.

 JSR168: Portlet Specification aims at establishing a standard API for
creating portlets.

*  WSRP: Builds on current standard technologies, such as WSDL and
SOAP: Aims to solve the problem of traditional data-oriented Web
Services (these required the applications to be aggregated before any
specific presentation logic could be used for presenting the content) by
introducing a presentation-oriented Web service that allows interaction
with content that has been delivered by other Web Services.

As discussed in the previous section, all portlets on a portal page are
aggregated to form one servlet. Further, the page aggregation process is
performed by the portal server after all portlets have completed their process-
ing of events and messages. Therefore, it is important to understand the
relationship between the JSR 168 (portlet specification) and JSR-000154
(Servlets Specification 2.4,2004).

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



220 Polgar, Bram, & Polgar

Portlet Specification JSR 168

Java Specification Request ([JSR] 168) (JSR 168 (2003)) deals with defini-
tions for APIs for portlets and addresses interoperability issues for portlets and
portals. JSR 168 has been developed using Java Community Process (JCP)
services: an open, international, community-based organization that facilitates
the development of Java standards, reference implementations, and technology
compatibility kits (see http://jep.org). Sun has co-led this standards effort,
creating the specification itselfand the TCK (Test Compatibility Kit) (http://
developers.sun.com/prodtech/portalserver/reference/techart/jsr168/). JSR 168
has had very strong industry support; more than 20 companies participated in
the initial definition of the standard. For references, please see http://
developers.sun.com/prodtech/portalserver/reference/techart/jsr168/
pb_whitepaper.pdf and http://jcp.org/aboutJava/communityprocess/final/
jsrl168/.

The goals ofthe specification, as discussed in JavaWorld (Hepper & Hesmer,
2003), are:

. Define the runtime environment, or the portlet container, for portlets;

*  Definethe APIbetween portlet container and portlets;

*  Provide mechanisms to store transient and persistent data for portlets;
*  Provideamechanism that allows portlets to include servlets and JSP;

*  Definepackaging of portlets to allow easy deployment;

*  Allow binary portlet portability among JSR 168 compliant portals; and

* Run JSR 168 portlets as remote portlets using the Web Services for
Remote Portlets (WSRP) protocol.

The specification defines three entities: portal, portlet, and portlet container.
The specification compares portlets to servlets and provides a list of similari-
ties, differences, and unique features. The JSR 168 specification also deals with
all aspects of portlet APIs and prescribes in detail the concepts to which any
implementation mustadhere.

A portal is a type of Web-based application that enables personalization,
SSO, and content aggregation from different sources. The portal also hosts the
presentation layer for all aggregated sources. A portlet container is an
extension to a servlet container. This means that a portlet container can be
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built on top of an existing servlet container, or it may implement all the
functionality ofaservlet container.

The specification also defines the composition of a Portal Page (Figure 125).
The Portal Page itselfrepresents a complete markup document and aggre-
gates several portlet windows. In addition to the portlets, the page may also
consistofnavigation areas and banners. A portlet window consists of a title
bar with the portlet’s title, decorations, and the content produced by the portlet.
The decorations can include buttons to change the portlet’s window state and
mode (http://www.javaworld.com/javaworld/jw-08-2003/jw-0801-
portlet.html).

A portletis a Java-based component that processes and generates dynamic
content called fragments. The portlet interface is defined as the main abstrac-
tion of the portlet APIs. All portlets must implement this interface in order to
provide default functionality. If the portlet is not hosted in a distributed
environment (local portlets), the portlet container must use only one portlet
objectper portlet definition. Portlets must support “required modes” — Help,
Edit, and View, as mentioned in the previous sections — and three life cycle
phases with corresponding methods: initialization, request handling, and de-
struction. There is some space for optional portal vendor specific modes, which
portlets may or may not support.

Portlets store preferences in the PortletPreferences object. Preferences can
be read and/or written in the action phase, and they can only be read in the
rendering phase.

Figure 125. Elements of a portal page (JSR168)
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The specification section on packaging and the deployment process defines
deploymentdescriptors (portlet.xml) and their relationship to servlets deploy-
ment descriptors web.xml. All Web resources except portlets must be speci-
fied in the web.xml deployment descriptor. Portlets and portlet related settings
are captured in portlet.xml deployment descriptor. The web.xml descriptor
also contains information that is relevant to the Web application as a whole:
portletapplication description, portlet application name, and portlet applica-
tion security role mapping. The portlet application deployment is a two step
process that deploys the Web application into the application server and
deploys portlets into the portal server.

Portlet markup fragments are aggregated into a portal page at the rendering
phase. The JSR 168 standard specifies rules and limitations on the markup
elements. Disallowed tags may impact content generated by other portlets or
may break the entire portal page composition. Portlets generating HTML
fragments must not use the following tags: base, body, iframe, frame,
frameset, head, html, and title. Portlets generating XHTML and XHTML-
Basic fragments must not use the following tags: base, body, iframe, head,
html, and title.

There are some more restrictions due to the fact that HTML, XHTML and
XHTML-Basic specifications disallow the use of certain elements outside of
the <head>element in the document. Some browser implementations allow
some of these tags (link, meta, and style) in other sections of the document (for
example, current versions of Internet Explorer and Netscape Navigator both
allow the style tag anywhere within the document). Portlet developers should
treatthe use ofthese elements in fragments carefully.

Portlet Relationship with

Servlet Specification

Portals aggregate information from different sources and present it to aclient.
Traditional data-oriented Web Services require multiple mutually cooperative
applications to render specific presentations for each Web application or Web
Services. The aggregation happens in a servlet or a JSP that is specifically
designed to present data from multiple Web resources. The main problem
appears to be in the necessity to create aunique communication interface for
each of these services. This type of solution is not well suited for business
integration thatuses a plug-and-play solution. The solution becomes more
complex when data are arriving from remote data-oriented Web Services.
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We start with looking at the relationship of a portlet to a servlet. In previous
sections, we have already looked at servlets as part of Web service implemen-
tation. The Servlet Specification document JSR-000154 (Servlets Specifica-
tion2.4,2004) documents the requirements for building a servlet container (or
servlet engine). We need to understand what differentiates portlets from
servlets and also the similarities between them. Following is the summary of
similarities and differences between portlets and servlets.

Portlets share some similarities with servlets:

*  Portletsare Java-based Web components. Both servlets and portlets are
J2EE Web components.

*  Portlets and servlets are managed by containers (portal server or appli-
cation server respectively).

»  Portlets and servlets generate dynamic Web content.

»  Portlets and servlets interact with Web clients via a request/response
paradigm.

The following aspects differentiate portlets from servlets:

*  Portlets only generate markup fragments, not complete documents.
Aggregation happens in the portal container.

*  Portletsdonothave a URL; consequently they cannot be independently
displayed in a browser. Servlets are identified by their URL.

*  Webclients interact with portlets through a portal container.

»  Portlets have predefined portlet modes (edit, view, normal, configure,
help) and window states (maximize, minimize). These modes and window
states indicate the function that the portlet is performing and the size ofits
real estate on the portal page.

*  Aportletcan exist several times simultaneously in one or more portal
pages.

*  Portletshave amore refined request handling in terms of distinguishing
between action requests and render requests. Action is originated via the
URL by the client or other portlet, as opposed to render, which is called
by the portlet container as a response to the portlet’s current state.
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Portlets have more functionality and more sophisticated behavior than can be
implemented with servlets:

*  Portlets have access to user profile information. This capability exceeds
the basic user and role associations and enables implementation of more
advanced facilities for authentication, customization, and security.

*  Portlets can perform portlet rewriting. They can create links that are
independent of the portal’s server implementation, for example session
information tracking.

»  Portlets store objects in two different session scopes: application wide
and portlet private.

There are also some features of servlets that portlets lack:

*  Portlets cannotchange HTTP headers or set response encoding.

*  Portlets generate fragments that are placed on a servlet page. Therefore,
some restrictions applicable to servlets will take place, such as access to
the servlet’s URL and page related tags.

Now we go back to our discussions on Web Services to compare the use of
Web Services with servlets to the use of Web Services with portlets. The most
important factor initially to consider is that, unlike servlets, portlets are only a
small piece of alarger presentation. Servlets have the luxury of knowing they
will be the only presentation resource returned to the client at any given time.
Portlets, on the other hand, mustunderstand that the presentation resource they
return will be aggregated into a larger resource that will be returned to the client.
Asaresult, portlets must consider constraints such as screen real estate, portlet
interactivity, and events, as well as overall performance.

Real estate. Portlets may access a variety of information to assess their
current position and situation in the portal. The PortletState, for example,
informs the portlet aboutauser’s request to minimize, maximize, or restore the
portlet. A portlet should attempt to display the content in accordance with the
requested state.

Contentrendering and portlet window state. [fthe user has maximized the
portlet’s window, the content should adequately fill the portal page (or the
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portlet’s original size). However, if the user has requested that the portlet be
minimized, there is no need to return any content. It is important to remember
that, evenifitis notreturning any content, the portlet is still executed, and any
business logic encapsulated in the model will still be performed. It is not
possible to dynamically change the state of the portlet except during event
handling. It should be noted that the Websphere implementation of Portal
recognizes three states— maximize, minimize, and normal, giving auser more
choices.

Portal page aggregation. A servlet may be a single piece of a large Web
application, and atany given pointin time, only asingle servletis responding to
auser’srequest. We can therefore predict what is being executed and returned
to the client by the servlet. Furthermore, a servlet can be sure that the content
itreturns will not be affected by any other servletin the system. Portlets behave
differently. Each portal page is the aggregation of several portlets. A portlet has
the ability to write markup to the top ofthe page, even though its normal content
is placed inside a cell in a table. This provides a mechanism to include
JavaScript functionality for the portlet. The problem is that this capability is
available to all portlets in the system. Therefore, the developers must be careful
when coding the portlet’s elements, such as variable names and functions.

Inter-portlet communication. Servlets have the ability to share data, but,
since they are executed serially by the client, they cannot interact with each
other during a single request. Servlets use their event listeners to be notified
about container-managed life cycle events. The listener is the means for
executing code that is invoked by an external event. For example,
HttpSessionListener interface isused to listen for the session events.

Portlets have the ability to communicate with other portlets and to be affected
by other portlets in a single request. They also use listeners to be informed about
events thathave been broadcasted by other portlets. This inter-portlet commu-
nication provides a means to create adynamic portlet application by utilizing
interaction among multiple portlets on the same page (or multiple pages) in the
application. For example, one portlet can pass the information that the user
requested to other portlets on the same page or other page. This allows the
listening portlets to change their presentation or behavior.

Eventhandling. In the servletarchitecture, events are represented via HTTP
requests and responses. For example, when a user submits a (Web) form, the
HTTP method doPost() method is called. Listeners are used only to listen for
life cycle events. On the other hand, the portlet event model closely implements
the traditional Java event model. Portlets implement appropriate interfaces and
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register the listeners for them. When events are fired, portlets are notified by the
portal server via appropriate listeners. The Portlet API also provides
WindowEvents and MessageEvents to support the response to window and
message events.

Security. Servlets execute in aneutral environment and are responsible for
validating the user’s authenticity and authority to make a specific request. This
istraditionally a function ofthe Controller. Portlets operate only in the context
of the portal server and cannot be called directly. The portal server is
responsible for authentication and for authorizing all user access. The authen-
tication and authorization is performed prior to the portlet’s execution. How-
ever, the portlets may perform some authorization in order to associate content
with a specific user or role. Therefore, authentication is a daily concern of
servletdevelopers, butitis optional for portlet developers.

Web Services for
Remote Portlets (WSRP)

So far, the effort within Sun Microsystems Inc.’s Java Community Process aims
atrefiningacommon portlet API for the J2EE server specification, as discussed
previously. Portals provide specific presentation logic to aggregate data from
multiple sources, which could be legacy systems, EIS, Web Services, or EIS
with Web service interfaces. The new specification WSRP (WSRP specifica-
tion version 1, 2003) is the effort of the working group at OASIS (http://
WWW.0asis-open.org/committees/wsrp), and itaims to provide aset of options
foraggregating information from multiple remote Web Services within one
portal application.

Traditionally, Web Services are data-oriented (Figure 126). Data-oriented
Web Services do not contain any presentation or user interaction functionality.
There must be an application that provides the required user interface using
Web service data. Therefore, such applications must know the Web service
interface (typically WSDL description) to present data in a specific format.
Furthermore, a servlet or portlet must be specifically developed to present the
information within a Web page or a portal page.

The WSRP specification is intended for presentation-oriented Web Services,
user-facing Web Services that can be easily integrated with portals or other
applications. They let businesses provide content or applications without
requiring any manual content- or any application-specific adaptation by portal
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Figure 126. Presentation and data-oriented Web Services
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presentation logic. Portals can easily aggregate WSRP services without any
programming effort. The only effort required is the actual deployment of remote
portlets inthe local portal server (http://www.javaworld.com/javaworld/jw-
08-2003/jw-0801-portlet-p2.html).

WSRP defines producers as presentation-oriented Web services that host
portlets and are able to render markup fragments and process user interactions.
A consumer is defined as an intermediary system that communicates with
producers on behalf of its users. It collects and aggregates the markup
delivered by remote portlets and renders it (via aggregated output in a portal
servlet) as aportal page. The consumer can aggregate content produced by
portlets running on remote machines that use different programming environ-
ments, for example J2EE and .Net.

Producers are presentation-oriented Web Services with major responsibilities:

*  They are capable of hosting portlets. Portlets generate markup and
process interactions with that markup;

*  Theyrender markup fragments;
*  Theyprocess user interaction requests; and
»  Theyprovide interfaces for self description, and portlet management.

The interaction between WSRP consumers and producers is shown in Figure
127. Auser can dynamically add a portlet to the portal page. Inresponse, the
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Figure 127. WSRP enables Web Services to be added and removed
dynamically (source: http://www.oasis-open.org)
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portal invokes the WSRP service. This specifies anew portlet instance, which
allocates a corresponding portlet instance on the portal side. When a user wants
to view this portlet, the portal obtains the WSRP markup that defines the
fragment thatis to be displayed. The returned markup contains portlet action
links (“’A”) and/or aportlet session identifier (“S””). When the user clicks on the
link (Click-on-Action), a request goes from the browser to the portal. The
portal maps the request into the invocation ofthe WSRP service. The capability
to maintain the session identity is provided through the parameters that are
passed, such as the session ID; this allows the WSRP service to look up the
previous session details. When the user does not want to access the WSRP
service any more, the session is closed, the portletis removed, and its instance
isdestroyed.

A typical mechanism for portlet invocation is shown in Figure 128. The portal

server comprises several entities, components, containers, and corresponding
APIs:

»  Portal Servlet, whichreceives the requests, aggregates, and personalizes
the content for respective users;

»  Portletcontainer in which portlets run;
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Figure 128. Portlet invocation mechanism and building blocks
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*  Components for handling access to back-end services (Web services,
Connections, and EJBs); and

*  Appropriate APIs (Servlet APIs, Portlet APIs, J2EE APIs).

As component-based services, WSRP services are built on standard technolo-
giessuchas SOAP and HTTP protocols, UDDI and other compliantregistries,
and WSDL to describe services. In order to present the content in a portlet,
WSRP has to incorporate some essential context elements that are relevant for
building the presentation interface (portlet) that has received the SOAP
requests. These elements include user profile, client device information, locale,
and markup language.

Any standards should be capable of seamless cooperation. The WSRP and
JSR 168 are aligned in many aspects (producer or consumer). However, there
are some differences. Similarities and differences are discussed in the following:

*  Portlet modes and window states correspond to the consumer side.

*  URLencoding and creating URLs pointing to the portlet correspond to
both the consumer and producer.

*  Both standards have user-to-portlet interaction, with the action and
render phases.
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*  The state of a portlet fragment is supported in WSRP under the term
navigational state and in JSR 168 with the render parameters. The portlet
rendering parameters can map to WSRPs navigational state.

*  Bothstandards store transient state across requests with a session'. The
WSRP sessionlD references JSR 168’s session when mapping WSRP
callsto JSR 168 portlets and vice versa.

»  Storing persistent state to personalize a portlet’s rendering is realized in
WSRP through the properties of arbitrary types, whereas JSR 168
supports only preferences of type string or string array. This means that
WSRP producers based on JSR 168 use only a subset of the WSRP
functionality.

»  Information aboutthe portal calling the portletis called RegistrationData
in WSRP, and itis the equivalent to a PortalContext objectin JSR 168.
All datarepresented through the PortalContexttoa JSR 168 portlet is
availablein WSRP’s RegistrationData. This equivalence represents the
mapping between PortalContext object and RegistrationData.

Asevident from this list, these concepts provide areasonable mapping between
JSR 168 and WSRP. Thus, we can implement JSR 168 portlet containers that
canbeaccessed via WSRP and expose JSR 168 portlets as WSRP services.

The OASIS standard of WSRP version 1 (www.oasis-open.org/home/
index.php) attempts to define the integration of remote content and application
logicinto aunified user presentation with minimum effort from the application
designers. WSRP enables access to remote proxies, so the remote services can
request the invocation of J2EE portal servers through their APIs and to
dynamically deploy a portlet within another portal server.

The WSRP is intended for use with WSIA (Web Services for Interactive
Applications), whichis also being developed by the OASIS committee (http:/
/www.oasis-open.org/committees/wsia). WSIA defines well-defined inter-
faces and contracts on top of the generic one. The motivation for WSRP and
WSIA stems out of the fact that the current approach to Web services is not
suitable for remote portals. Traditional data-based Web services require the
application to provide specific presentation logic for each Web service. When
the final Web service is the aggregation of multiple Web services in a specific
portal page, a particular interface has to be developed to produce the
aggregated view. WSRP defines a standard for interactive, presentation-
oriented Web services that can plug and play with portals.
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The main points of interaction as defined in WSRP include:

A WSDL interface description for invocation of WSRP services;
*  Howtopublish, find, and bind WSRP services and metadata;
*  Markup fragment rules for markup emitted by WSRP services; and

*  Applicable security mechanisms, such as billing information.

The main idea is to enable simple integration of content from internal and
external content providers. The portal administrators should be able to pick the
required service from the list of published services and to tie new content and
applications into the portal. More information is available in an incubated
project at Apache (http://ws.apache.org/wsrp4j/) or (http://
www.idealliance.org/papers/dx_xml03/papers/04-06-05/04-06-05.pdf.

WSRP Services as a Solution for Remote Access to

Information

The specification of WSRP is an attempt to define a way for Web services to
become “compatible” with portals, according to Thomas Schaeck, IBM
Corp.’s architect of the WebSphere Portal Server and chairperson of the
OASIS technical committee. Some 25 companies are working through OASIS
on the effort WSRP and OASIS for Portal Deployment (Rubinstein, 2003).
Kinzan Inc., whichis on the OASIS committee working on WSRP and WSIA,
believes the standards will help define how a portlet installed in one server can
berendered in another without the need to go through the deployment steps.

Thedrivingideaisto create registries of portlets for remote services that allow
services to be plugged into portals without any coding and to allow portals to
publish portlets for use in other portals. To realize this idea we need more:

* Aggregation phase alignment: We have to have established markup
fragment rules that portlets adhere to. Even if the View retrieves the
markup, there still could be differences in the rules, and the portlet may
need to be rewritten. The same comment applies to links (Click-on-
Action).

* Installation and rendering phase: We need to define how a portlet
installed in one server can be rendered on a remote server without having
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todeploy itas the second instance on this remote server. This issue is also
associated with removing and destroying portlets and other garbage
collectionrules.

*  Publishing portlets: So far, WSDL allows publishing of Web service
interfaces and binding them to ports and hosts. There needs to be also a
common approach to publishing a portlet and to binding this portletto a
service using the UDDI directory. Portlets then can be found in UDDI and
then bound to a portal.

*  ThePortlet APIand WSRP should be able to cooperate: Previously,
we have discussed the alignment of both specifications (JSR 168 and
WSRP). This alignment is not substantial enough for seamless integration.
Itexcludes those vendor specific portals which do not fully comply with
JSR 168.

*  Therearetwooptions regarding how to achieve seamless integra-
tion of WSRP into portals:

*  WSRPservices may be integrated in portals through portlet proxies
written to the Portlet API.

*  Ontheother hand, portlets may be published as WSRP services.

Figure 129 (Schaeck & Hepper, 2002) illustrates how a portal server publishes
aportlettoa UDDIregistry asa WSRP service so that other portals can find

Figure 129. Publishing portlets as WSRP services

Portal 2 (Q)BF,i “dd & uDDI Portal 1
n (1) Publish
Portlet entry Iw\

Portal / i \ Portal

Administration | Portlet entry | Administration
Portlet entry |
T =
T8
[= =]
Portlet Proxy entry l o2
}I
!
I
/
/
Portal Portlet Portlet Portal
Aggregation " Proxy [WSRPISOAP~ Proxy Aggregation
(3) Invoke

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Standards Overview 233

and bind to it. Typically, a portal has local portlets listed in a portlet registry.
To make a portlet available asa WSRP service, the portal’s administration
console may allow administrators to select a portletand publish it in the UDDI
directory. An adapter exposes the portlet externally by providing the SOAP
operations defined in WSRP.

Oncethe portletentry is listed in the UDDI directory, other portals can find it
and bind to the referenced WSRP service. Tomake a WSRP service available
as aportlet, we need to create something like a portlet proxy entry in the local
portletregistry with the information obtained from UDDI. We also need to
wrap the WSRP service in a generic portlet proxy. As you can see, simple
functionality that has been meant mostly for forming an aggregated view of
multiple data sources has now reached the complexity we often ascribe to
giants suchas CORBA.

Once the portlet proxy entry is in the local portlet registry, users may for
example select it through the customize option and include its instance on their
portal pages. When a portlet proxy instance is invoked during page aggrega-
tion, the portlet proxy will marshal the method arguments ina SOAP request
according to the WSRP standard and send it to the WSRP service. Then it
receives the SOAP response from the WSRP service and unmarshalls the result
to provide it to the portal.

Figure 130. Standards relevant to portals
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WSRP and Portal Interoperability Issues

Standards exist for both the client-to-portal protocols and the different
markups. Devices, or gateways, typically access portal servers via standard
HTTP and, depending on the device type, different standardized markup types
may be used, such as HTML for the typical Web browsers, WML for WAP
phones, VoiceXML for access from phones via voice and a voice gateway, and
so forth.

Existing, well-established standards (Figure 130) include a Web service
descriptionusing WSDL, protocols for publishing and finding Web services in
directories such as UDDI, and invocation of Web services using SOAP
messages. There are still standards such as JSR 168 and WSRP, which are in
their evolutionary stages. The internal implementation of portlets can be
differentin many ways; we feel that there is still a gap between Java Portlet
Specification (JSR 168) and some imaginary common portlet standard to
which all portal providers would adhere.

Portlets rely on container infrastructure that is accessible via the Portlet API for
functions such as access to user profile information for the current user; access
to the window object that represents the window in which the portlet is
displayed; participation in the portal window and associated action event
model; access to Web client information; inter-portlet messaging; and a
standard way of storing and retrieving persistent per-user/per-instance data
such as PortletSettings object and PortletData objects. Applications that
provide portlets typically select a few major portal platforms for deployment.
Evenin this situation, they still have to implement more than one version ofa
particular portlet. From a portal server perspective, only a subset of portlets
runs on each individual portal server platform. Portal customers may be
dissatisfied in situations where their required combination of off-the-shelfand
locally developed portlets will not run reliably on their selected portal server.

The lack of standards in the portal space also has led portal server platform
vendors to define proprietary APIs for local portal components and for
invocation ofremote components. The resulting diversity of interfaces creates
interoperability problems for portal customers, application vendors, content
providers, and portal software vendors for the following reasons:

*  Application vendors who want to provide portlets to make their applica-
tions accessible through portals need to provide different versions for the
different APIs that run on the different portal server platforms. Thisresults
inhigh development costs.
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*  Customers who develop their own portlets have to invest significant effort
into portlet code that will typically run only on the portal server platform
on which it was developed. This tends to lock customers into their
particular portal server platforms or atleast makes it very hard to migrate.

*  Contentproviders have no easy means to publish their content in a form
thatallows itto be found by and bound to portal servers in a plug and play
fashion.

*  Thesmallerportal software vendors have difficulties convincing applica-
tion providers to provide portlets for their particular platforms.

Business Integration and WSRP

The diversity in portletimplementation and portal servers seems to be the major
obstacle for introducing portlet registries and for using UDDI to register portlet
interfaced Web services and WSRP. Imagine the following situation: Company
A wants to introduce a B2B solution with Company B. Company A is running
WebSphere Portal 5, while Company B is using Microsoft’s .NET and
SharePoint Portal. Each portal supports slightly different versions of Portlet
APIs. Whilst WSRP seemingly provides an elegant solution, even a small
amount of incompatibility in portlet APIs could lead to the need to write many
new portlets on both sides or to painstaking deployment and customization of
several portlets.

The majority of today’s commercial portal products support JSR 168, and
customers who develop JSR 168 compliant portlet can move them from one
vendor’s portal to another. WSRP enables development and deployment of
portlets that can then be delivered anywhere. This enhances interoperability
between portals from different vendors, allows access to presentation-oriented
service in other companies, and brings together third party portlets.

WSRP also provides a feasible way to build federated portals. Federated
portals consist of a network of interoperating portals, where resources hosted
on one portal can be made available to many other portals. The advantage is
seen mostly to be in reducing the number of Web assets managed by the
company.

Because a portal can access content from a portlet in any location, business
units can write and maintain their own set of portlets locally. This can be done
for each business unit within its local infrastructure so that all portlets within a
single portal do not have to be deployed on a single portal instance. Updates
and changes to content, which in the past were difficult due to firewalls and
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differing deployment schedules, can now be realized on a per business unit
basis.

WSRP is seen as a way to reduce the cost of portal maintenance. The argument
to support this belief stems from the fact that portlets can be deployed locally
onsmaller machines and used remotely. This approachresults in areduction in
portal infrastructure and total downtime. WSRP services share basic interfaces
with WSIA, which is also being developed by the OASIS committee (http://
WWW.o0asis-open.org/committees/wsia). As already mentioned, WSRP is in-
tended foruse with WSIP. This interdependence could potentially mean some
significant limitations on adoption of this technology in industry. The compliance
with WSIP recommendation will likely resultin additional development costs
to the existing applications, thus making the integration more expensive.

So far, portal traffic is managed by a load balancer. Portlets experiencing
heavier traffic can be placed on a machine with more computing power, while
remote portlets can stay untouched.

Endnote
I WSRP operates over connectionless technologies. Consumer and Pro-
ducer must handle stateful information (see www.oasis-open.org/home/
index.php for more information).
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Chapter XVII

Managing Portals

FAQ

Canadevelopment manager with experience in other Web technologies easily
become a successful portal development manager? Is there anything specific
that a portal development manager must know about the technology? Are the
best practices in Web development applicable to portlet development?

Portal development and other kinds of Web development typically include
informational and functional components. The informational components
are documents and content (such as hyperlinks, plain textual information, and
graphics) that are placed in portlets and that can be equipped with search
capabilities. These components may have capabilities for information process-
ing, such as content management, publishing, and document management. The
functional components provide access to data processing through functional
portlets. Often, the two types of components reside on the same page. A typical
but simplistic example would be a portlet that provides access to accounts
receivable, with another portlet providing help or training on the subject of
receivables. The two portlets are related and reside on the same page.

Software development methodology is a generalized, process-oriented set of
assets that strive to be technology independent. However, the methodology will
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not provide all of the answers for portal development. In particular, a portal
development manager must be aware of the technological properties and
constraints, because there is a big (and new) range of issues that must be
resolved inthe development process. Letus list some of them, with suggestions
about how to find the answers:

*  Should we publish documents in a portlet or in a Web page?
Depending on the document management system, the number of published
documents, and their nature, the answer lies in careful analysis of these
properties. Ideally, adocument management system should encompass
both technologies in such a way that the documents or content are
managed by the authors and reviewers and not by the technical staff.
Similarly, an information management system should enable publishing
both ona Web page and aportlet. The advantage of a portletis thatit may
coexist with a different but complementary portlet on the same Web page.
So the answer is dependent on the capabilities of the document and
information management system and on the business requirements.

*  Howdo you project taxonomy into portlet navigation? A site catego-
rization plan is needed before the site is constructed. The navigation
should be derived from the taxonomy and not the other way around. Itis
necessary to stress that the navigation and the taxonomy are not synony-
mous.

» Is it necessary or advantageous to implement “portlet-to-portlet”
communication? The nature of the portlets involved will answer this
question. In most cases, this will not be needed, but in some cases it will
be adistinctrequirement. Note thatitis possible to have one portlet with
several human interfaces (typically implemented as JSPs). The portlet to
portlet communication is complex, therefore expensive, and it binds the
portlets logically. For example, in a tourist-oriented portlet, the user
chooses a geographical area, while another portlet displays information
about the weather in the area.

. How can you ensure that the document management system correctly
reflects the portlet content? How can you ensure that the hyperlinks
in the portlet link to the version of the document that is the most
desirable? For example, ifadocument such as acompany policy is valid
froma certain date, the link should always point to the correct version of
the policy. The document management tool should ensure this. The
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development manager should insist that the publishing mechanism ensures
the correct document is available under the correct name in the correct
directory. This is a very serious issue in large companies with ever
changing policies or bulletins.

*  Should content and function portlets coexist on one Web page? There
isno good reason why not, but one should understand the reasoning. A
good example of the coexistence of content and function is the Help
portletthat accompanies the functional portlet.

»  Isthereasignificant cost in deploying content portlets? The deploy-
ment process will become more complex and longer. The deployment is
different from functional portlets in that the links between the content
management and the portal must be established.

*  Willthe single sign-on work in the system? With legacy systems, this
will often be very difficultto achieve without programming changes. Often,
as asecond best option, the same sign-on, rather that the single sign-on
isimplemented. In the same sign-on, the user must sign on several times
but with the same credentials (that is, userid and password).

*  What kind of personnel and skills are necessary in the development
team? There is aneed for portal and portlet architects, analysts, portal
developers, content analysts, content developers, deployment adminis-
trators, and testers. Itis advantageous to combine these skills in one larger
team, as the knowledge and skills need to be interchanged between
content and functional developers.

*  Willthe style sheet apply to both types of portlets? What about skins
and themes? Although the style sheets may be applied individually to
Web pages, itis notarecommended strategy. The style sheets should be
lean and mean (for communication efficiency purposes) and shared
between Web pages, therefore portlets. Different stakeholders must
cometo an agreement regarding styles, as well as look and feel, including
fonts, styles, colors, various widgets, and ornaments.

*  Wherearetherisks in development? The biggest currentrisk is the lack
of standardization in developing portlets. We can assume that this is just
atemporary problem that will be overcome. Taking into account that the
majority of costs are in maintenance, the development manager will try to
minimize the exposure to non-standard technologies. The second large
risk is the number of cooperating components in the development pro-
cess, such as open source tools, frameworks, and programming systems.
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Similar to the client-server processing, the number of different skills
necessary for the development increases the risk and costs.

*  What kind of support team will be necessary after deployment? How
can you formulate the service level agreements? It is necessary to
assume that the composition of the support team will be similar to the
composition of the development team; only the size will be different.
Therefore, support is quite costly. The reduction of the development and
maintenance costs is still not possible to achieve.

*  Whatis the critical size for a user population that justifies the use of
portals? Thereis noreal reason to dedicate portlets to a large population.
Itisthe “modus operandi,” or a person’s manner of working, that decides
whether the portletis suitable or not.

*  What “extras” need to be tested in the development phase? 1t is
necessary to testthe whole site, including themes, skins, navigation, all
hyperlinks, and, of course, the function, and content.

*  Willtheportlet design influence the system performance? If so, how?
One of'the factors that influences the response time is the size of themes,
skins, and style sheets. These need to be transferred viacommunication
lines, and therefore influence performance.

»  Should the edit mode be used to customize the portlets? How will it
change the behavior and navigation in the system? Edit and config-
ure modes have different functions, as described in the previous sections.
These should be used for customization, as they fitthe modern view of the
user administrator customizing various properties of the deployed
portlet, rather than the programmer or a support person. In general, edit
mode should be used by the users, while configure mode will be used by
the administrator. The technical personnel should not customize the
portlets in production.

*  Should one portlet be shown in more than one page? Generally, yes,
the portlet should be regarded as a building block that can be reused if
necessary and convenient.

*  Whatdisaster recovery services should be designed for portals? Are
there any differences between portals and Web Services? How can
you deal with the situation that some portlets are more critical for
business than others? The general principles of disaster recovery apply
to portals as well. However, itis possible to envisage a situation where
only one of several portlets on the Web page becomes unavailable. This
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is specifically relevant in the situation where remote portlets are displayed
on a Web page. The interdependency between portlets that exchange
messages should be taken into account. In principle, the disaster recovery
should apply to the Web server and portal applications, rather than to
individual portlets.

What is the influence of page size on the performance of the portal?
The themes and skins influence the size of the page; therefore, they
influence the perception of the performance ofthe portal.

When using portable devices, will it be difficult to adjust the portal
interface to the limited real estate? Suitability of portable devices to
portal interfaces is similar to Web pages, as the portlets existona Web
page. Portable devices will use a different GUI style than full-scale
devices.

Since portals integrate many applications, where will the editing and
configuration information be stored? The configuration values are stored
inthe service database used by the portal. This fact influences the disaster
recovery plans, which must take into account the service database and its
highavailability.

What methodology should be used in the development of portlets?
There is no fundamental difference in the development methodology ofa
portletand a Web page. However, it is worth mentioning that the portlet
generally takes longer to develop than a servlet.

Canaportal page URL be bookmarked? 1t can, but it should not. Often
the portlet creates a session with the server, and it uses various states and/
or state information for its functions. Ifa Web page containing the portlet
isevoked though a URL, the state information may be lost. The program-
mer should prevent duplicate invocation of the same portlet, and he/she
should also prevent re-entering the portlet other than through the page
navigation. There is a well-known pattern describing the prevention of
bookmarked entry, using tokens.

How do you provide printing from portlets? Printing does not come
automatically with the portlet. It needs to be programmed. This increases
the costof development.

How can you estimate portlet development costs? It is necessary to
take into account the MV C pattern when estimating, as these components
will typically be developed using J2EE or pure Java and JSP. A good
practice is to develop metrics for each type of component and to
categorize the estimates in terms of “complex,” “medium,” and “simple.”
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*  How can you implement the portlet and portal help text? Both types
of Help can be developed using some kind of document management
system that can generate portlet fragments. This way, the Help is dis-
played in a separate portlet and associated with the relevant portlet or
portal. The important thing to remember is that traditional (client-server)
Help creation systems cannot be employed.

*  How do you charge customers for placing portlets in specific posi-
tions on the Web page? 1t is possible to create a charging model that
utilizes the advantage of placing the portlet in a specific position on the
Web page. This is different from the traditional Web page design, as the
position of the portlet on the page can be controlled at the deployment/
administration level.

*  Howdo you address the level of sophistication of the portlet GUI? A
GUI s typically created through JSP. The lack of expressiveness of JSP
can be supplemented with Javascript. Please be aware that the Javascript
canbe suppressed by the browser settings, and the portlet may appear to
be not working properly.

*  What navigational strategies should be used in portals? It is recom-
mended to use navigation panes, buttons, and hyperlinks, rather than back
buttons and bookmarked URLs. The nature of portlets is such that they
maintain the status when the user navigates to another portlet on the same
page. This can be confusing to users, as they instinctively expect the
portlets to start from their initial state each time the portlets are re-entered.

*  Whatis the behavior of a portlet when a link within it is hit? Typically,
alink within a portlet takes the user to another Web page. This page will
take up the size of the portal page and therefore “replace” the portal page.
Alternatively, the page can create anew window and leave the original
portal window untouched. However, in the latter case, the designer is left
with the problem of how to prevent the user from opening too many new
windows unwittingly. Once the new page is displayed, the next problem
is one discussed before — how to get back to the original Web page.
Various navigational schemes are in use; most involve two-to-three level
menu systems implemented as trees or buttons or acombination of buttons
and trees. The development manager needs to be aware that the naviga-
tion does not come free but needs to be implemented and maintained,
especially when the navigation must work in conjunction with the security
system.
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What is the meaning of the minimize and maximize buttons in

portals? The minimize button transforms the portlet window into a very
small window, but the window itself does not disappear from the page.
The maximize button restores the window to its original size— typically
not to the full screen size. The behavior of these two buttons is very
different from the equivalent Web buttons.

What are consequences of the different behavior of the “back”
button? Since the portlet maintains its state, the use of the browser back
button often causes surprises to the user; when pressed, the back button
returns the user to the last used state of the portlet; there is no initialization
of the portlet. It is recommended to discourage users from using any
navigation than the one designed into portal itself. This can be achieved by
obscuring the browser navigational buttons and providing the navigation
inthe functional space of the application or content.

How can you manage the uptime of the portal? 1t is, of course, most
important to keep the portal software running. There are two other
situations when the portal or its parts may be down: (1) when installing a
new version of the portal infrastructure, and (2) when deploying portlets.
The operation and support people must address these situations in the
operation and DRP plans. In some situations, the portlets can be deployed
while their previous versions are running. The designers ofthe system must
be aware of the service level consequences when deploying mission
critical portlets.

Caching strategies — what are they and how should they be used? To
improve performance, various caching strategies and products can be
used. These strategies must be included in the detailed design of the portlet
application.

How many portals should there be in an enterprise? The question of
the number of portals should be transformed to the number of types of
portal. For example, the portal operating on the Intranet should not be
mixed with a different portal operating on the Internet for security reasons.
Generally, there is no other good reason for maintaining many different
portals except performance optimization.

Should there be one code base for the portal applications? There is no
compelling reason to keep the code together. However, for the mainte-
nance and deployment ofthe code, it may be practical. Remember that the
war packaging file contains all classes and resources that are needed for
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the application. It is possible to package them in such a way that the
common or shared resources are accessible from all packages.

» Is it possible and advisable to implement shortcut keystrokes in a
portlet? Itis possible butnotadvisable. There are two good reasons for
it:

* Imaginethatthere can be more than one portlet onaportal Web page.
The portlets are installed on the page by the portal administrator.
Therefore, the decision of which portlets should be on the page is
made by the business owner, rather than the designer. Consequently,
there could be a clash of keystrokes and confusion to the users.

* Thereisachancethatthe keystroke is sentto either the wrong portlet
or all portlets. It is possible to send the keystroke to the portlet in
focus, but that can be risky if the user does not realize it. We
recommend that the keystrokes shortcuts not be used, which is also
acommon practice on the Web pages.

Inconclusion, itshould be clear that the Web development manager or designer
must be equipped with new skills when taking part in portal development,
whether the applications are informational or functional. There is a distinct
paradigm shift in the portal graphical user interface, the function of portlets in
information and data processing, and in the networking capabilities of portlets
and Web Services. Despite this paradigm shift, many portal development
managers and designers try to mimic the Web paradigm in portal. This raises
two questions: why should you use portal in such a case, and why should the
new paradigm be used?

Finally, the fundamental change in the portal approach requires a substantial
educational and training effort, reminding us of similar efforts that occurred
when Graphical User Interfaces first appeared.

Future Trends
While having a crystal ballis a great privilege thatis not given to many people,
we can attempt to see the pointers to the future:
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+  Convergence of portals—portals will become integrators of applications
thatare not necessarily homogenous, magnifying the capabilities of the
user many times over.

+  Standardization of portals — portals, and specifically portlets, will be
standardized so that the interchange of packaged products will be
possible. Also, the remote portlets, combined with Web Services, will
become more common and practical.

*  Opensource portals and portlets should gain popularity together with the
standardization.

*  The portal will become the enterprise desktop of the future. The new
paradigm will be accepted, together with the single sign-on and security
standards.

*  Wirelessusage of the portal will take over enterprise computing.

Ifthe portal is to become the enterprise desktop of the future, reports Hurwitz
Group, the portal market space and offerings must overcome the notion that the
portal is nothing more than an overdressed browser interface.

For the market to reach its potential, applications must be delivered through the
portal. The portal must make its presence known beyond just the presentation
of'datathrough aportal interface. Application delivery and usage through the
portal is the validation point. The ability to aggregate, change, and deliver
composite applications built from parts of competing vendors’ existing appli-
cations implies a tremendous amount of programming for the portal software
vendors and the portal customers. This programming necessity will slow portal
adoption for applicationuse. Over time, as composite applications become the
norm, the portal software vendors (and system integrators) will provide tools
toreduce the programming needed today.

The changing development practices will see new types of portal development
personnel, new tools, and new approaches.

Finally, the opportunity in the wireless portal space will be huge. The form
factors available for wireless devices to access and use portals and portal
applications will far outnumber enterprise desktop computer portals. Building
the composite applications for the enterprise will be the stepping-stone to
providing the tools (auto-discovery, auto-aware, auto-connect, and guaran-
teed delivery) that will drive the wireless portal space.
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Chapter XVIII

Grids

Grid Goals

This section describes some of the more important goals of a Grid system. The
Grid carries with itmany ideas central to other sharing technologies, such as the
network operating system (NOS), and cluster computing. A common aim
among these technologies is to maintain a single system image. Such a system
would run across multiple machines, allowing its users to reasonably think they
were using only one machine, when in fact they are accessing resources on any
ofthe connected machines (Biswas, Lazar, Huard, Lim, Mahjoub, Pau, etal.,
1998).

Transparency

Transparency is a strong characteristic ina NOS and Grid network. (Biswas
etal., 1998) provides useful definitions for two levels of transparency: user
transparency, which gives users the illusion of one computer; and application
transparency, which gives applications the illusion of one computer. User
transparency is easier to achieve because it is software that performs the
translation somewhere. Application transparency is harder to achieve because
itimplies an additional software layer between applications and the operating
systemunless the operating system itself does the translating, in which case it
probably counts as a true single system image. Of course, cluster computing
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(Tennenhouse, Smith, Sincoskie, Wetherall, & Minden, 1997) lists eight
network operating system transparencies in that a system might address in
order to provide the illusion of a single image.

*  Location transparency: auser does not need to know where aresource
isphysically stored in order to use it; no resource would have a file prefix
consisting of amachine name (even though the resource might need to be
addressed by the operating system using the machine name).

*  Namespace transparency: the same naming conventions (case sensitiv-
ity, directory separators, drive identification) must be used to identify all
resources on the network operating system.

*  Logon transparency: ausername and password identifies a user for all
resources on the network operating system. This is also referred to as
singlesignon.

*  Replication transparency: the network operating system may maintain
several copies of important resources on multiple machines in the system,
butauser will never see more than one.

* Local/remote access transparency: access controls and directory
services must be handled invisibly so that remote resources can be used
inthe same way as local resources, for example, the user should not be
able to tell the difference between them anyway.

*  Distributed time transparency: the internal clocks of all machines in the
network operating system must be synchronized. This is crucial to the
parallel processing of some tasks.

*  Failure transparency: the user will never know if a network error
occurred because the system should be able to recover and use failsafe
techniques to make sure the request succeeds.

*  Administration transparency: there will be just one administration
interface, integrated with all local management services.

While the idea of a network operating system has for the most part declined,
the ideals live on in the goals for Grid networking. All of these transparencies
suitthe idea of a Grid network where a user may never be aware that they are
even accessing applications and resources on a Grid network as opposed to
their local machine ora single server.
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Exploiting Underutilized Resources

Most systems involving multiple computers will have many machines thatare
notused all the time—or even amajority ofthe time. A goal of the Grid network
is to put this unused CPU time to good use. It could be thata project can only
be completed in time if extra computer resources are devoted to it. It could be
that a Web-based application needs access to extra processing power on
demand to deal with unexpected peaks inusage and still responds reliably to
allrequests. All of these examples involve making greater use of otherwise idle
equipment.

Parallel CPU Capacity

Many jobs can be decomposed into smaller sub-jobs and run on multiple
machines. Ifthese tasks can be completed in parallel, the total time taken to
complete the task can be greatly reduced. Perfect scalability occurs when ajob
run on 10 machines will take halfas long as it would if run on five machines.
Applications that splitjobs into subjobs mustbe aware of dependencies between
sub-jobs and have ways of managing these dependencies. Bad management of
dependencies can lead to deadlock or, more likely, too much time being spent
waiting for a sub-job to complete before the next one can be run.

Grid Applications

The underlying motivation for a Grid network will always rest on what
applications will be run on it. Grid applications are scalable. They are able to
access new resources as needed in order to cope with increased requirements.
They are able to run sub-jobs in parallel to get a job completed faster.

Itis important to understand that not all applications can benefit from Grid
technology; it does not make sense for many applications run in parallel, many
applications do notneed to scale. Most office applications would fit into this
category. Additionally, there is no easy method for transferring applications to
the Grid (Ferreira, 2002). This means that already existing applications must be
specifically adapted to a Grid. The modification may involve a complete re-
write of the application or the authoring of a wrapper or fagade to provide the
legacy application with an interface to the Grid.

There are some practical tools that skilled application designers can use to write
aparallel Grid application. However, automatic transformation of applications
is ascience in its infancy. This can be a difficult job and often requires top
mathematics and programming talents, if itis even possible in a given situation.
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New computationally intensive applications written today are being designed
for parallel execution, and these will be easily Grid-enabled, ifthey do not
already follow emerging Grid protocols and standards.

Collaboration through Virtual Resources and

Organizations

Virtual resources for collaboration. Resources accessible through a single
computer impose severe limitations on collaborative group projects requiring
frequent use of the resource. Grid systems allow computer resources attached
to the Grid to be shared by other users ofthe Grid, including data, equipment,
software, services, or software licenses.

Virtual organizations for collaboration: Users of the Grid can form groups with
specific privileges assigned to them for access to required resources.

Access to Additional Resources

Access to additional resources when needed. A Grid can provide access
to increased quantities of other resources, which a project may need in order
to complete in a timely manner.

Resource Balancing

Some applications that are Grid enabled can splita large task into smaller sub
tasks. A Grid can help such applications by moving sub tasks to machines with
low utilization. Using this concept of load balancing, Grids can handle peak
loads for an organization in two ways: an unexpected peak can be sentto idle
machines; or low priority tasks can be rescheduled or canceled to make way
for higher priority work.

Reliability
Grids offer vast potential for fault tolerance and increased reliability with the
ability to duplicate tasks to other machines in cases of failure or corruption.

Management

Grid management can be achieved through the setting of policies and priorities:
With the virtualization ofheterogeneous resources on the Grid comes the ability
to better visualize resource levels and implement controls over them. This in turn
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implies that each resource must be remotely manageable through a single
interface. Policies and priorities can be applied to visualizations, which can be
aggregated to provide a single point of management over grouped resources.

This may involve changes to the operating system to support Grid computing,
to provide facilities such as resource scheduling by name or parallel processing
primitives. This may occur ifthe techniques utilized in certain Grid networking
technologies become popular enough to see inclusion in the OS itself. Until
then, itis more likely that such features will remain in APIs and frameworks
hosted by the OS.

Grid Resources

The Grid is made up of many machines connected through anetwork, each of
which shares some or all of its resources. Machines on a Grid can be called
nodes, clients, hosts, or just resources. Machines on the Grid may freely share
resources with all users of the Grid or may put certain restrictions in place. Note
that word “machines” is used instead of “computers.” Ultimately, all resources
onthe Grid are shared through various computer systems, but itis not true that
all resources on the Grid are computers as in desktop PCs. For example,
machines on the NEESGrid project share resources offered by telepresence
and teleobservation equipment (Kesselman, Prudhomme, & Foster, 2004).

In this section, we shall examine what sorts of resources machines on the Grid
may offer.

Computation

Asitismostcommonly understood, a Grid network supplies spare computa-
tional power to meet unexpected spikes in demand for Grid applications.
Computational power is provided in the way of CPU time from whichever of
the Grid attached machines can spare it. The processors on a Grid donothave
to be of the same type or speed. They do not have to support the same OS or
be on motherboards that have memory, storage, or network connectivity. As
long as they are capable of running the Grid platform, different processors
supply similar resources with respect to Grid clients. Generally speaking, they
accepta Grid job, process it, and return whatever result is required.

Itis, however, possible for a Grid platform to discriminate between processors
based on certain QoS requirements. For example, ifajob has a high priority,
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itmay be given to a faster machine if the Grid platform is capable of reporting
such information about the processors on top of which itis running.

The Grid applications are likely to have Web application front ends, for
example accessed through Web pages. Web pages are an ideal medium for
many Grid front-ends. The client is abrowser enabled with appropriate plugins
suchas JRE or Macromedia Flash, which implies very little in the way of client
installation. Nearly all of the processing in such an application goes on at the
“back-end,” the Grid network.

There are three common ways for a Grid network to exploit the computational
resources of the machines atits disposal. All three have this in common: they
all take processing away from the Grid client and put itinto the Grid network.
The easiest is to run the required application on one of the available Grid
machines rather than locally on the Grid client. The second technique is for
“embarrassingly parallel” tasks. These are jobs that need to be run many times
over, usually with different sets of parameters each time, where there are no
dependencies between tasks. This means it does not matter which processor
runs which job and in what order the jobs are run. The application must know
how to send the job repeatedly back into the Grid network for execution and
collate results as appropriate for return to the Grid client initiating the request.
This is most likely to be some sort of batch processing job.

The third and arguably most complicated technique is to design the Grid
application so thatit may splitup a larger job into smaller sub-jobs that can be
executed in parallel on multiple Grid machines. The application mustknow how
to parcel a single job into sub-jobs, send the sub-jobs back into the Grid
network for execution, and collate results as appropriate for return to the Grid
clientinitiating the request. [fthere are any dependencies between sub-jobs,
then a scheduler or queuing mechanism may be involved. As with any
scheduling problem, complicated dependencies make it harder to calculate a
workable schedule to mange those dependencies. Scheduling can quickly
become more difficult than splitting a job into sub-jobs.

We can measure how efficiently the Grid network deals with these kinds of
tasks with ametric called “scalability.” In this context, scalability is a measure
ofhow well atask’s completion time can be shortened by adding additional
resources. A “perfectly scalable” task is one that if, by doubling the number of
processors working on a job, the time to complete the job is halved. This is
more likely to occurin the second of the techniques mentioned earlier, and there
are many factors limiting how scalable atask can be. For example, ifajob can
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only be splitinto four sub jobs, putting eight processors to the task in unlikely
to halve the completion time.

Storage

After computational power, the second most common resource shared over
Grid networks today is data storage capacity. Grid networks that are for the
most part devoted to data storage are often called “data Grids.” The type of
storage can be primary, such as RAM, or secondary, as in hard disk space.
Primary storage is faster, but volatile in that when the power goes off, the data
stored on the primary storage is gone. Secondary storage is persistent—data
is still there when the computer is turned back on.

It is most important for data storage resources on a Grid network to be
accessible through a unified scheme. In particular, the Grid network should
implement location transparency, namespace transparency, and replication
transparency. A Grid storage user should be able to use aunique name—which
may include some form of path—to refer to a file, whether that file is actually
copied on five different machines or splitup so that parts of itare stored on 10
different machines. A Grid storage user should have access to far more space
than asingle hard drive can hold, accounting measures notwithstanding. A Grid
storage user should expect more reliability from Grid storage than the average
hard drive offers. Files can be automatically replicated in the background,
cached “locally” for faster access, and always protected from viruses.

Some Grid storage systems offer quite advanced caching, replication, and
synchronization mechanisms so thatitis nigh impossible to lose a file or even
lose access to a file when itis being shared and modified by multiple users.

Communications

Communication as a resource in the Grid can be qualified as intra Grid
communication, thatis, bandwidth between nodes in the same Grid or external
communication, for example, bandwidth between the Grid and the Internet. In
a Grid network where intra Grid and external bandwidth can be accounted for,
many applications will find it vital to secure enough bandwidth for particular
tasks. Some systems may implement priority scheduling and routing mecha-
nisms to provide QoS guarantees in terms of metrics such as minimum
bandwidth, number oflost packets, or latency. Such management systems can
better visualize network topology and be able to identify bottlenecks and
record performance data.
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Software and Licenses

When an organization has a limited number of licenses for particular software,
the Grid network can assist by providing the software on a single machine
accessibleto all Grid clients. The software item may only run on one machine,
but anyone with access to the Grid network can submitajob to that software
from his or her own Grid connected computer. Naturally, this is an enticing
proposition for software titles with exorbitant multiuser license fees. Con-
versely, vendors may be proportionately reticent about supporting an applica-
tion for the Grid, knowing they will miss out on extra license fees, especially if
they have to modify the application to “Grid enable” it.

Knowledge of licenses as another Grid resource can be useful for some
advanced license agreement terms, for example, a license that permits a title to
beinstalled everywhere on the Grid but only have a limited number of instances
ofthat title running at the same time. The Grid network needs to be aware of
how many instances are running and upon which machines they are running in
order to make decisions about where to send ajob involving that application.

Specialized Equipment and Capabilities

Similar to the chapter “Software and Licenses,” Grid networks may also be
designed to allow access to specialized equipment attached to the Grid.
NEESit, discussed later in this chapter, is a very good example of this, where
the Grid provides distributed and remote access to equipment for conducting
earthquake simulations such as shake tables and centrifuges.

The Grid network may have other specialized resources, apart from hardware.
Consider the case of software that can only run on a particular OS or a program
that is known to work particularly well on a certain Grid node. If the Grid
network is aware of those special capabilities, it can consider that knowledge
when deciding where and when to send jobs.

Grid Architectures:
Physical and Logical

There is no single accepted definition of what a Grid network actually is, and
there is certainly no agreed upon standard architecture. However, there is a set
of principles reflected in the design of most Grid networks that allows the

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Grids 255

topology of the Grid network to scale in response to change, and the influence
ofthese principles shall be discussed in this section.

Recall that the goals behind Grid networks include exploiting under-utilized
resources, making use of parallel CPU capacity, providing mechanisms for
collaboration, and offering access to additional resources on demand. These
goals are signs of anetwork of resources seeking to expand. Grid networks are
designed to be scalable in many different ways. The Grid can grow across
organization, geographic, and inter-Grid boundaries.

What is a Grid Network?

Before we discuss how a Grid topology can scale in response to change, we
should attempt to put in place a clear definition of whata Grid network is. We
have already mentioned that a goal for Grid networks is to share resources such
as CPU time, storage, or specialized hardware. But there are many other types
of'technology that already do this, such as the Network Operating System
(NOS), Cluster computing, or Network File Systems. Do these technologies
also count as a form of Grid network? What separates a Grid network from
othertechnologies that are good at sharing resources? Search the Internet, and
you will find references to many types of “Grid” technology: Computational
Grid, Data Grid, Storage Grid, Cluster Grid, Science Grid, Knowledge Grid,
and Sensor Grid are just a few. Do all of these count as Grid networks?

Ultimately, the worth of Grid technology will be derived from the results it
delivers, not whether it can legitimately be referred to as a Grid technology.

However, we still need a relatively clear definition of the term to prevent
different parties from using the same term to mean different things. This book
adopts the following definition: a Grid network “is a system that coordinates
resources that are not subject to centralized control using standard, open,

general purpose protocols and interfaces to deliver non-trivial qualities of
service” (Foster, 2002). This definition expresses three concepts that the
authors of this book find meaningful:

*  Coordinates resources that are not subject to centralized control. This
differentiates a Grid network from systems that fallunder a local system
ofmanagement, such as a Cluster or NOS. Grid networks provide a way
to manage resources that are governed by different sets of policies or
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owned by different controlling entities, which may even be interested in
accounting foraccess.

*  Controlusing standard, open, general purpose protocols and interfaces.
General purpose protocols and interfaces are used to define Grid network
primitives with a level of abstraction thatallows them to be implemented
on heterogeneous systems. Grid network primitives provide mechanisms
forauthorization, discovery, and invocation. The allowance for heteroge-
neous systems is vital for a technology that will be distributed across
multiple domains of control that are intrinsically unlikely to use homog-
enous systems. The importance of these open standards differentiates a
Grid network from application specific systems.

*  Todeliver non-trivial qualities of service. It is advantageous to share
resources only if by doing so we can improve the way we work. A Grid
is something that must coordinate the resources at its disposal so that the
work done with the Grid is better than the work done without the Grid. The
actual metrics used must depend on the goals of the particular Grid
network but may incorporate such measurements as availability, through-
put, reliability, security, or latency.

Under this definition, something that can only work ona LAN would notbe a
Grid, Cluster management systems for example. Technology that does not co-
ordinate resources to enhance usage of those resources would not be a Grid,
the Internet for example. All of the examples discussed in the sections on
research projects and early adopters count as Grid networks.

Grid Network Topology and Scalability

The next section broadly discusses how the topology of a Grid network can
change inresponse to growth by the organizations using the Grid. This section
demonstrates various ways that Grid technology can meet scalability require-
ments, allowing global Grid networks that cross organizational boundaries and
even co-operate with other Grids.

Intra-Organizational to Inter-Organizational

Consider an intra-organizational Grid network constructed and owned by a
single organization. Putin place to share resources between departments or
groups within a single organization, the Grid network would most likely be
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located on asingle site and operate within one ore more interconnected LANS.
Grid networks that service a single organization or enterprise must still be
scalable. The organization may grow and come to take over multiple sites. The
need for extending the Grid network will mirror the organization’s own growth.

Asanorganization expands, its need for massive computer-based resources
may outstrip its capability to provide for it. The cost to buy and maintain ever-
increasing amounts of hardware may become prohibitive. Alternately, the
organization mightnot have an adequate skill base to maintain such alarge and
ever-growing venture in-house. At this point, the solution could involve joining
someone else’s Grid network, that is, outsourcing part of their requirements to
an external Grid network provider. A single Grid network that consists of
participants from different organizations can be called a VO, illustrated in
Figure 131. External providers might offer a far more attractive alternative to
organizations considering setting up their first Grid network.

Thisis thekind of economic imperative that will drive Grid networks to grow
inscaleacross organizational boundaries. The Grid will grow from being mostly
intra-organizational affairs, shared by departments in an organization, to
become inter-organizational business arrangements with Grid network provid-
ers supplying resources to members ofa VO.

Local to Global

The previous section attempted to show why Grid architectures must encom-
pass the idea of scalability beyond organizational boundaries. As an organiza-
tion grows, its need for Grid network resources may grow beyond its ability to
provide internally, so the organization becomes part ofa VO, obtaining certain
Grid resources from an external provider. However, some businesses have

Figure 131. Organizational scalability in the Grid network
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Figure 132. Geographic scalability in the Grid network
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enough financial resources that they can provide for an expanding Grid network
to match their own expansion.

When an organization occupies asingle building, networks will typically consist
ofone or more high speed LANS, using Ethernet, or perhaps fibre optic cable.
Switches, routers, and hubs will be used to connect the machines together, and
one or two machines will form gateways to segregate the organization’s
network from the Internet. Within the organization’s network, itis hoped that
Grid access should always be fast and highly reliable.

Asanorganization grows, it will spread out to take over more sites. Adjoining
buildings make it easy for an organization to ensure that shared network
resources are justas reliable between sites as they are within sites. However,
itis more likely that an organization will spread to a different suburb, state, or
even country. Asanorganization becomes distributed geographically, itis likely
to need a Grid network that can still support each site equally. If the
organization wishes to expand its own Grid as it expands, a Grid network must
be able to scale geographically.

Anyone who has used the Internet knows that even with a high speed
connection, accessing some resources can be slow and unreliable. The Internet
is an uncontrolled network. If a resource becomes unresponsive or stops
working altogether, itis rare indeed that a single phone call to IT support will
fix the problem. This does not diminish the need for an organization to scale their
Grid network geographically. It only means that the organization must be
careful to do all they can to ensure that Grid network coverage in distributed
sitesisas reliable as possible.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Grids 259

Intra-Grid to Inter-Grid

The previous section outlined why Grid architectures must encompass the idea
of scalability beyond geographical boundaries. As an organization grows
larger, its Grid network can grow with it and still remain the domain of one
organization. It was pointed out that unless the new site is literally next door,
the Grid would need to scale beyond the LAN, probably to multiple LANs
across the Internet. The section on intra-organizational to inter-organizational
Grids showed one way to respond to growth by joining a VO that can provide
required resources. The section on local to global Grids showed another way
ofresponding by expanding the existing Grid network. This section shows yet
another way of responding, this time by having the existing Grid network co-
operate with other Grid networks, illustrated in Figure 133.

Many Grid networks specialize in particular areas of technology or service.
Grid networks can co-operate even if they belong to different organizations or
VOs, as long as appropriate rights are granted. Doubtless, such partnerships
will be accounted for in different ways, perhaps through payment or compen-
satory services. The advantage ofthis approach is the same as that accrued to
any business partnership, which is that each partner relies on the other to
provide some capability that could not otherwise be provided.

Atfirst glance, there is not much difference between topology shown in the
sections on Intra-Organizational to Inter-Organizational and Intra-Grid to
Inter-Grid. The distinction is revealed when you consider the first part of the
definition given inthe section titled “What is a Grid Network?”, thatis, a Grid
network coordinates resources for itself. Two Grid networks co-operating
may be able to submit jobs for each other, but they would not normally make
coordination decisions for each other. There is a coherent boundary of control
separating Grid networks.

Figure 133. Inter-Grid scalability in the Grid network
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Visualization

Grid networks should be able to scale without having to change the structures
used to manage or visualize resources on the Grid network. Tools to manage
Grid resources can be thought ofas visualizations into the pools of resources
they manage. If such visualizations are aggregated, they can offer control over
larger groups of resources. In such a fashion, schemes can be developed to
scale the Grid from local to global without changing the structure presented by
the visualization. Figure 134 shows conceptually thata visualization aggregates
management over the resources in a Grid so that decisions can be made about
how those resources are used.

InFigure 134, amanagement application provides some kind of visualization
into resources on the Grid and allows decisions to be made remotely about how
to manage resources on the Grid. With an appropriate scheme, visualizations
can cover multiple Grid networks, creating a federation of Grid networks,
illustrated in Figure 135.

Figure 135 conceptually shows a federation of Grid networks being managed
by avisualization tool. The network is split into clusters or sub-networks of
machines, where each clusterisa LAN or set of LANs with similar management
and administration policies. Grid nodes are computers connected to the
network that run whatever Grid client software is required. Nodes within the
same cluster will typically communicate through a high-speed network. Nodes
indifferent clusters will communicate through high-speed networks, though this
may not always be the case.

Figure 134. Management of a Grid network through visualization

over (Hopefully) High
speed Internet

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Grids 261

Figure 135. Management of a federation of Grid networks through
visualization
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Note that “cluster” is not used here to represent a cluster of tightly coupled
machines of similar types with dedicated network connections, as in the
traditional idea of cluster computing. Itis instead meant to represent a large
group of computers on a single LAN or collection of LANs that share a
common network boundary and are likely to have fast network connections.

The powers ofa visualization tool would be curbed by the system of policies
and permissions within each Grid network, for example the decisions one Grid
can make about another Grid would be a subset of those decisions the Grid
could make aboutitself. However, the visualization should be the same.

OGSA:

Web Services as a Grid Platform
This section shall discuss the approach taken by the defacto standard in Grid
computing platforms, Open Grid Services Architecture (OGSA) as imple-
mented by the Globus Toolkit. It shall begin in the section on service-oriented
architecture with a discussion ofhow Service Oriented Architecture is used to
create a Grid Web Services framework. The section on OGSA, OGSI and
WSREF: from GT3 to GT4 shall examine the current Globus standards, OGSI
in GT3 and WSRF in GT4, and the section on the differences between Web
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Services and Grid Web Services will compare them with Web Services in
general. Then we shall examine some of the core components that form Globus’
Grid Network framework: state management, interface inheritance, lifecycle
management, notification, service groups, and addressing. Finally, the sections
on anatomy ofa WSDL file and anatomy of a GWSDL file shall present an
overview of the WSDL and GWSDL formats.

Service-Oriented Architecture

This section will discuss how general principles behind service-oriented
architectures (SOA) are reflected in Web Services in general and OGSA
specifically. The approach to Grid networking described here chooses to view
a Grid network as a set of services being shared rather than a set of physical
resources being shared, for example OGSA is aservice-oriented architecture.
A service is defined as being a network-enabled entity that provides some set
of capabilities, that is, provides a service, through a well-defined interface. The
serviceisinvoked through a series of message exchanges between the service
and client. This is not the same concept as an object in Object Oriented
Programming (OOP) parlance, though it will be seen that there are many
similarities.

A virtual organization (VO) is loosely defined as the collection of individuals
and organizations that form the community around which a Grid network is
centered. Different entities in the VO may perform different functions: resource
providers, consumers, brokers, or anything in between. The individuals and
organizations that make up a VO will generally be very different from each
other. They will have vastly different purposes, structures, cultures, and
practices. They are, however, brought together in order to fulfil their roles as
part ofthe Grid network community. Since Grid networks are always formed
forarelatively specific purpose, this gives them much in common despite their
differences.

Itispossible to identify a broad set of technological requirements that all those
participating ina VO have in common. These requirements are compelling
reasons to become part ofa Grid network. The rest of this section will examine
the nature of these requirements and the mechanisms available to support them.

Interoperability
A critical requirement for any Grid network is interoperability across the
heterogeneous resources offered by the disparate parties withina VO. For the
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SOA described here, interoperability is achieved by creating a layer of
common abstraction over all implementations. The abstraction layer consists of
two components, listed next.

* Interfaces to model services offered by the Grid network.

*  Protocolsneeded to discover and invoke implementations of the services.

The interface defines the capabilities of a service, but says nothing about what
protocols should be used to invoke the service, for example should it? A
binding links particular implementation ofa service with a specific protocol or
set of protocols that can be used to invoke the service.

SOA Requirements
Inchoosing an SOA for implementation of a Grid technology, other require-
ments can be identified. The major ones are discussed next.

*  Theinterfaces definition framework and protocols chosen will form a set
of standards that must be widely accepted for the SOA to be widely
accepted. OGSA rests on Web Services. The standards chosen are
WSRF, OGSI, and WS.

*  Thearchitecture must embed the same sorts of transparencies already
discussed in the section on Grid goals. This includes, most importantly,
local/remote transparency.

*  The SOA mustadapttolocal OS services, meaning that interfaces must
be implemented for specific operating systems. In other words, the Grid
framework mustbe ported to the different OSs on which it will be hosted.

*  The SOA mustbedesigned in such a way that there are clearly defined
uniform service semantics, that is, the same functionality on different
services should fulfill the same contract. This is achieved primarily by
making sure the contract of each interface is communicated clearly
through documentation.

Virtualization

OGSA defines a Grid network of virtualized services defined by interfaces.
In this definition, virtualization means the encapsulation ofa wide variety of
implementations behind common service interfaces.
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Figure 136. Mapping of logical to physical services
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There are distinct advantages to virtualization. Common semantics through
shared interfaces implies consistent access to resources across heterogenous
platforms. All services actin the same way, whether they are local or remote.
Multiple logical resources or references to resources can be mapped to the
same physical resource, shown in Figure 136, meaning that several clients can
share areference to the same remote service.

Composition of services is another major advantage to the virtualization of
services. Without having to know how a service is implemented, it can be
incorporated into alarger service. Further, management of these compositions
should be as easy as management of the individual services, since all services
share the same basic semantics, whether it is a composite service or not. The
assumption here is that all services will implement and expose common
management semantics.

Service Semantics

This section briefly discusses the importance of service semantics inan SOA.
The semantics of an interface defines the meaning that an interface has within
some context; further, the semantics of each function or action or capability
within the interface defines the meaning of that action, function, or capability
within the context of the interface. For example, the semantics of a
CurrencyConverterinterface would be that the service knows about different
types of currency and how to convert sums between them. The semantics of an
action called convert within that interface is that the action would perform
currency conversion.
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The semantics of an interface should always be given without stating precisely
how that effect will be implemented. For example, the CurrencyConverter
interface should not indicate whether the service refers to an Access Database,
alocal file system, or a flat file on a particular remote server.

The choice of binding should not affect service semantics, but this does not
preventa specific binding from being chosen for other reasons. For example,
to fulfill a QoS metric, HTTP might be chosen over FTP.

Stateful Services

In an SOA, a client communicates with a service through an interface.
Interfaces define the capabilities of the service and have no intrinsic notion of
state. However, an interface most often implies the existence of some state,
which is manipulated by the service each time amessage exchange occurs. This
section will outline three general relationships that may exist between interface
and state: the stateless service, the conversational service, and the service that
actsupon a stateful resource (Foster, 2004).

The stateless service does not store data and only uses information contained
within input messages. An example of a stateless service would be an image
processor thatreceives an image, manipulates it in some way, and returns the
end result without saving it for future reference. The service acts upon data
stored in the messages and responds without storing any state data. Problems
arise when the amount of state data becomes unwieldy or when the service
needs to remember data from the message exchanges.

The conversational service relies on message exchanges occurring inalogical
order to determine what processing should occur. The result of an operation
depends on a previous operation and can affect subsequent operations. Some
Web applications implement conversational state by storing datain HTTP
sessions or cookies. The service interprets data in the session or cookies to
work out what processing should occur next, as opposed to the client invoking
aparticular operation. It is argued that conversational services are used by
techniques such as WS-Coordination, WS-Context, and WS-Policy, as they
are based upon propagation of execution context in message headers (Foster,
2004).

A service thatacts upon stateful resources is a service whose implementation
manipulates some form of stateful resource in response to the message
exchanges between itselfand the service invoker. The service is stateful with
respect to the client but may be implemented in a stateless manner, as we will
seeinthe nextsection.
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Stateless Implementations, Stateful Interfaces

The property of statelessness is seen as a good thing because it can increase the
scalability and robustness ofa system (Foster, 2004). A stateless service can
be restarted without having to worry about the history of prior actions.
Additionally, it is easy to create and destroy stateless services, perhaps in
response to changing loads. Statelessness has advantages for distributed
systems that need to offer properties amenable to active load balance algo-
rithms, which is a common requirement for Grid computing platforms. This
section demonstrates how an SOA can maintain a stateless interface and a
stateful implementation. It also shows how Web Services use explicit state,
while Grid Web Services use implicit state.

Some services propagate state explicitly. Inaservice-oriented architecture, a
client typically expects to communicate with a persistent service that exposes
agiveninterface, where the interface has no inbuiltnotion of state. Indeed, Web
Services are often used to represent persistent utility functions where multiple
invocations of the Web service are seen as individual transactions, independent
ofeach other. This does not mean that Web Services are stateless, only that the
notion of state is not a feature of the architecture. It has to be implemented by
Web service programmers.

Web Services (and many Web applications) propagate state explicitly. The
server uses some form of session variable and/or has a backend data store.
Requests from the client include an identifying token that the server canuse as
areference to look up stored data about the client.

Ina Webservice, aservice requestor usually interacts with the state of their
message exchange through indirect reference that will most commonly take the
form of a record identifier that is passed to and from service and service
requestor with each message. The mechanism for implementing this exchange
is built into the application and not the Web Services architecture. The
application developer must ensure that each message exchange between
service and service requestor propagates sufficient information that the appro-
priate message exchange state can be looked up in a data store.

Inthe case study presented later in this chapter, it can be seen from Figure 143
that an order identification must be passed with each message. The service
implementation uses thatidentifier to look up data for the order. In this way, the
service is seen by the service requestor to be stateful, but the service is actually
stateless since the Web service component itself does not store data. The
storage of data is delegated to another component, the data store, which can
beremote.
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Some services propagate state implicitly. From the perspective of the service
requestor, a service is often, for all intents and purposes, an instance of the
service with state, thatis, an object of some type, perhaps instantiated at the
behest of the requestor itself. This pattern is most obvious in distributed object
systems such as CORBA, EJB, or RMLI. It is also seen in OGSA Grid Web
Services under both GT3 and GT4. From the point of view of a service
requestor, each instance of the server application holds its own state and
typically interacts with just one client or alogical client group of clients.

Central to distributed object patterns are the notions of object state and
reference (Vogels, 2003). The reference is the handle by which an object client
can refer to the object. It is what a client uses to access the object, invoke
operations on it, or examine properties of it. The reference is an item of data
that the client can pass around to different processes, ensuring that the object
canbe uniquely accessed from multiple points within a system. The reference
can also be used to determine equality between instances of the same type; the
implication of this statement is that areference is the means by which an object-
client canrepresent the identity of the object to which itis a client.

The notion of state is important to an object, because it is the ability of object
instances to hold their own distinct states that separates the notion ofhaving
multiple object references — to objects with different states — from having
multiple service references, all to a service with a single state. It is generally
understood thata service is much like a singleton, a single point of reference to
asetof functions and not to be considered an object in its own right.

From the service requestor’s points of view, they interact with the state of their
message exchange, but state is implied through reference to an instance of the
servicerather than explicitly propagating state through some identifying token.
Further, the implicitrecognition of state through reference to a service instance
asseenin Grid Web Services is a framework level construct. Identification of
state is made at the architectural level and achieved through the URL or GSR
under GT3. In GT4, state identification occurs within the messages through
WS-Addressing. Inboth cases, it is handled as part of the Grid Web Services
architecture and is not application specific, meaning the application program-
mer never has to code their own identification mechanisms into the system.
Passing an identifier back and forth in Web Services occurs at the application
level, implemented by the programmer. The distinct advantage here is that it is
astandardized way ofhandling state references and that an application does not
have to implement this feature for itself.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



268 Polgar, Bram, & Polgar

Inthe case study presented later in this chapter, it can be seen from Figure 144
that no order id must be passed with each message. In OGSA Grid Web
Services, the services are made stateful because OGS A has overlaid portions
of a distributed object pattern on top of Web Services. Service requestors
access an instance of the service they require, the implication being that each
instance is an “object” that provides state and behavior.

In GT3, the service requestor invokes operations directly on the instance of the
Web service that it has reference to from the creation operation. Creation
occurs when a requestor accesses a Grid service factory and requests an
instance ofthe required service. The reference is a GSH thatis discussed in the
section on addressing. Structurally, the GT3 Grid Web service is made stateful
by the appearance of architecture features such as SDEs.

GT4 Grid Web service interfaces are stateful, but the implementations are
stateless. This has come about because GT4 conforms to the WSDL Web
service standards, which have no concept of state. GT4 Web service imple-
mentations are stateless because the Grid Web service component delegates
responsibility for state management to a WS-Resource.

Importantly, client requests never need to contain session or user IDs because
the server instance assumes all communications interact directly with its current
state.

OGSA, OGSI, and WSRF:
From GT3 to GT4

The Open Grid Services Architecture (OGSA) is the current defacto architec-
ture for most Grid networks. Web Services under WSDL is the OGSA
middleware platform, making OGSA ahighly interoperable SOA. With the
Globus Toolkit 3 (GT3), Globus implemented OGSA with the Open Grid
Services Infrastructure (OGSI), which did not converge with WSDL standards
as expected. In2004, the Web Services Resource Framework (WSRF) was
announced, which improves upon and will replace OGSI. Additionally, WSRF
is fully compliant with the current WSDL standard (1.1), making OGSA Grid
networks even more interoperable. The next version of the Globus Toolkit
(GT4) will be released in 2005 and will be the first full implementation of
WSRF.
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Differences between Web Services and Grid Web

Services

This section discusses the distinctions between Grid Web Services and Web
Services, revealing how object oriented design (OOD) and SOA merge to give
Globus’ Grid Web Services. Under OGSIand GT3, Grid Web Services are
asubclass of Web Services, with the differences made apparent by the use of
a different description language: GT3 Grid Web services use Grid Web
Services Definition Language (GWSDL) instead of WSDL. Under WSRF and
GT4, Grid Web Services may still be thought of as a subclass of Web Services,
butthey use the same definition language. WSRF has moved the distinguishing
features out of the interface definition language.

Grid Services enhances Web Services primarily through the introduction of
state as a standard feature of the framework. The OGSImodel of Grid services
developed by the Global Grid Forum (GGF, http://www.globalgridforum.org)
extended WSDL, adding two key requirements (Joseph, 2003):

*  Theability to describe interface inheritance: this is amost powerful
technique for the propagation of base Grid Web Service semantics, since
aservice can declare itselfto inherit from one or more base interfaces.

*  The ability to define service data elements attached to the inter-
face: this approach involves amechanism for all Grid Web Services to
expose state data to requestors for query, update, and change notification
(Foster,2002).

The technologies that GT3 services are builton (OGSA, OGSI, and GT3) are
based on standard Web Services technologies such as SOAP and WSDL.
However, the two features identified previously are required by Grid service
interfaces and not supported by the current version of the Web service interface
language (WSDL 1.1). These features were to be made available in WSDL 1.2/
2.0, but at the time of GT3’s creation, WSDL 1.2/2.0 was a W3C Working
Draftonly. It was notastable standard and was likely to change before it would
beaccepted. Asatemporary measure, GGF created GWSDL as a stand in for
WSDL 1.2/2.0 and intended on replacing GWSDL with WSDL 1.2/2.0 when
itwas accepted (Sotomayor, 2004).

This changed with the announcement of WSRF and GT4, which maintains the
two key requirements noted earlier but moves their application into other parts
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of the Grid Web service design. This removes the need for a specialized
definition language, allowing Grid Web Services to be defined by WSDL 1.1.

State

As already discussed in the section on stateless implementations, stateful
interfaces, Grid Web Services ads ameasure of OO philosophy to the Web
Services paradigm. OGSIand WSRF add these object-oriented principles to
the Web Service based SOA through the addition ofthe service data elements
and interface inheritance as mentioned in the section on differences between
Web Services and Grid Web Services. This section shall discuss in greater
depth how the addition of state is achieved.

Indistributed object architecture, a client typically expects to communicate
with asingle object representing an instance of an interface with attached state.
Grid Web Services are stateful by design, meaning a Grid Web service could
be expected to remember what operation it just performed and change its
action the nexttime itis invoked, based on previous invocations. Additionally,
aGrid Web service can be transient while its state is persistent. This means that
aGrid Service mightdie ata specified time and be re-created as needed — with
state intact— as part of a factory/instance pattern (Sotomayor, 2004).

A resource must provide data about itselfin order for some controller or user
process to make decisions about the resource based on its current state. Such
data, used to describe the service, can allow service querying and discovery.
State data for aresource may be static or dynamic. Static datanever changes;
dynamic datamay change, frequently or infrequently. This datamightallow a
management process to decide whether the resource is available based upon
current load. It might allow a user process to decide whether the resource is
suitable for its purpose based upon some QoS metric (which could also be
current load). This section first examines the difference between metadata and
state data, and then outlines how state is represented in GT3 and GT4
respectively. Finally, a case study is presented that emphasizes how different
styles of state can be implemented in Web Services and Grid Web Services.

The type of data made available depends on what sort of resource it is. A
“resource” may be physical or electronic. Physical resources include hardware
attached to the computer or even the computer itself (represented by features
suchas current CPU utilization or storage capacity). Electronic resources are
software applications running on the computer. Importantly, physical resources
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are represented to the Grid through software interfaces. The implication is that
all resources on the Grid are software resources, some of which manipulate
physical resources. In this context, it makes no difference to amanagement or
user process whether the data is gathered from a physical resource or a purely
electronic resource; the relationship is not symmetrical.

Metadata and State Data
In general, service data can be metadata or state data.

Metadata is information about the service, as opposed to information directly
generated by the service. In a Grid network, metadata would be data that
relates to the resource as a Grid service. Metadata is most likely to contain
static data, data that never change throughout the service’s lifetime. Metadata
mightinclude system data, the set of interfaces supported by the service, static
costofusing the service, and so forth.

State datais application specific data. Itis provided or generated by the service
and describes the state of the service. State data relates to the resource’s
inherent functionality rather than describing the service as metadata does.
Application specific data is most likely to contain dynamic data. State changes
inaservice will most likely occur through changes in application specific data.
State data might include runtime data such as the current CPU load or the
results of service operations or perhaps dynamic service data, such as the
current cost of service, duration, amount of services provided, resulting state,
continuation data, data about the actual use of resources, and error conditions.

State in GT3

Inan OGSI Grid, a structured collection of information associated with a Grid
service is called Service Data (Sotomayor, 2004). Service data can be used to
classify and index services to allow the querying of service state and discovery
of services that match particular service requirements. Service data includes
metadata and state data. It can be composed of primitive data types or complex
data types. Service data are expressed as individual Service Data Elements
(SDE).

Consider the following simple example of a printer service that might require
service data (Figure 137). A client should be able to query the available printer
services to find out which one is suitable for theirneeds. We should also be able
to use the service data to categorize and index the printer services as Grid
services.
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The scenario is easy enough: there are various services available with different
characteristics that can be represented as service data. The client can query the
service data attached to each service and decide which service is most
appropriate for the situation. SDEs are linked to a portType (i.e., the Grid
service)ina GWSDL file. Each Grid service can have any number of SDEs.
Each SDE has its own complex data type defined in XML schema, which means
itis defined by the data types of the values it contains and can hold any number
of'values of different types.

Service datais the architectural mechanism by whicha GT3 Grid Web service
exposes metadata and state data. Under GT3, a GWSDL can define a
wsdl:types element that describes a set of structured data. The Web service
architecture allows services to expose operations in their WSDL interface. This
extension allows Grid Web Services to expose attributes as well, though the
attributes may represent metadata rather than state data.

Anexample wsdl:types element is shown in Figure 138, which might be used
for a state data in an image processing service.

WS-Resource — Service Data in GT4

In GT4 Grid, Web Services apply a WS-Resource approach (Foster, 2004)
to statefulness. The Web service implementation is stateless, but the interface
appears stateful to the service requestor. This is achieved architecturally by
storing state in a separate entity called a resource, also knows as stateful
resource, that can be expressed as an XML document and associating it with
a Web Service through WSRF mechanisms described in the WS-
ResourceProperties specification.

A stateful resource is a structured data entity that stores state data that is
associated with and can be manipulated by a Grid Web service. A stateful

Figure 137. Simple example of service data
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Figure 138. Example wsdl:types element

<wsdl:types>
<schema targetNamespace="http://www.example.com/imageProcessor"
attributeFormDefault="qualified"
elementFormDefault="qualified"
xmins="http://www.w3.0rg/2001/XMLSchema">
<complexType name="ImageDataType">
<sequence>
<element name="encoding" type="string"/>
<element name="maxHeight" type="int"/>
<element name="maxWidth" type="int"/>
<element name="maxResolution" type="int"/>
</sequence>
</complexType>
</schema>
</wsdl:types>

resource must be expressible as an XML documentand have a well-defined
lifecycle. A WS-Resource is acomposition formed by a Web service descrip-
tion being associated with a stateful resource.

WS-Resource’s resource property document is an XML Global Element
Declaration (GED) in a given namespace that defines the type of a stateful
resource. The resource is often a compound element, composed of other
elements, which are referred to as resource properties. In general, a service
requestor does not directly interact with the stateful resource. Instead, aservice
requestor would begin by accessing the WE-Resource’s type by obtaining
Web service’s WSDL portType. It would then manipulate the Web service
through the defined message exchanges, which are in turn expected to read,
modify, and query the XML document that represents the stateful resource.

Theresource properties document is not usually the actual WS-Resource state
inand of itself. Itisusually just arepresentation of the state, also known as a
view of or projection on thereal state. The document places an XML structure
on top of the state that can be used by the service in update and query
operations. The service’s programmer must make sure that any operation that
manipulates the WS-Resource’s state through the resource properties docu-
ment must propagate those state changes to the actual software component that
stores the state data.

Stateful resources may be instantiated by a Web service referred to as a stateful
resource factory. The same service must assign an identity to the entity, and the
identity can have aliases assigned to it by applications using the resource. A
stateful resource identity may be passed around to different Web Services.
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When aservice requestor needs stateful interaction with a Web service, it must
specify theidentity ofthe stateful resource to the Grid Web service. The stateful
resource identifier is areference to aresource and is used by WS-Addressing
in GT4. See the section on addressing for more detail.

Itis worthwhile noting here that a Grid Web service will have at least three
components:

*  The interface in WSDL and most probably duplicated in a specific
programming language. This is a stateless description of the operations
offered by the Grid Web service.

*  The resource home, through which resources are discovered and re-
moved.

*  Theresourceitself, which is the stateful data store fora Web service.

The following outlines the steps necessary to define a stateful resource and
associate it with a Grid Web service under GT4.

First, create a definition of the Web service resource data type in a wsdl:types
element that can be included in the Web Services wsdl definitions element. This
can be a compound element, which may even be defined in an external
document and imported into the wsdl document. An example wsdl:types
elementis shown in Figure 139, which might be used for an image processing
service.

Figure 139. wsdl:types element for image processor service

<types>
<xsd:schema targetNamespace="http://www.example.com/imageProcessor"
xmins:tns="http://www.example.com/imageProcessor"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema">
<xsd:element name="ImageProcessorProperties">
<xsd:complexType>
<xsd:sequence>
<element name="encoding" type="string"/>
<element name="maxHeight" type="int"/>
<element name="maxWidth" type="int"/>
<element name="maxResolution" type="int"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>
</types>
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Figure 140. portType element for image processor service

<portType name="MathPortType"
wsdlpp:extends="wsrpw:GetResourceProperty wsrlw:ImmediateResource Termination"
wsrp:ResourceProperties="tns:ImageProcessorProperties">

</i:;.ortType>

Next, link it to the wsdl:portType element with a wsrp:ResourceProperties
property (Figure 140).

Case Study in State

Service Component in a Book Ordering System

Consider a service side component within a book ordering system. The
componentis designed to accept and validate book orders. Other components
will handle tasks such as extracting payment, printing an invoice, physically
fulfilling the order, and so forth. In a standard MV C pattern, this component is
partofthe model; datais obtained from a view and given to the component by
the controller to validate and actupon appropriately if valid. Implemented as
a Web service, this component does not necessarily have any knowledge ofthe
presentation or controller components.

The dataaccepted by the component can be logically divided into three parts:
details of the book or books to be ordered; postal details for delivery of the
order; and finally payment details. Ifthe component determines that all details
are valid, it should perform some action to place the order, that is, trigger
paymentroutines and a process to ensure the order will be physically shipped.
The component could delegate to a controller component, which might persist
the data and trigger the next component in the system. Figure 141 shows a
possible state diagram for the validation component.

The component’s behavior depends on the state of the data given to it: if the
data is valid, the book can be ordered, and if the data is not valid, the book
cannot be ordered. The range of acceptable values for each data setis decided
upon by the business rules of the application and are described in Table 1.
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Figure 141. State diagram for component of book ordering system

Table 6. Valid and invalid range of data

invalid
data
Order
Detail Entry order
placed

ordering data entry.

values for each state of book

Valid Range Invalid Range
Book Detail Data describes a book in stock. | Data is incomplete or describes
Entry a book that is not in stock.
Postal Detail | Data describes a person and Data incomplete or describes a
Entry address that can be shipped to. | region that cannot be shipped to.
Payment Data describes an existing Data incomplete or describes an
Detail Entry account. account that does not exist.

Stateless Web Service

The interaction diagram (Figure 142) shows possible interactions for the first
version of the component if it were to be implemented as a stateless Web
service. The service requestor in the diagram could be the presentation
component or another component capable of talking to the Web service.

A Web service component (labeled 1 in the figure) exposes an interface (2) to
service requestors (3). Service requestors invoke an operation on the service
(4), withamessage that includes the order detail (5). The service determines
ifthe datais valid and replies with amessage (6) that indicates whether the order
was placed orifnot, why not (7). If the data was invalid, the service requestor
can take appropriate action and submit the updated data again as needed. If the
data is valid, the service can send the valid order detail (8) to a controller
component (9), which can continue processing the order.

The service is stateless because it implements message exchanges that do not
access or use data not contained in the input message. The component does not
need to store any data in this version; the whole order is given to iteach time.
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Figure 142. Component as a stateless Web service

<bookOrdar>
<book>book 1</book>
<book>book 2</bock>
<postalbetail> ... </poztalletail>
<paymentDetail> ... </paymentDetail>
</bockOrder>

<hookOrderResponsel
(}bookordorﬂcsponsc>

Stateful Web Service and Grid Web Service

Many applications involve state data that is too large or too complex to be
communicated entirely within the XML messages between service requestor
and the service. [t may even be that the time delay between gaining certain
pieces of data is long enough to make it worth storing parts of the data in
between requests. In this section, we look at two patterns for implementing
stateful Web Services. Atleast from the point of view of a service requestor,
the Web service interface is stateful. The implementations will be stateless,
though they will act upon stateful resources (Foster, 2004).

Service
Requestor

Figure 143 shows an interaction diagram for the second version of the
component, now as a stateful Web service. This might be the kind of service
that appears as the backend to abook-ordering Web site, for example. Users
browse or search a collection of books, data that can be gained from some
other component. When the user finds a book he or she wishes to order, the
user presses a button to add it to the shopping cart, sending the choice to the
Web service to be remembered. When the user has added all the books he or
she wants, the user presses a button to proceed to the checkout where he or
she can view the order in its entirety, fill out postage and payment details, and
finally place the order.

The message schema should define all items of data required for acomplete
book order. Not all parts of the message are required at once, but all data for
the order must be available to the component before the order can be
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Figure 143. Component as a stateful Web service interface with a
stateless implementation

<bookOrder:> 3
<book>book 1</book>
</bookOrder>

<bookOrder id="...">
<book>book 2</book>

</bookOrder>
<bookOrder id="...">»
<postalDetail> ... </postalletail>
<paymentDetail> ... </paymentDetail>
<processOrder/>
</bookOrder>

<hookOrder IdResponse:
<bookCrder Id>

</bookOrder Id> bookOrderR
</bookorder IdResponses <hookOrderResponse>

Service
Requestor

bookOrder data
id="..."

<fb00k0rderRespDnse>

processed. A service requestor can send (1) incomplete messages to the
component at different times, and the component will store each item of data
against a generated identifier for the order (2). Whenever the component
receives amessage that does not contain an order identifier (3), the component
assumes the message is the first ofa sequence for anew order. It can generate
anidentifier and send a message containing the ID (4) back to the requestor.
The service requestor should ensure that it includes that identifier in future
messages so that the data is added to the correct order. The user can keep
adding (or removing) books (5) to the order and finally goes to the checkout
where they fill in their postal and payment details and finalize placement of the
order (6). Possibly (6) will be implemented as two or more messages, sending
the processOrder element in a separate message.

Although individual messages to the service may not contain details for the
entire order, each message must still representa complete logical communica-
tion that can be validated and responded to. The service will wish to check
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book, postage, and payment details according to the rules presented in Table
6 before adding them to the data store and responding appropriately with a
message (7) that indicates whether an individual item of data was valid and if
not, why not.

Finally, when the service receives a message (6) that indicates the service
requestor wishes the order to be placed, the component need only send the
controller an orderidentifier (8). The controller can use the identifier to look up
all details of the order that have been saved to the data store by the component.

Figure 143 shows a Web service that is stateless. The Web service does not
store data; it delegates the handling of state to a different component, that is,
a data store. Dynamic state needed for the message exchange is provided
indirectly by reference within each message in the form of an order identifier.
The effect is that even though the service implementation is stateless, the
interface is stateful because all requestors use the interface to interact directly
with a state belonging to a specific order.

Itis important to understand that this is not a standardized approach within the
Web services architecture. Mechanisms for identifying state within messages
are totally application specific and are not a native aspect of Web Services
architecture (Christensen, Curbera, Meredith, & Weerawarana, 2001; Tuecke,
Czajkowski, Foster, Frey, Graham, Kesselman, Maquire, Sandholm, Snelling,
& Vanderbilt, 2003).

Figure 144 shows possible interactions for the third version of the component,
now as a stateful Grid Web service. This diagram is general enough that the
pattern applies to Grid Web Services under GT3 or GT4. The pattern of user
involvement is the same as that shown in Figure 143.

What differentiates the interaction diagram in Figure 144 from the one shown
inFigure 143 is that the latter can be characterized by many of the distributed
object (Chin & Chanson, 1991) semantics of an OGSA Grid Web service
(Foster,2002) under GT3 or GT4. First, the service is instantiated (1). Under
GT3, thisinvolves generating a service instance from a factory (Sotomayor,
2004). Under GT4, this involves creating a stateful resource and linking ittoa
Web service, an operation which returns a WS-Resource (Foster, 2004). To
the service requestor, the component it references is an instance of the Web
service state with which it wishes to interact (2).

Again, the message schema should define all items of data required for a
complete book order but does not need to have an order identifier. A service
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Figure 144. Component as a stateful Grid Web service interface with a
stateless implementation

<hookOrder:
<hookrbook 1</book:>
</hookOrder:
13

<bookCrder:> ‘

<hookrhook 2</books>

</hookOrder:
<bookOrder:> 5
<postalletail> ... </postalletail>
<paywentDetail> ... </paymentDetail>
<processOrder/>
</hookOrder:
1

<b00k0rderRespDnse>
hookDetail = ...

postalletail = ...

<fb00k0rderRespDnse>
paymwentetail = ...

requestor sends incomplete messages (3) to the component at different times,
and the component will ensure each message is reflected against its state (4).
Multiple messages can be accepted for book details (3), adding, or perhaps
removing books from the basket, postal, and payment details (5). Possibly (5)
will be implemented as two or more messages, sending the processOrder
element in a separate message.

Justas before, each message must still represent a complete logical communi-
cation that can be validated and responded to. The service will wish to check
book, postage, and payment details according to the rules presented in Table
6 before adding them to the data store and responding appropriately with a
message (6) that indicates whether an individual item of data was valid and if
not, why not.

When the service requestor finally sends amessage indicating the user wishes
to finalize placement of the order (5), the component sends reference to the
state to the controller.
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Itshould be noted that the Grid Web service is actually propagating an identifier
ineach message. Under GT3, the identifier is embedded within the URL or
GSR.In GT4, theidentifier appears within the messages in the format specified
by WS-Addressing. However, this is handled as part of the Grid Web Services
architecture and is not application specific. The distinct advantage here is that
itisastandardized way of handling state references and that an application does
not have to implement this feature for itself.

Final Comments

The scenario is incomplete in two areas of particular note. Firstly, the
bookOrder message should have a way of indicating to the component that the
service requestor wishes to see pertinent details of the order so far. This could
allow the service requestor to show the user all details of the order so farand
would certainly be arequirement to allow the user to confirm the order. The
bookOrderResponse to such amessage may include acomplete listing ofall
books added to the shopping cart so far plus any postal and payment details.

Secondly, it is likely that the system would wish to persist postal details,
payment details, and an order history between orders. This way, auser would
not have to re-enter postal and payment details after their first order, and they
could see which books they had previously ordered. Such details could be
made available to the component after a successful log inrequest. To accom-
modate this, the bookOrder message schema could include a username/
password combination and allow postalDetail and paymentDetail to include
identifiers that can be used to look up those details.

Itisof’course possible touse Grid Web Services in a static sense that is, without
ever having to create or manipulate an instance representation of the Grid
service with associated state. There are some situations where this is an
appropriate design choice. However, many designs find powerful use for
object-oriented concepts and should take full advantage of Grid computing
patterns accordingly.

Interface Inheritance

GT3 allowsaGrid Web service interface (GWSDL) to specify that it extends
one or more interfaces. This is how base Grid Web service semantics are
propagated to new Grid Web Services. For example, see Figure 145.

Unfortunately, this is one of the reasons GWSDL had to be created as a
specification incompatible with WSDL, which does not provide for interface
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Figure 145. GWSDL interface inheritance

<gwsdl:portType name="ExampleService" extends="ogsi:GridService">

<}§wsdl:portType>

Figure 146. GT4 interface inheritance

<portType name="MathPortType"
wsdlpp:extends="wsrlw:ImmediateResourceTermination"
</portType>

inheritance. Grid Web Services still manifested as Web Services by having a
tool that would process GWSDL, remove the pertinentnon-WSDL, and copy
and paste the inherited interfaces into the new one in order to produce a valid
WSDL.

GT4 does much the same thing, but with a notation to the WSDL, so that the
interface fora GT4 Grid Web Service is still valid WSDL. For example, see
Figure 146.

The wsdlpp namespace refers to the WSDL Preprocessor that in GT4 takes
interfaces to be extended and copies and pastes them into the resulting WSDL.

Lifecycle Management

Grid Web Services have non-trivial lifecycles since they can be long-lived or
transient. It is important to have in place mechanisms to manage not just
instantiation, monitoring, and the controlled destruction of Grid Web Service
instances, butalso their persistence and recovery in cases where the service can
outlive the client who requested it and even the server that contains it.

In GT3, creation of transient Grid Web Services will usually be at the behest
ofaclientand delegated to a factory. When the service has finished its job, the
clienteither explicitly releases the instance, or the runtime system detects that
the instance isno longer being referenced and reclaims the resources through
aprocess of garbage collection.

GT3 provides callback methods in the Grid Web Service interface to allow
control of the lifecycle, specifying actions that need to occur pre and post
creation, whenever the service is activated or deactivated and just before the
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service is destroyed. Callback methods can be encapsulated in a lifecycle
monitor object for re-use between Grid Web Services.

In GT4, the same functionality is provided by the WS-ResourceLifecycle
specification.

Notification

Notification is a popular design pattern also known as the Observer/Observ-
able pattern and used in the Model-View-Controller pattern. Very simply, an
observer entity asks an observable entity to notify it when some change
occurs that the observer is interested in. GT3 calls the observer entity a
notification sink and the observable entity anotification source.

There are two broad styles of notification: pull notification or push notification.
Pullnotificationinvolves the notification source entity informing the notification
sink that a particular type of change has occurred but not including data
pertinentto the change. Instead, itis up to the notification source to make a call
back to the notification sink and pull that data down. This approach makes
sense whennotification sinks require different data from the notification source
inresponse to the same type of change. Push notification involves the notifica-
tion source entity including data pertinent to the change as part of the
notification. The notification sink has less control over the data that is pushed
to them, but the implementation is simpler than having to make a second call.

Notificationin GT3 is strongly related to service data because notification sinks
will ask to be informed of changes that occur to specific SDEs on the
notification source entity. Through portType extension, a GT3 Grid Web
Service inherits from the ogsi:NotificationSource interface, which provides
default subscription and notification methods.

GT4 achievesnotifications through the WS-Notification specification, which is
not actually part of the WSRF but has been adopted for notifications. It
provides the ability for a Web service to be configured as a notification
producer and certain clients to be notification consumers (or subscribers).

Polling is an even simpler technique for one entity to stay informed about the
state of another entity. Polling involves the observer entity making regular
requests to the observable entity, asking about its state. There are clear
disadvantages to this approach. Ifthe time between polls is very small, network
traffic increases, as will the CPU time taken by the observer asking questions
and the observable answering them. Multiple observers for the same observ-
able exacerbate this problem further.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



284 Polgar, Bram, & Polgar

Service Groups

Aggregation of Grid Web Services is achieved in GT3 through Service Groups.
Any Grid Web service can become a service group and implement methods to
allow services to be added or removed and existing services to be searched for
given appropriate search criteria. Service groups are used as the base for Grid
Web service directory services in GT3 —such as the IndexService—because
they provide a single point of entry to a collection of services.

In GT4, the same functionality is achieved with the WS-Service Group
specification.

Addressing

Web Services, and thus Grid Web Services, are addressed with URIs, but
OGSIunder GT3 has added its own addressing scheme. A Grid service URI
iscalled a Grid Service Handle (GSH) and is a globally unique identifier fora
Grid Web service instance that will identify the instance into perpetuity. A GSH,
however, does not provide sufficient information to allow a client to commu-
nicate with the Grid Web service since it does not specify what protocols or
bindings should be used. A Mapper Grid Web service maps a GSH to a Grid
Service Reference (GSR), which is a WSDL document that does contain
binding information for use by the client.

In GT4, the WS-Addressing specification is used to provide an addressing
scheme instead of GSH and GSR. Under WS-Addressing, a WS-Addressing
Endpoint Reference provides a Web Service and Resource pair, calleda WS-
Resource. The WS-Addressing specification defines XML messages that
identify Web service endpoints with endpointidentification data in the message
and allow the Grid Web service to know what stateful Resource to use.

WS-Addressing is not part of WSRF but has been adopted to handle
addressing.

Anatomy of a WSDL File

WSDL isan XML grammar that describes network services as communication
endpoints that exchange messages (Christensen etal.,2001). An overview of
the WSDL model canbe seen in Figure 147, which will be discussed in greater
detail.

Within a WSDL document, services contain a set of network endpoints, or
ports (Christensen et al., 2001). A port contains a network address and is
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Figure 147. WSDL model

definitions
service ...

port {endpoint) ...

portType ...

operation ...
— T
(imessage,,.r)

: 7
message ... __ part... )|
types ;:d_..-_q) |

boundto aportType, where the binding specifies a concrete network protocol
and data format. A portType defines a collection of operations, which send
and receive various messages, each of which is defined separately. Messages
contain data as logical parts, each of which has a fype defined by the WSDL
document. In summary, aportis defined by associating anetwork address with
areusable binding, and a collection of ports defines a service.

In a WSDL document, portType, message, and operation elements are
reusable, abstract definitions in that they are not bound to any particular
network protocol or message format. A portis concrete, however, because it
isbound to a concrete network protocol and message format; suchaportisalso
known as an endpointbecause a caller will have enough information froma port
to treat it as an endpoint to network communication. The most common
bindings areto SOAP 1.1, HTTP GET/POST, and MIME (Haas, Le Hegaret,
Moreau, Orchard, Schlimmer, & Weerawarana, 2004). Bindings are also
reusable, since they do not specify an address— the port holds this information.

WSDL is extensible in that any network protocol and message format can be
used, as long as the binding is written for it. Additionally, abstract definitions
such as binding, portType, message, and types can be re-used by other
documents.

Figure 147 shows some of the major elements that appear in any WSDL
document that defines a network service:
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*  Types:acontainer for data type definitions used to describe the messages
that operations will exchange.

*  Messages: an abstract and typed definition of the data that will be sent
andreceived by operations belonging to the service. A message consists
oflogical parts, and each of these must be associated with a type.

*  Operation: an abstract definition of a single unit of functionality offered
by the service that includes a description of all input and output messages.

*  PortType:asetofabstractoperations. Thisisareusable elementthatcan
be supported by one or more endpoints.

*  Binding: specification ofa concrete network protocol and data format
foraparticular portType.

* Service: a set of related endpoints or ports.

Each ofthese will be discussed in greater detail in the coming sections.

WSDL Example: Document Format Service

Our sample WSDL file will describe adocument formatting service that takes
adocument (as a string), formats it in some undetermined way, and returns the
result. The Java interface for such a service might look like Figure 148.

Hereis the equivalent WSDL file in Figure 149.
Abitbigger than the Java interface, is it not?

Very broadly, a Web service exposes a port type that is a container for a
number of operations that can be invoked. In this case, the service is called
DocumentFormatterService. The only operation it exposes is called
FormatDocument, which is invoked by a FormatDocumentInput message
containinga DocToFormat. The service will act on the parameters received and
outputa FormattedDoc as part of a FormatDocumentOutput message. Alter-
natively, ifan error is encountered during the processing of the DocToFormat,

Figure 148. DocumentFormatter Java interface

public interface DocumentFormatter{
public FormattedDoc format (DocToFormat docToFormat)
throws FormatException;
} // end DocumentFormatter interface
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Figure 149. DocumentFormatter WSDL file

<?xml version="1.0" encoding="UTF-8"?>
<wsdl:definitions
name="DocumentFormatter"
targetNamespace="http://example.com/documentFormatter.wsdl"
xmins="http://schemas.xmlsoap.org/wsdl/"
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmins:tns="http://example.com/documentFormatter.wsdl"
xmins:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsd1="http://example.com/documentFormatter.xsd">
<wsdl:types>
<xsd:schema
targetNamespace="http://example.com/documentFormatter.wsdl"
xmins:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsd1="http://example.com/documentFormatter.xsd1">
<xsd:complexType name="DocToFormat">
<xsd:all>
<xsd:element name="document" type="xsd:string"/>
</xsd:all>
</xsd:complexType>
<xsd:complexType name="FormattedDoc">
<xsd:all>
<xsd:element name="document" type="xsd:string"/>
</xsd:all>
</xsd:complexType>
</xsd:schema>
</wsdl:types>
<wsdl:message name="FormatDocumentinput">
<wsdl:part name="docToFormat" type="tns:DocToFormat"/>
</wsdl:message>
<wsdl:message name="FormatDocumentOutput">
<wsdl:part name="formattedDoc" type="tns:FormattedDoc"/>
</wsdl:message>
<wsdl:message name="FormatException">
<wsdl:documentation
xmins:wsdl="http://schemas.xmlsoap.org/wsdl/">
In case anything goes wrong!
</wsdl:documentation>
<wsdl:part name="formatException" type="xsd:string"/>
</wsdl:message>
<wsdl:portType name="DocumentFormatterPortType">
<wsdl:operation name="FormatDocument">
<wsdl:input
message="tns:FormatDocumentinput"
name="formatDocumentinput"/>
<wsdl:output
message="tns:FormatDocumentOutput"
name="formatDocumentOutput"/>
<wsdl:fault
message="tns:FormatException"
name="formatException"/>
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Figure 149. DocumentFormatter WSDL file (cont.)

</wsdl:operation>
</wsdl:portType>
<wsdl:binding
name="FormatDocumentBinding"
type="tns:DocumentFormatterPortType">
<soap:binding
style="rpc"
transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="FormatDocument">
<soap:operation
soapAction="http://example.com/FormatDocument"/>
<wsdl:input name="formatDocumentinput">
<soap:body
namespace="tns"
parts="docToFormat"
use="literal"/>
</wsdl:input>
<wsdl:output name="formatDocumentOutput">
<soap:body
namespace="tns"
parts="formattedDoc"
use="literal"/>
</wsdl:output>
<wsdl:fault name="formatException">
<soap:fault
name="formatException"
namespace="tns"
use="literal"/>
</wsdl:fault>
</wsdl:operation>
</wsdl:binding>
<wsdl:service name="DocumentFormatterService">
<wsdl:documentation
xmins:wsdl="http://schemas.xmlsoap.org/wsdl/">
A service to format documents.
Todo: implement a way to select a template determining
how a document will be formatted!
</wsdl:documentation>
<wsdl:port
binding="tns:FormatDocumentBinding"
name="FormatDocumentPort">
<soap:address location="http://example.com/formatdocument"/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>

a FormatException message will be sent, indicating a fault condition and
containing a string description of the error.

The Definitions Element

A WSDL fileis adescription ofa Web service given as a set of definitions; thus
they are contained by a definition’s root element (Christensen et al., 2001).
Note that definitions and the phrase “the WSDL document” are interchange-
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able. Within definitions, there are a number of elements and attributes to
consider, each defining separate parts of the Web service.

Inthe following sections, we will see how some elements within definitions are
abstract and others are concrete and what difference this makes.

Target Namespace

The targetNamespace attribute of definitions assigns a URI reference to the
namespace formed by the unique element and attribute names within the
definitions element. The Element and attribute names that belong to this
definition are said to belong to the target namespace.

Note that we could have left all the “wsdl:” prefixes out of the WSDL shown
earlier. This is because of this line:

xmlns=“http://schemas.xmlsoap.org/wsdl/”

It sets the default namespace for the document as the WSDL namespace, so
all element names without a prefix are assumed to be in the xmlns namespace.

Namespace Declarations

Most of the element and attribute names used in definitions will belong to other
schemas. XML namespaces of these other schemas must be declared within
definitions in order to bring their element and attribute names within scope of
the WSDL document, which can then use them. The definitions element may
have any number of XML namespace declarations, each of which appears as
anxmlns attribute. Each namespace declaration maps anamespace prefix toa
URI reference, including the targetNamespace. Prefixing a name with a
namespace prefix indicates the element or attribute’s definition lies in the
namespace identified by the prefix. For example, consider the following
namespace declaration:

xmins:wsdl="http://schemas.xmlsoap.org/wsdl/”

This indicates thatany element or attribute name prefixed with “wsdl” (such as
“wsdl:message’’) belongs to the namespace “http://schemas.xmlsoap.org/wsdl/”.
Note thatthe “tns” namespace by convention applies to the current document,
or “thisnamespace.”
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Figure 150. Example type element

<xsd:complexType name="DocToFormat">
<xsd:all>
<xsd:element name="document" type="xsd:string"/>
</xsd:all>
</xsd:complexType>

Figure 151. Example schema element

<xsd:schema
targetNamespace="http://example.com/documentFormatter.wsdl"
xmins:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsd1="http://example.com/documentFormatter.xsd1">

;)xsd:schema>

Types
Datatypes are given by atypes element. This contains definitions of the data

types used to describe messages sentand received by WSDL operations. The
types element shown defines our types using XSD type system, but other type
systems can be used. Ifthe service uses standard XML data types, then there
isnoneed foratypes element since the data types will already be described.

Thetypes element shown also defines two types to be used in this Web service:
DocToFormat and FormattedDoc. The DocToFormat element is shown in
Figure 150.

The DocToFormatand FormattedDoc elements are complex types that wrap
string values (simple types) representing the document before and after
processing by the DocumentFormatter Web service. We could have left out the
types element and kept these values as plain strings; the reason we did not do
this is to demonstrate the use of types and to allow for some extensibility.
Perhaps atalater date we may wish to attach other information to adocument.

Briefly, welook atthe element enclosing the DocToFormat and FormattedDoc
complexTypeelementsin Figure 151.

Note thatthe xsd:schema element includes a targetNamespace attribute whose
value is the same as the targetNamespace attribute of the enclosing
wsdl:definitions element. This is because the xsd:schema element is a root
element in its own right, and we wish to state that it belongs to the same
namespace as the wsdl:definitions element. The other namespace declarations
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bring into scope of the xsd:schema element any namespaces needed —
potentially at least— by type definitions within the xsd:schema element.

The interested reader is referred to http://www.w3.org/TR/2001/REC-
xmlschema-0-20010502 (Fallside, 2001) for more information about how to
write schema elements.

Messages

The message element defines service request or response messages . Each
message consists ofanumber oflogical parts that communicate some informa-
tion needed by the receiver of the message. In our previous example, three
message elements are defined: FormatDocumentlnput, Format
DocumentOutput, and FormatException. The DocToFormat element from our
examplein Figure 152.

The FormatDocumentInput message would be the first message received. It
contains one part: a tns:DocToFormat element, a document to be formatted.
Afterthe service has processed the document by applying some formatting
template, the document should be returned to the caller via another message:
the FormatDocumentOutput message. It contains one part: atns:FormattedDoc
element, the newly formatted document.

What happens if something goes wrong during the formatting? Perhaps the
document is empty or contains data that the formatting procedure cannot deal
with, such as a string of binary data when ASCII characters were expected. In
this case, some sort of error message should be returned: the FormatException
message. It contains one part: a string that should describe the error that
occurred.

Itisnoted that our WSDL design pays no attention whatsoever to specifying
the particular formatting template that should be applied to the DocToFormat.
Neither have we allowed callers to tell the service what sort of data to expect
within the DocToFormat. Perhaps we just want to test out our FormatException
message. By defining DocToFormat and FormattedDoc as complexType

Figure 152. Example message element

<wsdl:message name="FormatDocumentinput">
<wsdl:part element="tns:DocToFormat" name="docToFormat"/>
</wsdl:message>
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element types, we allow for the addition of this information at a later iteration
ofthe design process. Fornow, itis left to the imagination of the reader as to
what other parts each message should have.

Operations

An operationis an action or single unit of functionality supported by the Web
service, which can offer any number of operations. Ina WSDL document, an
operation is defined in terms of the messages required to support the action.
Inthe operation element, each message is defined as being an input, output, or
fault message. This aspect reveals something of the abstract nature of mes-
sages. Although message elements may be written specifically foruse as input,
output, or fault messages, nothing in the message definition explicitly denotes
amessage as being an input, output, or failure message for some operation.
Instead, the operation element defines for itself what messages it uses for input,
output, and failure. The name attribute of an operation does not have to be
unique, an allowance for operation overloading.

Figure 153. Example operation element

<wsdl:operation name="FormatDocument">
<wsdl:input
message="tns:FormatDocumentinput"
name="formatDocumentinput"/>
<wsdl:output
message="tns:FormatDocumentOutput"
name="formatDocumentOutput"/>
<wsdl:fault
message="tns:FormatException"
name="formatException"/>
</wsdl:operation>

Figure 154. Example operation element duplicating use of message
element

<wsdl:operation name="FormatDocument">
<wsdl:input
message="tns:FormatDocumentinput"
name="formatDocumentinput"/>
<wsdl:output
message="tns:FormatDocumentinput"
name="formatDocumentOutput"/>
<wsdl:fault
message="tns:FormatException"
name="formatException"/>
</wsdl:operation>
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In our example, we defined three messages named FormatDocumentInput,
FormatDocumentOutput, and FormatException. Apart from the names, there
isnothing in the message definition that explicitly states whether any of these
messages should be an input, output, or fault message. The WSDL specification
does notrequire a parser to take the “input,” “output,” or “fault” suffix of a
message name literally — this is purely anaming convention introduced for
readability. Consider again the definition of the FormatDocument operation
(Figure 153).

Considering that there is no difference in the current definitions of
FormatDocumentInput and FormatDocumentOutput, this operation could just
as easily have been as seen in Figure 154.

Realistically, we would not want to design the Web service in this way unless
we knew for sure that there would never need to be any differences in the type
of'data communicated as an input parameter to the operation and the returned
result of the operation. However, the point has been illustrated: it is the
operation definition that decides whether an already defined message will be
used as an input, output, or fault message.

Typically,a Web service operation will be invoked by an input message. The
input message should contain any parameters required for the operation to
proceed, where each parameter is a logical part of the message. Some
processing will then occur, and areturn message will be sent containing any data
that resulted from the operation that needs to be returned to the invoker as
logical parts of that message. The return message is modeled as a separate
entity: an output message if processing occurred successfully or a fault
message if something went wrong. Thus, Web service operations are charac-
terized by a pattern of asynchronous message passing'.

The input-output pattern of message passing is the most typical model of
operation invocation, but it is not the only one. Each pattern is called a
transmission primitive, and there are four distinct patterns supported by
WSDL (Christensenetal.,2001).

*  One-way transmission primitives are characterized by a single message
received by the endpoint with no expected return message. The message
trigger must be defined by the application. No reply from the service is
expected.

*  Request-response transmission primitives are characterized by the end-
pointreceiving amessage and sending a correlated return message.
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*  Solicit-response transmission primitives are characterized by the endpoint
sending amessage and receiving a corresponding message from some
client.

*  Notification transmission primitives are characterized by a single message
being sent by the endpoint. The message trigger must be defined by the
application. No reply from the clientis expected.

These patterns are called “transmission primitives” because systems are built
from the composition of multiple operation invocations.

Operation elements are abstract definitions. Messages are defined for the
operation, but no implementation details are specified for how the operation
will be called. What network protocol and data format should be used to invoke
the operation? These are questions answered in the binding element.

Port Type

A portType is a named collection of operations and their messages. It
groups together all operation definitions into a single interface for the service.
A Web service can offer any number of operations by including them as part
ofaportType. The name attribute should be unique among all other portType
elements withina WSDL document.

The portType in our example is quite a short piece of code (see Figure 155).

Porttype elements are reusable, abstract definitions of abstract operations and
the abstract messages used by them.

Figure 155. Example portType element

The portType in our example is quite a short piece of code:
<wsdl:portType name="DocumentFormatterPortType">
<wsdl:operation name="FormatDocument">
<wsdl:input
message="tns:FormatDocumentinput"
name="formatDocumentinput"/>
<wsdl:output
message="tns:FormatDocumentOutput"
name="formatDocumentOutput"/>
<wsdl:fault
message="tns:FormatException"
name="formatException"/>
</wsdl:operation>
</wsdl:portType>
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Figure 156. Grammar for wsdl:binding element (Christensenetal., 2001)

<wsdl:definitions ... >
<wsdl:binding name="nmtoken" type="gqname"> *
<-- extensibility element (1) --> *
<wsdl:operation name="nmtoken"> *
<-- extensibility element (2) --> *
<wsdl:input name="nmtoken"? > ?
<-- extensibility element (3) -->
</wsdl:input>
<wsdl:output name="nmtoken"? > ?
<-- extensibility element (4) --> *
</wsdl:output>
<wsdl:fault name="nmtoken"> *
<-- extensibility element (5) --> *
</wsdl:fault>
</wsdl:operation>
</wsdl:binding>
</wsdl:definitions>

Figure 157. Example binding element

<wsdl:binding
name="FormatDocumentBinding"
type="tns:DocumentFormatterPortType">
<soap:binding
style="rpc"
transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="FormatDocument">

<wsdl:input name="formatDocumentinput">
<soap:body
namespace="tns"
parts="docToFormat"
use="literal"/>
</wsdl:input>
<wsdl:output name="formatDocumentOutput">
<soap:body
namespace="tns"
parts="formattedDoc"
use="literal"/>
</wsdl:output>
<wsdl:fault name="formatException">
<soap:fault
name="formatException”
namespace="tns"
use="literal"/>
</wsdl:fault>
</wsdl:operation>
</wsdl:binding>

<soap:operation soapAction="http://example.com/FormatDocument"/>
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Binding

The binding element identifies a portType element and specifies a concrete
message format and network protocol for the operations and messages that
belong to that portType. Any number of bindings can be defined for a given
portType. A binding must not specify any address information. As such,
bindings can be reused by any number of Web service ports, who do specify
address information. The grammar for a binding is shown in Figure 156
(Christensenetal.,2001).

The name attribute of the wsdl:binding element must be unique within the
WSDL document. Another attribute of the wsdl:binding element references a
portType through the type attribute by giving its QName. The grammar
indicates that binding information should be given on a per-binding, per-
operation, and per-message basis through the use of extensibility elements. The
actual extensibility elements used depend entirely on the actual protocol and
data format chosen for the binding. A comprehensive discussion of all the
available choices is beyond the scope of this book. Instead, we shall briefly
discuss our example of binding and refer the reader to further resources for
more information. Figure 157 shows the binding element from our example
WSDL file.

Our example uses SOAP as the message format and HTTP as the network
protocol. Our choice of message format is indicated through our use of
elements belonging to the soap namespace within the wsdl:binding element:
soap:binding, soap:operation, and so forth. Our choice of network protocol
isindicated by the value given to the transport attribute of the soap:binding
element. Other URIs may be used to indicate transport mechanisms such as
SMTP, FTP, and so forth, but only one protocol can be specified per binding.

Our example provides protocol specific per-binding and per-operation infor-
mation with soap:binding and soap:operation elements. Protocol specific
information about each message is given with the soap:body and soap:fault
elements. The readeris referred to Section 3 of Christensen etal. (2001) for
more information about each ofthese SOAP elements.

Note that operation names within WSDL are not required to be unique. If'this
is the case, identify the operation by providing name attributes for the input,
output and fault message elements that match the name attributes of the
corresponding message elements.
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Figure 158 .Eexample port element

<wsdl:port
binding="tns:FormatDocumentBinding"
name="FormatDocumentPort">
<soap:address location="http://example.com/formatdocument"/>
</wsdl:port>

Port

A portelement defines a single endpoint by giving an address to a binding. It
is the concrete definition of an abstract portType: a port has an address and
references abinding, which references a portType. A port must not give more
than one address, and a port mustnot give any other binding information apart
from an address.

The port element from our sample is given in Figure 158.

The name attribute of a port must be unique among all port elements defined
withina WSDL document. The binding attribute must have the QName ofa
binding element, which in our case refers to the binding element defined within
ourown WSDL file, tns:FormatDocumentBinding. The attribute value could
refer to external binding elements as long as theirnamespaces are brought into
the scope ofthe WSDL file (see the section on namespace declarations).

The actual address is given in an extensibility element, specific to the message
format we chose in the section on binding — SOAP. The soap:address
elementhere gives a HTTP address that would have areal implementation of
the service, were this areal demonstration!

Service
A service is an abstract element that groups a set of related ports. Our service
elementis shownin Figure 159.

The first thing to notice is that service is the container for port elements such
asthe one we looked atin the previous section. The name attribute of a service
mustbe unique among all service elements defined withina WSDL document.

A service element groups related ports. The following characteristics should
existbetween ports within a service.
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Figure 159. Example service element

<wsdl:service name="DocumentFormatterService">
<wsdl:documentation xmins:wsdl="http://schemas.xmlsoap.org/wsdl/">
A service to format documents.
Todo: implement a way to select a template determining
how a document will be formatted!
</wsdl:documentation>
<wsdl:port
binding="tns:FormatDocumentBinding"
name="FormatDocumentPort">
<soap:address location="http://example.com/formatdocument"/>
</wsdl:port>
</wsdl:service>

Ports are independent: the output of one port should not be required as
the input to another. This is not say thata clientto a Web service cannot
chaintogether invocations; butno port should rely on such arelationship
existing.

Ports that share a portType but have different bindings or addresses are
alternatives that offer semantically equivalent behavior. This allows a
clientofthe Web service to choose from a set of functionally equivalent
ports based on criteria such as protocol or message format.

As mentioned in the first point, ports should be independent of one
another. However, this does not prevent applications being built that rely
onaparticular set of port types being present within the same service. A
service’s port types can be determined by examining its ports —a port
references abinding, which references aportType —and a decision can

Figure 160. GWSDL root element

<?xml version="1.0" encoding="UTF-8"?>

<definitions
name="DocumentFormatter"
targetNamespace="http://example.com/documentFormatter.wsdl"
xmins="http://schemas.xmlsoap.org/wsdl/"
xmins:ogsi="http://www.Gridforum.org/namespaces/2003/03/0GSI"
xmins:gwsdl="http://www.Gridforum.org/namespaces/2003/03/GridWSDLExtensions
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmins:tns="http://example.com/documentFormatter.wsd!"
xmins:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsd1="http://example.com/documentFormatter.xsd">

;}definitions>
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be made upon whether or not to use the service based upon the presence
ofaparticular set of port types.

Anatomy of a GWSDL File

Web Services describe themselves with Web Service Description Language
(WSDL) files. Grid Web Services represent an extension of standard Web
Services and thus describe themselves with Grid Web Service Description

Figure 161. GWSDL for a document formatting SERVICE

<?xml version="1.0" encoding="UTF-8"?>

<definitions
name="DocumentFormatter"
targetNamespace="http://example.com/documentFormatter.wsdl"
xmins="http://schemas.xmlsoap.org/wsdl/"
xmins:ogsi="http://www.Gridforum.org/namespaces/2003/03/0GSI"

xmins:gwsdl="http://www.Gridforum.org/namespaces/2003/03/GridWSDLExtensions
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmins:tns="http://example.com/documentFormatter.wsdl"
xmins:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsd1="http://example.com/documentFormatter.xsd">
<import location="ogsi.gwsdI"
namespace="http://www.Gridforum.org/namespaces/2003/03/0GSI"/>
<types>
<xsd:schema
targetNamespace="http://example.com/documentFormatter.wsdl"
xmIns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsd1="http://example.com/documentFormatter.xsd1">
<xsd:element name="DocumentFormatterProperties">
<xsd:complexType name="DocToFormat">
<xsd:all>
<xsd:element name="document" type="xsd:string"/>
</xsd:all>
</xsd:complexType>
<xsd:complexType name="FormattedDoc">
<xsd:all>
<xsd:element name="document" type="xsd:string"/>
</xsd:all>
</xsd:complexType>
</xsd:schema>
</types>
<message name="FormatDocumentinput">
<part name="docToFormat" type="tns:DocToFormat"/>
</message>
<message name="FormatDocumentOutput">
<part name="formattedDoc" type="tns:FormattedDoc"/>
</message>
<message name="FormatException">
<documentation xmins:wsdl="http://schemas.xmlsoap.org/wsdl/">
In case anything goes wrong!
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Figure 161. GWSDL for a document formatting SERVICE (cont.)

</documentation>
<part name="formatException" type="xsd:string"/>
</message>
<gwsdl:portType name="DocumentFormatterPortType"
wsdlpp:extends="wsrpw:GetResourceProperty"
wsrp:ResourceProperties="tns:DocumentFormatterProperties">
<operation name="FormatDocument">
<input
message="tns:FormatDocumentinput"
name="formatDocumentinput"/>
<output
message="tns:FormatDocumentOutput"
name="formatDocumentOutput"/>
<fault
message="tns:FormatException"
name="formatException"/>
</operation>
</gwsdl:portType>
</definitions>

Language (GWSDL) files. However, each Grid Web service also appears as
a Web service and must therefore be described with a corresponding WSDL
file. The Globus Toolkit provides tools that generate a WSDL description of
a Grid Web service from a GWSDL file. This section examines parts of a
sample GWSDL. Therootelementofa GWSDL file is the definitions element,
justasitisina WSDL file (Figure 160).

The definitions element has a name and targetNamespace attribute. The
name attribute simply gives the definitions element aname that does not reflect
in any way upon the actual portType itself. The targetNamespace attribute
brings with it some important namespaces for OGSI, GWSDL and Service
Dataelements. There are only two differences betweena GWSDL and WSDL
file, (illustrated next) that are in accordance with the differences pointed out in
the section on differences between Web Services and Grid Web Services. The
types element (service data) is linked to the GWSDL portType element
through a wsrp:ResourceProperties attribute which names an xsd element.
Also, the WSDL is defined to extend a WSRF interface through a
wsdlpp:extends attribute of the portType element. Otherwise, this example is
much the same format as that shown in the section on WS-Resource— Service
Datain GT4.
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Building Grid Solutions

The following section looks at some examples of Grid networks already
implemented or in the process of being implemented by organizations around
the world. The research projects reveal the longer term future of Grid networks,
implemented on behalf of separate organizations drawn together into VOs to
meet different, though compatible, goals. On the other hand, the section on
early adopters shows that the current commercial imperative demands that
enterprises investing in Grid technology deal with more immediate concerns to
dowithutilization and providing scalability for existing applications.

Research Projects

There are anumber of well-funded research initiatives with industrial collabo-
ration underway thataim to show how large-scale Grid networks can be built
to solve real problems that exist in various commercial, scientific, and govern-
mental areas. These are not purely proof of concept projects: they are
strategically sound ideas with tangible applications and in many cases have
already begun producing results. Funding bodies for these initiatives include the
UK eScience Programme (http://www.rcuk.ac.uk/escience), the European
Union’s Sixth Framework Programme (http://europa.eu.int/comm/research/
fp6/index_en.html), and the National Grid Singapore (http://www.ngp.org.sg).
For an in depth view of many of these activities, the reader is directed to
(Foster, 2004) as just a few of the projects shall be mentioned here.

Distributed Aircraft Maintenance Environment (DAME)

Distributed Aircraft Maintenance Environment (DAME, http://
www.cs.york.ac.uk/dame) facilitates improved predictive maintenance and
computer-based fault diagnosis and prognostication (DP). In this project, the
equipment being monitored are Rolls Royce aircraft engines in flight. The
engines have in-built sensors to record data on each flight which is regularly
analyzed by a Rolls Royce in-house application and a prognostic application
developed by Data Systems and Solutions. Snapshots of engine data are
compared with ideal engine models to detect when an engine may need
maintenance and prognosticate potential fixes, that is, workflows for mainte-
nance personnel. A summary of the Grid services to be provided is shown next.
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*  Enginedataserviceto gather data from engine monitoring system into Grid
datarepositories through ground stations. This will be a transient service,
instances of which will be created each time an aircraft touches down,
although itis possible to transmit such data while in the air. Such a system
would need to integrate the output of multiple complex sensor networks
into a coherent data set that can be stored and manipulated by DP
systems.

»  Datastorage and mining service, which store historical data and examine
it for patterns atthe behest of fault DP algorithms. Based on this historical
data, decisions can be made as to whether an engine is in need of
maintenance, and if so, what corrective measures are most likely to be
needed.

*  Enginemodeling andreasoning services. These are the fault DP algorithms
themselves, responsible for determining if there is a problem and managing
workflow for any possible fixes. DP systems need to store and manipulate
non-declarative knowledge, such as procedures for diagnosing problems
and prognosticating one or more solutions.

» Interfaceservice for the various stakeholders to interact with the system.
Includes managing interactions between stakeholders such as mainte-
nance, repair and overhaul staff. Italso includes capturing information
about the actions they have taken, information which is essential for
continual improvement ofthe system overall.

Since these services are to be used in airlines all over the globe, stakeholders
and the systems they use are distributed globally — they cannot be reliably
centralized. Service providers will be distributed, using facilities in different
countries and controlled by different organizations. Data Grids can be used to
provide timely access to the massive amounts of fleet-wide historical data
needed by such a system. Integration of separate systems can be modeled as
the composition of services: services for sensors, datamining and warehousing,
reasoning, and data transport. Grid systems would appear to provide excellent
solutions in particular for applications that require manipulation of large
amounts of data from various remote sources. This application has another
advantage in that fault diagnosis and prognostication solutions can be readily
applied to other fields such as medicine, transport, and engineering.
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NEESit

NEESit is the Network for Earthquake Engineering Simulation IT (for the
National Science Foundation) and is built to aid study of the impact of seismic
events on modern infrastructure such as buildings, bridges, roads etc. This field
incorporates three distinct branches of study and two distinct methods of study.
The branches of study are: structural engineers who look athow fabricated
physical structures respond to earthquakes; geotechnical engineers who exam-
ine how different soils and landforms respond to earthquakes; and other
engineers who study tsunamis cased by earthquakes. The methods of study are:
experimental, involving small-scale physical simulations with equipment such as
shake tables, reaction walls, and centrifuges; and computational simulations
built from numeric models.

This work involves Grid datarepositories for experimental and computational
data. Italso requires experimental equipment that can be controlled remotely.
This is telepresence equipment to control the experimental equipment and
teleobservation equipment to observe experiments and take measurements.
Each ofthese are separate systems that need to interact and will be modeled
as services on the Grid.

Stakeholders in this project include research personnel in different facilities that
have historically had limited ability to interact and share information in mean-
ingful ways, that is, there is no one single or major center of study or unified
process to facilitate data exchange. NEESGrid will advance the study of
earthquakes in four ways, discussed next.

* Increasetheutility of engineering test facilities by allowing much greater
access to equipment such as the shake tables, reaction walls and centri-
fuges. Distributed centers need to control their own experiments even if
the facilities are remote. NEESGrid will incorporate a large-scale distrib-
uted telepresence system under which all of the items used for physical
experiments will be made network accessible, subject to remote monitor-
ing and control. Thusly, each center will be given the ability to conduct,
control and benefit from experiments under NEESGrid.

*  Maximize theuse of computational methods in earthquake research by
granting shared access to simulation data stores and the facilities needed
to conduct such experiments and store the results. Centers need long term
and real time access to the output of their own simulations and those
conducted by other centers.
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*  Enable much greater collaboration between this diverse community of
scientists and engineers through shared access to common resources,
allowing researchers in the different sub disciplines to improve under-
standing ofthe interaction between structures and soils under earthquake
conditions. Shared access to both facilities and experimental data can
increase the utility of such facilities and improve the results produced by
those users.

*  Furtherdevelopment of new research techniques that combine computa-
tional and experimental methods. More and more, experimental methods
are being replaced by numerical models that can offer much cheaper
results and be involved directly in design activities. However, experimen-
tal datais needed to validate numerical models. NEESGrid aims to solve
this difficulty and allow for the on-demand coupling of computational and
experimental facilities.

This project shows that the nature of the Grid reflects the nature of the
community that will be using these resources, asa VO is formed by the usually
separate research communities involved in earthquake research.

Early Adopters

The previous section showed arange of mostly research driven projects, there
are many examples of corporate “early adopters” who are profitably using Grid
technology. This section will briefly examine a few of those.

Hewit Associates pension calculation Grid project ported a mainframe-hosted
application that performed complex calculations to an enterprise wide Grid
network and reduced transaction costs by 90% (Bort, 2005). This application
made good Grid material for two reasons. The first was that the application was
very popular butits use was characterized by extreme and unpredictable peaks
consisting ofahigh volume of small but computationally intensive requests. The
second reason is that apart from a small database query, each use of the
application required little interaction with other systems. This meant the
application was relatively isolated and each job had no dependencies on other
jobs.

Hewit Associates’ second candidate for their enterprise Grid network is a
printing composition application that prepares 100,000+ PDF or postscript
files. Asasingle batch job on the mainframe, ifthe job halted at the end, the
whole lot would have redone. When ported to the Grid, it will split the large job
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into many smaller jobs with no dependencies, and submit them to the Grid to
be done in parallel, representing a massive time saving and another CPU
intensive task taken away from the mainframe.

Bowne & Co. ported an application to DataSynapse’s LiveCluster Grid
software thatis responsible for helping mutual fund customers meet financial
reporting regulations (Dubie, 2005). The application needs to produce hun-
dreds of thousands of reports in response monthly and quarterly spikes in
demand, often with only days in which to complete each job. Moving this
application to a Grid network has halved production time for the reports.

Wachovia Corporate & Investment Banking in Charlotte, North Carolina,
America used DataSynapse’s GridServer software to provide on-demand
hardware resources to multiple in-house applications, making good use of
under-utilized desktops and servers. With this new technology, financial
simulations that took hours now take minutes. Wachovia saw an increase in
trading volumes 0f300%-400% and the number of simulations Wachovia is
able to run increased by some 2,500%! The Grid framework has meant that
Wachovia can deal with more complex models that previous software was not
able to handle (Shread, 2002).

Johnson & Johnson have a Grid network powered by United Devices (Dubie,
2005). Their Grid network implements job scheduling and on-demand com-
puting power for departments of the business that need it. Johnson & Johnson
announced recently thatthey are taking their Grid network global. Some 3,000
nodes are planned, with the global Grid network being put in place to aid
applications for their pharmaceutical R&D division.

J.P.Morgan is combining seven separate financial risk management systems
ontheir Grid network (Hamblen, 2004). The applications are designed to assist
traders in assessing and managing financial risks for their customers, and the
first motivation for J.P. Morgan to pursue Grid technology for these applica-
tions was to reduce the cost of managing the applications.

The system will be called Compute BackBone (CBB) and involved the Bank
paying an upfront cost of §US4.5 million. The Grid middleware will focus on
caching, management, queuing and scheduling. The plan is to have around
2,000 CPUs on the Grid network, running on some 50 Sun Blade servers. This
isaninvestmentin new hardware specifically for a Grid network rather than
leveraging already existing hardware. J.P. Morgan is obviously willing to puta
lot into this project and is expecting to get a lot out of it. CIO Michael J.
Ashworth says they are looking for “infinite” capacity and are already seeing
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considerable savings. CBB saved J.P. Morgan $US1 million in 2003 and an
expected $USS5 million in their 2004 figures, savings that arise from improved
systems management plus lower hardware, development and operational
costs. The Grid network allows the bank to recover more easily when a server
fails, enables them to deploy new applications much more quickly and to amore
scalableinfrastructure.

Grid networks implemented by the “early adopters” such as those shown here
are single enterprise Grids designed primarily to deal with spikes in demand for
applications that are computer intensive and have few dependencies and where
dedicated hardware was often bought just for the Grid. This is just the start. The
more ambitious forms of Grid networks are those that stretch beyond the single
enterprise to form VOs. A provider will make available massive on-demand
Gridresources to corporations, which will draw on those resources justas we
draw electricity from a power Grid. Such models will come with appropriate
accounting, scheduling, and QoS infrastructures.

Feasibility
The following section examines whether there is acommercial imperative for
Grid computing and, if so, in what form will this imperative drive further
development.

Does Grid computing have acommercial imperative? In2002-2003, the Grid
computing sector saw approximately $US1 billion in mergers and acquisitions
(Boulton, 2003). The reason for this spending, say The 451 Group (Grids
2004: From rocket science to business service, 2003), is that major IT
vendors wishing to deliver on-demand computing will do so through alliances
and acquisitions. Companies involved in Grid spending include Microsoft, Sun,
Computer Associates, Intel, Oracle, Platform Computing, Veritas, AMD,
Ascential and SAS (Boulton, 2003). Further, areport produced by The Insight
Research Corporation (Grid computing for business markets hits main-
stream, says insight research,2005) claims that spending on Grid technolo-
gies will grow from $714.9 million in 2005 to approximately $19.2 billion in
2010.

What is preventing a widespread adoption of the larger Grid computing
strategies by enterprises? Ultimately, still at question is the general ability for
Grid technology to produce feasible ROI figures. There are not enough success

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Grids 307

stories yet. A report from the 451 Group (Grid computing: Where is the
value?,2004) posits areason for why Grid computing has not been broadly
adopted yet. [t says that most Grid software currently in production are focused
towards computationally intensive jobs and are not good at decision making in
terms of where and when to run ajob in the Grid network. Conversely, current
Grid technologies are not good athandling dependencies and offer no advan-
tage when a job involves more communication than computation.

It seems that in the intermediate future, what will most strongly appeal to the
enterprise is the ability to derive greater CPU utilization from existing or cheaply
purchased hardware. By identifying and making use of idle machines in the
enterprise’s network, Grid technology can enhance the enterprise’s ability to
deal withunexpected spikes in demand.

Beyond the Imperative

The sections on research projects and early adopters show that there is a
momentum behind Grid technology sufficient to drive itinto the enterprise
market. What sorts of scenarios exist to provide the imperative for Grid
computing to move out ofthe scientific and technical realms into commercially
oriented business? The scenarios must representreal problems or opportuni-
ties faced by commercial organizations. The solutions must require electronic
resources on a scale that will be difficult if not impossible for a single
organization to provide by itself. This implies sharing of resources between
organizations. (Foster, 2001) characterizes this as a need for coordinated
resource sharing and problem solvingby VOs. A VO isaset of individuals and/
or organizations that share resources according to a set of rules that govern
transactions between resource providers and consumers, specifying what
resources are shared, with whom and under what conditions.

The projects outlined in the section on research projects define middleware
infrastructure requirements that are far in advance of what current Grid
middleware offers in terms of commonly available software and supporting
hardware. These projects will show the way ahead for Grid computing in three
very important ways. Firstly, they will show that such ventures are indeed
possible and profitable. Secondly, they will establish generic requirements for
worldwide Grid middleware to provide shared resources for science and
industry both. Thirdly, these projects will demonstrate precisely how VOs will
succeed with Grid technology in ways that single enterprises cannot: through
co-operation between organizations of disparate natures and far-flung loca-
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tions seeking a solution for a problem that is too large to be dealt with in a
centralized manner.

Entities within a VO will usually have vastly different motivations, sizes,
resources, business, and social structures. However, since they are drawn
together for a common purpose of sharing electronic resources, certain
common technological needs can be identified.

*  Sharingmodels mustbe flexible, notjust client-server or peer to peer, but
any mixture in between.

*  Security mustbe a prime concern, covering the three pillars ofa secure
communication: privacy, integrity, and authentication.

*  Resource providers must have flexible, reliable control over how re-
sources are shared. Control must be fine grained, allow for multiple
controlling parties, and provide for delegation and the application of
differently scoped policies, from local through to global.

*  Whileinvariably accessed through computer systems, the nature of the
resources to be shared varies greatly. For example, applications, data,
CPU cycles, networks and sensors.

*  Resource consumers require usage models that can incorporate single or
multiple users and allow decisions to be made based on various metrics,
including QoS, scheduling, allocation and accounting

These needs provide the imperative for Grid computing: no distributed comput-
ing technology currently addresses all of these requirements in a dynamic,
cross-organizational manner (Foster, 2001). Further, Grid computing should
notnecessarily replace existing distributed computing technologies. Instead, it
should complement those technologies by bringing them together and opening
new realms of scale. Existing technologies can be brought together as compo-
sitions of services and new realms of scale come about when existing technolo-
gies are allowed to access resources provided across entities withina VO.
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Glossary

Common Gateway Interface: A standard for interfacing external applica-
tions with information servers, such as HTTP or Web servers.

Complex Type: A data type that is composed of other types, simple or
complex. Also known as composite type.

Endpoint Reference: In WS-Addressing terminology, an endpointreference
isthe address of a particular WS-Resource.

Enterprise Archive File: An Enterprise Archive file represents a J2EE
application that can be deployed ina WebSphere application server. EAR files
are standard Java archive files and have the file extension .ear. The modules that
makeup the EAR file are themselves packaged in archive files specific to their
types—tfor example, a Web module contains Web archive files and an EJB
module contains Java archive files. EAR files also contain a deployment
descriptor (an XML file) that describes the contents of the application and
contains instructions for the entire application, such as security settings to be
used in the run-time environment.

Extensibility Element: XML elementused to specify a concrete protocol or
message format. Typically used withina WSDL binding to associate technol-
ogy specific information — also known as binding information — with an
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abstractdefinition. Extensibility elements mustuse an XML namespace differ-
ent from that of WSDL, implying that such elements ‘extend’ the WSDL by
introducing new namespaces.(Christensen, Curbera, Meredith, &
Weerawarana, 2001).

Global Element Definition (GED): XML element declarations specify the
structure, type, occurrence, and value constraints foran XML element. Global
elementdeclarations appear as children of the xsd:schema element. They can
be reused by referencing them in other parts of the schema or from other
schema documents.

Global Grid Forum (GGF): Global Grid Forum (http://www.globalGrid
forum.org/).

Grid Web Services Definition Language (GWSDL): Grid Web Services
Definition Language, buildupon WSDL.

IBM Cloudscape: A pure, open source-based Java relational database
management system that can be embedded in Java programs and used for
online transaction processing (OLTP).

Java Server Pages: JavaServer Pages (JSP) technology enables Web
developers and designers to rapidly develop and easily maintain, information-
rich, dynamic Web pages that leverage existing business systems. As partofthe
Javatechnology family, JSP technology enables rapid development of Web-
based applications thatare platform independent. JSP technology separates
the user interface from content generation, enabling designers to change the
overall page layout without altering the underlying dynamic content.

Jini: Javamiddleware based on a service directory providing leased service
registration and discovery. Service providers register a service object refer-
ence, which may aremote proxy. Service consumers perform lookup opera-
tions to find a service that implements the desired interface and may download
the reference to any matches they find.
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Kerberos: A network authentication protocol. Itis designed to provide strong
authentication for client/server applications by using secret-key cryptography.

Lightweight Directory Access Protocol: An open industry standard that
defines a standard method for accessing and updating information in a direc-

tory.

Local Element Definition: XML element declarations specify the structure,
type, occurrence, and value constraints foran XML element. Local element
declarations are declarations that appear within complex types or model
groups and are not references to global elements.

Multipurpose Internet Mail Extensions: An official Internet standard that
specifies how messages must be formatted so that they can be exchanged
between different e-mail systems. MIME is a very flexible format, permitting
one to include virtually any type of file or document in an email message.
Specifically, MIME messages can contain text, images, audio, video, or other
application-specific data. The fomat has been described in RFC 1521.

Namespace: A namespace is a set of names with some form of identification
so that a system using the namespace can use names within the space by
qualifying each name with the appropriate namespace identifier. XML
namespaces are a collection of element and attribute names where the namespace
isidentified by a URI. (Bray, Hollander, & Layman, 1999). This allows XML
documents to use different elements and attributes that have the same name as
long as they come from different namespaces.

Notification Transmission Primitive: Pattern of message passing charac-
terized by a single message being sent by the endpoint. The message trigger
must be defined by the application. No reply from the client is expected. This
pattern could be used to implement timed events initiated by the service ora
listener pattern whereby a client has asked to be informed by the service when
aparticularevent occurs.

One-Way Transmission Primitive: Pattern of message passing character-
ized by a single message received by the endpoint with no expected return
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message. This pattern could be used to implement sensor networks, where
eachclientisasensor thatrelays current readings to a service responsible for
collating the results.

Port Type: A service interface— the interface implemented by a Grid service.
Usually written as portType.

Primitive: In computing terms, a primitive is alow-level operation or object
from which higher-level objects or operations can be constructed. A program-
mer would compose primitives together to create more complex (read:
composite) operations or objects.

QName: A QNameisan XML qualified name (Biron & Malhotra,2001). An
XML qualified nameuniquely references an XML element by specifying the
namespace name and local part name for the given element. For example,
consider the following QName: xsd:complexType. The formatofa QName is
namespace prefix:local part. Thenamespace prefix mustbe associated with
anamespace URI reference in anamespace declaration such as what you might
see in a definitions element: xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema”. Thelocal partmustbe the unique name ofan element defined
inthe namespace referred to by the namespace prefix. For our example, this
means there mustbe an elementnamed “complexType” found at the namespace
referenced by the URI “http://www.w3.0rg/2001/XMLSchema”.

Request-Response Transmission Primitive: Pattern of message passing
characterized by the endpoint receiving amessage and sending a correlated
return message. This is the standard pattern for most service invocations where
the client initiates an operation with amessage containing required parameters;
the service conducts some form of processing and returns the resultin anew
message.

Remote Procedure Call: RFC 1050 defines client-server protocol for
passing parameters and evoking remote procedure using messages.

Resource Property: Anindividual component of a WS-Resource’s state,
represented by an XML element within a WS-Resource Property Document.
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RSA Cryptographic Algorithm: The RSA algorithm invented by Ronald L.
Rivest, Adi Shamir, and Leonard Adlemanin 1977.

Service Oriented Architecture (SOA): Service Oriented Architecture
referstoacollection of services that have some means of communicating with
each other in arequest-response pattern of message passing (Barry). Services
within this architecture should be loosely coupled with respect to location,
protocol and time (Hanson, 2002).

Simple Data Type: A simple type is a data type whose instances are
composed of only one item of data. Also known as atomic or primitive types.

Simple Object Access Protocol: A communication protocol for communica-
tion between applications via Internet. Itis platform and language independent,
and based on XML. It allows the message to pass through firewalls because it
iscarried by HTML traffic.

Solicit-Response Transmission Primitive: Pattern of message passing
characterized by the endpoint sending a message and receiving a correlated
message from some client. This pattern could be used to implement leasing
where a service maintains a list of clients that have a lease with the service.
Periodically the service solicits a response from the client to see if they are
active and still wish to maintain their lease.

Stateful Resource: A structured data entity that stores state data that is
associated with and can be manipulated by a Grid Web service. A stateful
resource must be expressible as an XML document and have a well-defined
lifecycle. Aninstance of a stateful resource may be created viaa Web service
referred to as a stateful resource factory.

Stateful Resource Factory: A Web service that can instantiate stateful
resources.

Stateful Resource Identifier: A reference to a Grid Web service stateful
resource, use by WS-Addressing in GT4.
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Struts: Anopen source framework for building Java Web applications.

Transmission Primitive: A pattern of message passing. With reference to
Web Services this refers to one of the four patterns supported by WSDL: one-
way, request-response, solicit-response and notification transmission primi-
tives.

Uniform Resource Identifiers (URI): (Berners-Lee, Fielding, Irvine, &
Masinter, 1998), the generic term for all types of names and addresses that
identify abstract or physical resources. A URL is one kind of URI, butitis a
mistake to think that URI’s can be looked up on the Web.

Universal Description, Discovery and Integration: A Web-based distrib-
uted directory that enables businesses to list themselves on the Internet and
discover each other, similar to a traditional phone book’s yellow and white

pages.

Universal Plug ‘N’ Play: Platform and language independent middleware
designed for robust connectivity among stand-alone devices and PCs.

Universal Resource Locator: Global address system for documents and
other resources on the Word Wide Web. General format is protocol://
server:port/path. A unique name ofa Web page. URL belongs to a broader
group of URI— Universal Resource Identifiers, which identify resources in the
Web: documents, images, downloadable files, services, electronic mailboxes,
and other.

Web Archive File: File format similar to Java Archive File, used for packaging
Web applications. The structure of WAR file:

*  Thestatic HTML files and JSPs are stored in the top level directory.

*  TheServletandrelated Javatechnology class files must be stored in the
WEB-INF/classes directory.

*  Any auxiliary library JAR files must be stored in the WEB-INF/lib
directory.
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*  Thedeploymentdescriptoris stored as a file named web.xml in the WEB-
INF directory

Web Service Description Language: An XML format for describing
network services as a set of endpoints operating on messages containing either
document-oriented or procedure-oriented information. The operations and
messages are described abstractly, and then bound to a concrete network
protocol and message format to define an endpoint. Related concrete end-
points are combined into abstract endpoints (services).

Web Services: A set of standards that define programmatic interfaces for
application-to-application communication over anetwork (2004). Standards
use XML languages suchas UDDI, WSDL, and SOAP.

Web Services for Remote Portlets: Portlet provided to the requestor over
Web, with interface description that is defined in a public directory service.

Web Services Resource Framework (WSRF): http://www.globus.org/
wsrf

World Wide Web (WWW): A collection of Internet servers that deliver
specially formatted documents to clients across the Internet.

WS-ResourceProperties: Specification for creation and use of WS-Re-
source Properties Document.

WS-Resource Properties Document: A XML Global Element Declaration
(GED)inagivennamespace that defines the type of a stateful resource, a.k.a.
resource property document.

WS-Resource: A composition formed by a Web service description being
associated with a stateful resource.
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Acronyms

CBB: Compute BackBone (for J.P. Morgan)

CGI: Common Gateway Interface

CORBA: Common Object Request Broker Architecture
CPU: Central Processing Unit

DAME: Distributed Aircraft Maintenance Environment
DCE: Distributed Computing Environment

DOM: Document Object Model

DP: Diagnosis and prognostication

DRP: Disaster Recovery Plan

DTD: Document Type Definition

EAR: Enterprise Archivefile

EIS: Enterprise Information System

EJB: Enterprise Java Bean

FTP: File Transfer Protocol

GAR: Grid Archivefile

GGF: Global Grid Forum

GIOP: General Inter-ORB Protocol

GSH: Grid Service Handle
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GSR: Grid Service Reference

GTK: Globus Tool Kitas in GTK3 and GTK4
GWSDL: Grid Web Services Definition Language
HP: Hewlett Packard

HTTP: Hyper Text Transfer Protocol

HTTPS: Hyper Text Transfer Protocol Secure
IBM: International Business Machines

IDE: Intelligent Development Environment
IIOP: Internet Inter-ORB Protocol

ISP: Internet Service Provider

J2EE: Java?2 Enterprise Edition

JAXM: Java API for XML Messaging
JAX-RPC: Java API for XML based Remote Procedure Call
JDBC: Java DabaBase Connectivity APIs
JMS: Java Messaging Service

JSP: Java Server Pages

JSTL: Java Standard Tag Library

JTA: JavaTransaction API

JVM: Java Virtual Machine

LDAP: Lightweight Directory Access Protocol
LPTA: Lightweight Third Party Authentication
MIME: Multipurpose Internet Mail Extensions

NEESit: Network for Earthquake Engineering Simulation IT (National Sci-
ence Foundation)

OASIS: Organization for the Advancement of Structured Information
Standards

OGSA: Open Grid Services Architecture

OGSI: Open Grid Service Infrastructure

OOD: Object Oriented Design

ORB: Object request Broker

PAPI: Provider Application Programming Interface
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PDF: Portable Document Format (Adobe Acrobat)
QoS: Quality of Service

R&D: Research & Development

REST: Representational State Transfer
RFC: Request For Comments

RMI: Remote Method Invocation

RPC: Remote Procedure Call

RPI: Remote Portlet Invocation
RSA:RSA Cryptographic Algorithm

RSS: Really Simple Syndication

SAML: Security Assertion Markup

SAX: Simple API for XML

SDE: Service Data Element

SMTP: Simple Message Transfer Protocol
SOA: Service Oriented Architecture
SOAP: Simple Object Access Protocol
SSAJ: SOAP with Attachments API for Java
SSL: Secure Socket Layer

SSO: Single Sign On

SVG: Scalable Vector Graphics

TLS: Transport Layer Security

UBR: UDDI Business Registry

UDDI: Universal Description, Discovery and Integration
UPnP: Universal Plug ‘N Play

URI: Uniform Resource Identifiers

URL: Uniform Resource Locator

VO: Virtual Organization

W3C: World Wide Consortium

WAP: Wireless Application Protocol
WAR: Web Archive file

WML: Web site Meta Language
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WSDD: Web Services Deployment Descriptor

WSDL: Web Service Description Language

WSIA: Web Services for Interactive Applications

WSIL: Web Services Inspection Language, a.k.a. WS-Inspection
WSREF : Web Services Resource Framework

WSRP: Web Services for Remote Portlets

WSS: Web Services Security

XML: eXtensible Markup Language

XSD: XML Schema Definition

XSLT: XML Stylesheet Engine
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E
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ebXML (Electronic Business with XML )
9

edit 240
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EJB service endpoint 107
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9
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enterprise applications 120
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failure transparency 248
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hibernate query language 116
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HTML code 2

HTTP 85
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IDL (interface definition language) 23
import statements 25

integration 235

inter-portlet communication 225
interface definition language (IDL) 23
internationalization 83
interoperability 55, 104, 234, 262
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J

Java messaging service (JMS) 22
Javaparsers 15

Java server pages (JSP) 94
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Java-to-WSDL mapping 26
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JavaServer faces (JSF) 115
JAX-RPC 63

JAX-RPC invocation models 69
JAXB 59
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JMS (Java messaging service) 22
JSF (JavaServer faces) 115

JSP (Java server pages) 94
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JVM (Java virtual machine) 164

K

knowledge worker portals 126

L

label 159
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location transparency 248

logic 105
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message 23
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methodology 241

Microsoft SharePoint 121
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monitoring tools 217

multi-tier component-based architecture
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parameters 149
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personalization 131

Plumtree 121
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portal applications 124
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portal deployment 164
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portal page 221
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portal servlet 140
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portal technology 82

portal window 158
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portlet container 220
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portlet window 141, 221
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PortletConfig 152
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Humanizing Information Technology: Advice from Experts
Authored by:

Shannon Schelin, PhD, North Carolina State University, USA

G. David Garson, PhD, North Carolina State University, USA

With the alarming rate of information technology changes over the past two decades, it is not unexpected
that there is an evolution of the human side of IT that has forced many organizations to rethink their
strategies in dealing with the human side of IT. People, just like computers, are main components of any
information systems. And just as successful organizations must be willing to upgrade their equipment and
facilities, they must also be alert to changing their viewpoints on various aspects of human behavior. New
and emerging technologies result in human behavior responses, which must be addressed with a view
toward developing better theories about people and IT. This book brings out a variety of views expressed
by practitioners from corporate and public settings offer their experiences in dealing with the human
byproduct of IT.

ISBN 1-59140-245-X (s/c) *US$29.95 » e/SBN 1-59140-246-8 * 186 pages » Copyright©2004

Information Technology Security: Advice from Experts
Edited by:
Lawrence Oliva, PhD, Intelligent Decisions LLC, USA

As the value of the information portfolio has increased, IT security has changed from a product focus to
a business management process. Today, IT security is not just about controlling internal access to data
and systems but managing a portfolio of services including wireless networks, cyberterrorism protection
and business continuity planning in case of disaster. With this new perspective, the role of IT executives
has changed from protecting against external threats to building trusted security infrastructures linked to
business processes driving financial returns. As technology continues to expand in complexity, databases
increase in value, and as information privacy liability broadens exponentially, security processes
developed during the last century will not work. IT leaders must prepare their organizations for previously
unimagined situations. IT security has become both a necessary service and a business revenue
opportunity. Balancing both perspectives requires a business portfolio approach to managing investment
with income, user access with control, and trust with authentication. This book is a collection of
interviews of corporate IT security practitioners offering various viewpoint on successes and failures in
managing IT security in organizations.
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Managing Data Mining: Advice from Experts
Edited by:

Stephan Kudyba, PhD, New Jersey Institute of Technology, USA

Foreword by Dr. Jim Goodnight, SAS Inc, USA

Managing Data Mining: Advice from Experts is a collection of leading business applications in the data mining
and multivariate modeling spectrum provided by experts in the field at leading US corporations. Each contributor
provides valued insights as to the importance quantitative modeling provides in helping their corresponding organizations
manage risk, increase productivity and drive profits in the market in which they operate. Additionally, the expert
contributors address otherimportant areas which are involved in the utilization of data mining and multivariate modeling
that include various aspects in the data management spectrum (e.g. data collection, cleansing and general
organization).

ISBN 1-59140-243-3 (s/c) »US$29.95 * e/SBN 1-59140-244-1+ 278 pages * Copyright ©2004

E-Commerce Security: Advice from Experts

E-Commerce | =%y
Security Mehdi Khosrow-Pour, D.B.A,
L

Information Resources Management Association, USA

The e-commerce revolution has allowed many organizations around the world to become more effective and efficient
in managing their resources. Through the use of e-commerce many businesses can now cut the cost of doing
business with their customers in a speed that could only be imagined a decade ago. However, doing business on
the Internet has opened up business to additional vulnerabilities and misuse. It has been estimated that the cost
of misuse and criminal activities related to e-commerce now exceeds 10 billion dollars per year, and many experts
predict that this number will increase in the future. This book provides insightand practical knowledge obtained from
industry leaders regarding the overall successful management of e-commerce practices and solutions.
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