Linux+™
Study Guide

Roderick W. Smith

..
San Francisco ¢ Paris ¢ Diisseldorf « Soest * London SYBEX

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

Associate Publisher: Neil Edde

Acquisitions and Developmental Editor: Elizabeth Hurley
Editors: Rebecca Rider, Susan Berge, Jim Gabbert
Production Editor: Shannon Murphy

Technical Editor: Matthew Miller

Book Designer: Bill Gibson

Graphic Illustrator: Tony Jonick

Electronic Publishing Specialist: Nila Nichols
Proofreaders: Emily Hsuan, Nelson Kim, Laurie O’Connell, Yariv Rabinovitch, Suzanne Stein
Indexer: Ann Rogers

CD Coordinator: Christine Harris

CD Technician: Kevin Ly

Cover Designer: Archer Design

Cover Photograph: Natural Selection

Copyright © 2001 SYBEX Inc., 1151 Marina Village Parkway, Alameda, CA 94501. World rights reserved. No part of this
publication may be stored in a retrieval system, transmitted, or reproduced in any way, including but not limited to photo-
copy, photograph, magnetic, or other record, without the prior agreement and written permission of the publisher.

Library of Congress Card Number: 2001089831
ISBN: 0-7821-2939-0

SYBEX and the SYBEX logo are either registered trademarks or trademarks of SYBEX Inc. in the United States and/or other
countries.

The CD interface was created using Macromedia Director, COPYRIGHT 1994, 1997-1999 Macromedia Inc. For more
information on Macromedia and Macromedia Director, visit http://www.macromedia.com.

Sybex is an independent entity from CompTIA and is not affiliated with CompTIA in any manner. Neither CompTIA nor Sybex
warrants that use of this publication will ensure passing the relevant exam. Linux+ is either a registered trademark or trademark
of CompTIA in the United States and/or other countries.

TRADEMARKS: SYBEX has attempted throughout this book to distinguish proprietary trademarks from descriptive terms
by following the capitalization style used by the manufacturer.

The author and publisher have made their best efforts to prepare this book, and the content is based upon final release soft-
ware whenever possible. Portions of the manuscript may be based upon pre-release versions supplied by software manu-
facturer(s). The author and the publisher make no representation or warranties of any kind with regard to the completeness
or accuracy of the contents herein and accept no liability of any kind including but not limited to performance, merchant-
ability, fitness for any particular purpose, or any losses or damages of any kind caused or alleged to be caused directly or
indirectly from this book.

Manufactured in the United States of America

10987654321

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

L

SYBEX

To Our Valued Readers:

Sybex is proud to have served as a member of CompTIA's Linux+ Advisory Committee. Just as CompTIA
is committed to establishing measurable standards for certifying individuals who will support Linux
systems in the future, Sybex is committed to providing those individuals with the skills needed to meet
those standards. By working alongside CompTIA, and in conjunction with other esteemed members
of the Linux+ committee, it is our desire to help bridge the knowledge and skills gap that currently con-
fronts the IT industry.

Sybex expects the Linux+ program to be well received, both by companies seeking qualified technical
staff and by the IT training community. Along with the existing line of vendor-neutral certifications
from CompTIA, including A+, Network+, Server+, and i-Net+, the Linux+ certification should prove
to be an invaluable asset in the years ahead.

Our authors and editors have worked hard to ensure that this Linux+ Study Guide is comprehensive,
in-depth, and pedagogically sound. We’re confident that this book will meet and exceed the demanding
standards of the certification marketplace and help you, the Linux+ exam candidate, succeed in your
endeavors.

Good luck in pursuit of your Linux+ certification!

Neil Edde
Associate Publisher—Certification
Sybex, Inc.

SYBEX Inc. 1151 Marina Village Parkway, Alameda, CA 94501
Tel: 510/523-8233  Fax: 510/523-2373 HTTP://www.sybex.com
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Software License Agreement: Terms and Conditions

The media and/or any online materials accompanying this
book that are available now or in the future contain pro-
grams and/or text files (the "Software") to be used in connec-
tion with the book. SYBEX hereby grants to you a license to
use the Software, subject to the terms that follow. Your pur-
chase, acceptance, or use of the Software will constitute your
acceptance of such terms.

The Software compilation is the property of SYBEX unless
otherwise indicated and is protected by copyright to SYBEX
or other copyright owner(s) as indicated in the media files
(the "Owner(s)"). You are hereby granted a single-user
license to use the Software for your personal, noncommercial
use only. You may not reproduce, sell, distribute, publish,
circulate, or commercially exploit the Software, or any por-
tion thereof, without the written consent of SYBEX and the
specific copyright owner(s) of any component software
included on this media.

In the event that the Software or components include specific
license requirements or end-user agreements, statements of
condition, disclaimers, limitations or warranties ("End-User
License"), those End-User Licenses supersede the terms and
conditions herein as to that particular Software component.
Your purchase, acceptance, or use of the Software will con-
stitute your acceptance of such End-User Licenses.

By purchase, use or acceptance of the Software you further
agree to comply with all export laws and regulations of the
United States as such laws and regulations may exist from
time to time.

Software Support

Components of the supplemental Software and any offers
associated with them may be supported by the specific
Owner(s) of that material but they are not supported by
SYBEX. Information regarding any available support may be
obtained from the Owner(s) using the information provided
in the appropriate read.me files or listed elsewhere on the
media.

Should the manufacturer(s) or other Owner(s) cease to offer
support or decline to honor any offer, SYBEX bears no
responsibility. This notice concerning support for the Soft-
ware is provided for your information only. SYBEX is not the
agent or principal of the Owner(s), and SYBEX is in no way
responsible for providing any support for the Software, nor is
it liable or responsible for any support provided, or not pro-
vided, by the Owner(s).

Warranty

SYBEX warrants the enclosed media to be free of physical
defects for a period of ninety (90) days after purchase. The
Software is not available from SYBEX in any other form or
media than that enclosed herein or posted to www.sybex.com.
If you discover a defect in the media during this warranty
period, you may obtain a replacement of identical format at

Copyright ©2001 SYBEX, Inc., Alameda, CA

no charge by sending the defective media, postage prepaid,
with proof of purchase to:

SYBEX Inc.

Customer Service Department

1151 Marina Village Parkway
Alameda, CA 94501

(510) 523-8233

Fax: (510) 523-2373

e-mail: info@sybex.com

WEB: HTTP://WWW.SYBEX.COM

After the 90-day period, you can obtain replacement media
of identical format by sending us the defective disk, proof of
purchase, and a check or money order for $10, payable to
SYBEX.

Disclaimer

SYBEX makes no warranty or representation, either
expressed or implied, with respect to the Software or its con-
tents, quality, performance, merchantability, or fitness for a
particular purpose. In no event will SYBEX, its distributors,
or dealers be liable to you or any other party for direct, indi-
rect, special, incidental, consequential, or other damages
arising out of the use of or inability to use the Software or its
contents even if advised of the possibility of such damage. In
the event that the Software includes an online update feature,
SYBEX further disclaims any obligation to provide this fea-
ture for any specific duration other than the initial posting.
The exclusion of implied warranties is not permitted by some
states. Therefore, the above exclusion may not apply to you.
This warranty provides you with specific legal rights; there
may be other rights that you may have that vary from state to
state. The pricing of the book with the Software by SYBEX
reflects the allocation of risk and limitations on liability con-
tained in this agreement of Terms and Conditions.

Shareware Distribution

This Software may contain various programs that are distrib-
uted as shareware. Copyright laws apply to both shareware
and ordinary commercial software, and the copyright
Owner(s) retains all rights. If you try a shareware program
and continue using it, you are expected to register it. Individ-
ual programs differ on details of trial periods, registration,
and payment. Please observe the requirements stated in
appropriate files.

Copy Protection

The Software in whole or in part may or may not be copy-
protected or encrypted. However, in all cases, reselling or
redistributing these files without authorization is expressly
forbidden except as specifically provided for by the Owner(s)
therein.
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In memory of Douglas Adams, 1952-2001. So long, and thanks for all the
laughter.
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Introduction

Why should you learn about Linux? It’s a fast-growing operating sys-
tem, and it is inexpensive and flexible. Linux is also a major player in the
small and mid-sized server field, and it’s an increasingly viable platform for
workstation and desktop use, as well. By understanding Linux, you’ll
increase your standing in the job market. Even if you already know Windows
or MacOS and your employer uses these systems exclusively, understanding
Linux will give you an edge when you are looking for a new job or if you are
looking for promotion. For instance, this knowledge will allow you to make
an informed decision about if and when you should deploy Linux.

The Computing Technology Industry Association (CompTIA) has devel-
oped its Linux+ exam as an introductory certification for people who want
to enter careers involving Linux. The exam is meant to certify that an indi-
vidual has the skills necessary to install, operate, and troubleshoot a Linux
system, and is familiar with Linux-specific concepts and basic hardware.

The purpose of this book is to help you pass the Linux+ exam. Because
this exam covers basic Linux installation, use, configuration, administration,
and hardware interactions, those are the topics that are emphasized in this
book. You’ll learn enough to get a Linux system up and running and how to
configure it for many common tasks. Even after you’ve taken and passed the
Linux+ exam, this book should remain a useful reference.

What Is Linux?

Linux is a clone of the Unix OS that has been popular in academia and many
business environments for years. Formerly used exclusively on large main-
frames, Unix and Linux can now run on small computers—which are actu-
ally far more powerful than the mainframes of just a few years ago. Because
of its mainframe heritage, Unix (and hence also Linux) scales well to perform
today’s demanding scientific, engineering, and network server tasks.

Linux consists of a kernel, which is the core control software, and many
libraries and utilities that rely upon the kernel to provide features with which
users interact. The OS is available in many different distributions, which are
bundlings of a specific kernel with specific support programs. These con-
cepts are discussed at greater length in Chapters 1-3.
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Why Become Linux+ Certified?

There are several good reasons to get your Linux+ certification. The
CompTIA Candidates Information packet lists five major benefits:

Provides proof of professional achievement Certifications are quickly
becoming status symbols in the computer service industry. Organizations,
including members of the computer service industry, are recognizing the
benefits of certification, such as Linux+ or A+. Organizations are pushing
for their members to become certified. Every day, more people are putting
the CompTIA official certification logo on their business cards.

Increases your marketability Linux+ certification makes individuals
more marketable to potential employers. Also, the Linux+ certified
employees might receive a higher salary base because employers won’t
have to spend as much money on vendor-specific training.

Provides an opportunity for advancement Most raises and advance-
ments are based on performance. Linux+ certified employees work faster
and more efficiently. The more productive employees are, the more
money they will make for their company. And, of course, the more money
they make for the company, the more valuable they will be to the com-
pany. So, if employees are Linux+ certified, their chances of getting pro-
moted will be greater.

Fulfills training requirements Each year, more and more major com-
puter hardware vendors, including (but not limited to) IBM, Hewlett-
Packard, and Compagq, are recognizing CompTIA’s certifications as pre-
requisites in their own respective certification programs. The use of out-
side certifications like Linux+ has the side benefit of reducing training
costs for employers. Because more and more small companies are deploy-
ing the flexible and inexpensive OS we call Linux, the demand for expe-
rienced users is growing. CompTIA anticipates that the Linux+ exam, like
the A+ exam, will find itself integrated into various certification programs
as well.

Raises customer confidence As the IT community, users, small business
owners, and the like become more familiar with the Linux+ certified pro-
fessional moniker, more of them will realize that the Linux+ professional
is more qualified to work in their Linux environment than is a non-
certified individual.
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How to Become Linux+ Certified

The Linux+ certification is available to anyone who passes the test. You
don’t have to work for a particular company. It’s not a secret society. It is,
however, an elite group.

The exam is administered by Prometric and can be taken at any Prometric
Testing Center. If you pass, you will get a certificate in the mail from
CompTIA saying that you have passed, and you will also receive a lapel pin
and business cards. To find the Prometric training center nearest you, call
(800) 755-EXAM (755-3926).

To register for the exam, call Prometric at (800) 776-MICRO (776-4276)
or register online at http://www.2test.com. You’ll be asked for your
name, your Social Security number (an optional number may be assigned if
you don’t wish to disclose your Social Security number), mailing address,
phone number, employer, when and where you want to take the test (i.e.,
which Prometric testing center), and your credit card number (arrangement
for payment must be made at the time of registration).

Who Should Buy This Book

Anybody who wants to pass the Linux+ exam may benefit from this book.
If you’re new to Linux, this book covers the material you will need to learn
the OS from the beginning, and it continues to provide the knowledge you
need up to a proficiency level sufficient to pass the Linux+ exam. You can
pick up this book and learn from it even if you’ve never used Linux before,
although youw’ll find it an easier read if you’ve at least casually used Linux for
a few days. If you’re already familiar with Linux, this book can serve as a
review and as a refresher course for information with which you might not
be completely familiar. In either case, reading this book will help you to pass
the Linux+ exam.

This book is written with the assumption that you know at least a little bit
about Linux (what it is, and possibly a few Linux commands). This book
also assumes that you know some basics about computers in general, such as
how to use a keyboard, how to insert a floppy disk into a floppy drive, and
so on. Chances are you have used computers in a substantial way in the
past—perhaps even Linux, as an ordinary user, or maybe you have used
Windows or MacOS. This book does #ot assume that you have extensive
knowledge of Linux system administration, but if you’ve done some system
administration, you can still use this book to fill in gaps in your knowledge.
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How This Book Is Organized

This book consists of nine chapters plus supplementary information: a glos-
sary, this Introduction, and the Assessment Test after the Introduction. The
chapters are organized as follows:

= Chapter 1, “Planning the Implementation,” covers things you should

consider before you install Linux on a computer. This chapter com-
pares Linux to other OSs, it discusses Linux’s hardware requirements
and its disk partition requirements, it describes the various Linux dis-
tributions, and it explores the software licenses found in the Linux
world.

Chapter 2, “Installing Linux,” covers the Linux installation process.
Because Linux is available in several variant forms, this chapter
focuses on just one (Linux Mandrake 8.0), but other Linux distribu-
tions must perform the same fundamental tasks, so much of this infor-
mation is directly applicable to other distributions. This chapter also
covers the post-installation configuration of one particularly critical
Linux component: the X Window System (or X for short), which pro-
vides Linux’s GUI environment.

Chapter 3, “Software Management,” covers how to install and con-
figure software. Much of this discussion is devoted to the two major
package management systems in Linux, the Red Hat Package Man-
ager (RPM) and Debian packages. This chapter also covers kernel
issues and boot loaders (which are used to boot a Linux kernel).

Chapter 4, “Users and Security,” covers how to create and maintain
user accounts; it also covers the security issues surrounding users and
Linux more generally. Because Linux is a clone of Unix, it includes
extensive support for multiple users, and understanding Linux’s model
for user accounts is critical to many aspects of Linux’s operation.

Chapter 5, “Networking,” covers how to use Linux on a network.
This chapter includes an overview of what a network is, including the
popular TCP/IP networking tools upon which the Internet is built.
Several popular Linux network client programs are discussed, as is the
subject of how to control access to a Linux computer.
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= Chapter 6, “Managing Files and Services,” covers many of the impor-
tant Linux configuration files and some miscellaneous administrative
and user tasks, such as how you should use a GUI environment and
how to write a shell script. Most of these tasks aren’t very glamorous,
but they’re critically important for you to know if you want to keep a
system running properly.

= Chapter 7, “Managing Partitions and Processes,” covers two things:
filesystems (disk partitions and the data they contain) and processes
(running programs). Specific topics include how to create and manage
filesystems, how to back up and restore a computer, how to run pro-
grams at specific scheduled times, and how to manipulate running
processes.

= Chapter 8, “Hardware Issues,” covers various hardware topics. These
include configuring printers, using kernel modules (drivers for specific
hardware devices), adding new hardware, using laptop computers,
and diagnosing hardware problems. Some of these issues are the same
as in other OSs, but Linux handles some hardware devices in funda-
mentally different ways than do many other OSs.

= Chapter 9, “Troubleshooting,” is devoted to the question of what to
do when things go wrong. This chapter includes information on how
to narrow down the problem space to a manageable size, and it
includes advice on how to proceed when you see many common prob-
lem symptoms.

Each chapter begins with a list of the CompTIA Linux+ objectives that are
covered in that chapter. (The book doesn’t cover objectives in the same order
as CompTIA lists them, so don’t be alarmed when you notice gaps in the
sequence.) At the end of each chapter, there are several elements you can use
to help prepare for the exam:

Exam Essentials This section summarizes important information that
was covered in the chapter. You should be able to perform each of the
tasks or convey the information requested.

Commands in This Chapter Most chapters include discussion of sev-
eral Linux commands. (Chapter 1 is an exception to this rule.) You should
be familiar with these commands before taking the exam. You might not
need to know every option for every command, but you should know
what the command does and be familiar with its major options. (Chapter 3
begins with a discussion of how to perform basic tasks in a Linux com-

mand shell.)
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Key Terms The key terms are italicized throughout the text. They’re
important terms with which you should be familiar before you take the
exam. The Glossary provides definitions for all of the key terms. They’re
also defined in the text in which they’re first discussed extensively.

Review Questions Each chapter concludes with twenty review ques-
tions. You should answer these questions and check your answer against
the one provided after the questions. If you can’t answer at least 80 per-
cent of these questions correctly, go back and review the chapter, or at
least those sections that seem to be giving you difficulty.

The Review Questions, Assessment Test, and other testing elements included
in this book are not derived from the CompTIA Linux+ exam questions, so
don’t memorize the answers to these questions and assume that doing this
will let you pass the Linux+ exam. You should learn the underlying topic, as
described in the text of the book. This will let you answer the questions pro-
vided with this book and pass the exam. Learning the underlying topic is also
the approach that will serve you best in the workplace—the ultimate goal of a
certification like Linux+.

To get the most out of this book, you should read each chapter from start
to finish, then check your memory and understanding with the chapter-end
elements. Even if you’re already familiar with a topic, you should skim the
chapter; Linux is complex enough that there are often multiple ways to
accomplish a task, so you may learn something even if you’re already com-
petent in an area.

Bonus CD-ROM Contents

This book comes with a CD-ROM that contains both the book’s features
and several additional elements. Items available on the CD-ROM include the
following:

Book contents as a PDF file The entire book is available as an Adobe
Portable Document Format (PDF; aka Acrobat) file. This allows you to
take the book with you on the road or use a PDF reader’s search function
to find a word or phrase you remember reading but can’t quite find.
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Electronic “flashcards” The CD-ROM includes 150 questions in
“flashcard” format (a question followed by a single correct answer). You
can use these to review your knowledge of the Linux+ exam objectives.

Sample Tests All of the questions in this book appear on the CD-
ROM—both the 30-question Assessment Test at the end of this Introduc-
tion and the 180 questions that consist of the nine 20-question Review
Question sections for each chapter. In addition, there are two 65-question
Bonus Exams.

%}’ You can use a PDF reader like Adobe Acrobat or any Ghostscript-based viewer

ITE in Linux to read the PDF files on the CD-ROM. The sample tests use a Java
applet that works with Java-enabled Web browsers in Linux, Windows, or
other OSs. Look for a file called test.htm in the test engine directory on the
CD-ROM and double-click it in a file browser, or load it using a file selector in
your Web browser. Chapter 7, “Managing Partitions and Processes,” dis-
cusses mounting disks, including CD-ROMs, if you want to access these files
from Linux.

Conventions Used in This Book

This book uses certain typographic styles in order to help you quickly iden-
tify important information and to avoid confusion over the meaning of
words such as on-screen prompts. In particular:

= [talicized text indicates key terms that are discussed at length for the
first time in a chapter. (Italics are also used for emphasis.)

= A monospaced font is used to indicate the contents of configuration
files, messages displayed at a text-mode Linux shell prompt, file-
names, and Internet URLs.

= Ttalicized monospaced text indicates a variable—information
that differs from one system or command run to another, such as the
name of a client computer or a process ID number.
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= Bold monospaced text is information that you’re to type into the
computer, usually at a Linux shell prompt. This text can also be ital-
icized to indicate that you should substitute an appropriate value for
your system. (When isolated on their own lines, commands are pre-
ceded by non-bold monospaced $ or # command prompts.)

In addition to these text conventions, which can apply to individual words
or entire paragraphs, there are a few conventions that I use to highlight seg-
ments of text:

A Note indicates information that's useful or interesting, but that's somewhat
peripheral to the main discussion. A Note might be relevant to a small number
of networks, for instance, or it may refer to an outdated feature.

A Tip provides information that can save you time or frustration and that may
not be entirely obvious. A Tip might describe how to get around a limitation,
or how to use a feature to perform an unusual task.

Warnings describe potential pitfalls or dangers. If you fail to heed a Warning,
you may end up spending a lot of time recovering from a bug, or you may
even end up restoring your entire system from scratch.

Sidebars

A Sidebar is like a Note but is longer. Typically, a Note is one paragraph or
less in length, but Sidebars are longer than this. The information in a Side-
bar is useful, but it doesn’t fit into the main flow of the discussion.
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@ Real World Scenario
Real World Scenario

A Real World Scenario is a type of sidebar that describes some task or
example that’s particularly grounded in the real world. This may be a situ-
ation | or somebody | know has encountered, or it may be advice on how to
work around problems that are common in real, working Linux environments.

The Exam Objectives

Behind every computer industry exam you can be sure to find exam objec-
tives—the broad topics in which exam developers want to ensure your
competency. The official CompTIA objectives for the Linux+ exam are
listed here.

%’ Exam objectives are subject to change at any time without prior notice and at

ITE CompTIA’s sole discretion. Please visit the Linux+ Certification page of CompTIA's
Web site (http://www.comptia.com/certification/Tinuxplus/index.htm)
for the most current listing of exam objectives.

Domain 1.0 Planning the Implementation

1.1 Identify purpose of Linux machine based on predetermined cus-
tomer requirements (e.g., appliance, desktop system, database, mail
server).

1.2 Identify all system hardware required and validate that it is sup-
ported by Linux (e.g., CPUs, RAM, graphics cards, storage devices,
network interface cards, modem).

1.3 Determine what software and services should be installed (e.g.,
client applications for workstation, server services for desired task),
check requirements and validate that it is supported by Linux.

1.4 Determine how storage space will be allocated to file systems
(e.g., partition schemes).
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1.5 Compare and contrast how major Linux licensing schemes work
(e.g., GNU/GPL, freeware, shareware, open source, closed source,
artistic license).

1.6 Identify the function of different Linux services (e.g., Apache,
Squid, SAMBA, Sendmail, ipchains, BIND).

1.7 Identify strengths and weaknesses of different distributions and
their packaging solutions (e.g., tar ball vs. RPM/DEB).

1.8 Describe the functions, features, and benefits of Linux solutions
as compared with other operating systems (e.g., Linux players, distri-
butions, available software).

1.9 Identify how the Linux kernel version numbering works.
1.10 Identify where to obtain software and resources.

1.11 Determine customer resources for a solution (e.g., staffing,
budget, training).

Domain 2.0 Installation

2.1 Determine appropriate method of installation based on the envi-
ronment (e.g., boot disk, CD-ROM, Network (HTTP, FTP, NFS, SMB)).

2.2 Describe the different types of Linux installation interaction and
determine which to use for a given situation (e.g., GUI, text, network).

2.3 Select appropriate parameters for Linux installation (e.g., lan-
guage, time zones, keyboard, mouse).

2.4 Select packages based on the machine’s “role” (e.g., Workstation,
Server, Custom).

2.5 Select appropriate options for partitions based on pre-installation
choices (e.g., FDISK, third party partitioning software).

2.6 Partition according to your pre-installation plan using fdisk (e.g.,
/boot, /, /usr, /var/home, SWAP).

2.7 Configure file systems (e.g., (ext2) or (ext3) or REISER).

2.8 Select appropriate networking configuration and protocols (e.g.,
modems, Ethernet, Token-Ring).
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2.9 Select appropriate security settings (e.g., Shadow password, root
password, umask value, password limitations and password rules).

2.10 Create users and passwords during installation.
2.11 Install and configure XFree86 server.

2.12 Select Video card support (e.g., chipset, memory, support
resolution(s)).

2.13 Select appropriate monitor manufacturer and settings (e.g.,
custom, vertical, horizontal, refresh).

2.14 Select the appropriate window managers or desktop environ-
ment (e.g., KDE, GNOME).

2.15 Explain when and why the kernel will need to be recompiled.

2.16 Install boot loader (e.g., LILO, MBR vs. first sector of boot
partition).

2.17 Install and uninstall applications after installing the operating
system (e.g., RPM, tar, gzip).

2.18 Read the Logfiles created during installation to verify the success
of the installation.

2.19 Validate that an installed application is performing correctly in
both a test and production environment.

Domain 3.0 Configuration

3.1 Reconfigure the Xwindow System with automated utilities (e.g.,
Xconfigurator, XF86Setup).

3.2 Configure the client’s workstation for remote access (e.g.,
ppp, ISDN).

3.3 Set environment variables (e.g., PATH, DISPLAY, TERM).

3.4 Configure basic network services and settings (e.g., netconfig,
Tinuxconf; settings for TCP/IP, DNS, DHCP).

3.5 Configure basic server services (e.g., X, SMB, NIS, NFS).

3.6 Configure basic Internet services (e.g., HTTP, POP, SMTP,
SNMP, FTP).
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3.7 Identify when swap space needs to be increased.
3.8 Add and configure printers.

3.9 Install and configure add-in hardware (e.g., monitors, modems,
network interfaces, scanners).

3.10 Reconfigure boot loader (e.g., LILO).

3.11 Identify the purpose and characteristics of configuration files
(e.g., BASH, inittab, fstab, /etc/*).

3.12 Edit basic configuration files (e.g., BASH files, inittab, fstab).

3.13 Load, remove, and edit list modules (e.g., insmod, rmmod,
Ismod, modprobe).

3.14 Document the installation of the operating system, including
configuration.

3.15 Configure access rights (e.g., rlogin, NIS, FTP, TFTP, SSH,
Telnet).

Domain 4.0 Administration

4.1 Create and delete users.

4.2 Modify existing users (e.g., password, groups, personal
information).

4.3 Create, modify, and delete groups.

4.4 Identify and change file permissions, modes, and types by using
chmod, chown, and chgrp.

4.5 Manage and navigate the Linux hierarchy (e.g., /etc, /usr,
/bin, /var).

4.6 Manage and navigate the standard Linux file system (e.g., mv,
mkdir, Ts, rm).

4.7 Perform administrative tasks while logged in as root, or by using
the su command (e.g., understand commands that are dangerous to the
system).

4.8 Mount and manage filesystems and devices (e.g., /mnt, /dev, du,
df, mount, umount).
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4.9 Describe and use the features of the multi-user environment (e.g.,
virtual terminals, multiple logins).

4.10 Use common shell commands and expressions.

4.11 Use network commands to connect to and manage remote sys-
tems (e.g., telnet, ftp, ssh, netstat, transfer files, redirect
Xwindow).

4.12 Create, extract, and edit file and tape archives using tar.
4.13 Manage runlevels using init and shutdown.

4.14 Stop, start, and restart services (daemons) as needed (e.g.,
init files).

4.15 Manage print spools and queues.
4.16 Create, edit, and save files using vi.

4.17 Manage and navigate the Graphical User Interface (e.g., menus,
Xterm).

4.18 Program basic shell scripts using common shell commands (e.g.,
grep, find, cut, if).
Domain 5.0 System Maintenance

5.1 Create and manage local storage devices and file systems (e.g.,
fsck, fdisk, mkfs).

5.2 Verify user and root cron jobs and understand the function
of cron.

5.3 Identify core dumps and remove or forward as appropriate.
5.4 Run and interpret ifconfig.
5.5 Download and install patches and updates (e.g., packages, tgz).

5.6 Differentiate core services from non-critical services (e.g., ps, PID,
PPID, init, timer).

5.7 Identify, execute, and kill processes (ps, ki11, ki11al11).

5.8 Monitor system log files regularly for errors, logins, and unusual
activity.
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5.9 Document work performed on a system.
5.10 Perform and verify backups and restores.

5.11 Perform and verify security best practices (e.g., passwords, phys-
ical environments).

5.12 Assess security risks (e.g., location, sensitive data, file system
permissions, remove/disable unused accounts, audit system
services/programs).

5.13 Set daemon and process permissions (e.g., SUID — SGID -
Owner/groups).

Domain 6.0 Troubleshooting

6.1 Identify and locate the problem by determining whether the prob-
lem is hardware, operating system, application software, configura-
tion, or the user.

6.2 Describe troubleshooting best practices (i.e., methodology).

6.3 Examine and edit configuration files based on symptoms of a
problem using system utilities.

6.4 Examine, start, and stop processes based on the signs and symp-
toms of a problem.

6.5 Use system status tools to examine system resources and statuses
(e.g., fsck, setserial).

6.6 Use systems boot disk(s) and root disk on workstation and server
to diagnose and rescue file system.

6.7 Inspect and determine cause of errors from system log files.

6.8 Use disk utilities to solve file system problems (e.g., mount,
umount).

6.9 Resolve problems based on user feedback (e.g., rights, unable
to login to the system, unable to print, unable to receive or
transmit mail).

6.10 Recognize common errors (e.g., package dependencies, library
errors, version conflicts).

6.11 Take appropriate action on boot errors (e.g., LILO, bootstrap).
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6.12 Identify backup and restore errors.

6.13 Identify application failure on server (e.g., Web page, telnet,
ftp, pop3, snmp).

6.14 Identify and use troubleshooting commands (e.g., Tocate,
find, grep, |, <, >, >>, cat, tail).

6.15 Locate troubleshooting resources and update as allowable (e.g.,
Web, man pages, howtos, infopages, LUGs).

6.16 Use network utilities to identify network connectivity problems
(e.g., ping, route, traceroute, netstat, 1sof).

Domain 7.0 Identify, Install, and Maintain System
Hardware

7.1 Identify basic terms, concepts, and functions of system compo-
nents, including how each component should work during normal
operation and during the boot process.

7.2 Assure that system hardware is configured correctly prior to
installation (e.g., IRQs, BIOS, DMA, SCSI settings, cabling) by iden-
tifying proper procedures for installing and configuring ATA devices.

7.3 Assure that system hardware is configured correctly prior to
installation (e.g., IRQs, BIOS, DMA, SCSI settings, cabling) by iden-
tifying proper procedures for installing and configuring SCSI and
IEEE 1394 devices.

7.4 Assure that system hardware is configured correctly prior to
installation (e.g., IRQs, BIOS, DMA, SCSI settings, cabling) by iden-
tifying proper procedures for installing and configuring peripheral
devices.

7.5 Assure that system hardware is configured correctly prior to
installation (e.g., IRQs, BIOS, DMA, SCSI settings, cabling) by iden-
tifying available IRQs, DMAs, and I/O addresses and procedures for
device installation and configuration.
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7.6 Remove and replace hardware and accessories (e.g., cables and
components) based on symptoms of a problem by identifying basic
procedures for adding and removing field replaceable components.

7.7 Remove and replace hardware and accessories (e.g., cables and
components) based on symptoms of a problem by identifying common
symptoms and problems associated with each component and how to
troubleshoot and isolate problems.

7.8 Identify basic networking concepts, including how a network
works.

7.9 Identify proper procedures for diagnosing and troubleshooting
ATA devices.

7.10 Identify proper procedures for diagnosing and troubleshooting
SCSI devices.

7.11 Identify proper procedures for diagnosing and troubleshooting
peripheral devices.

7.12 Identify proper procedures for diagnosing and troubleshooting
core system hardware.

7.13 Identify and maintain mobile system hardware (e.g.,
PCMCIA, APM).
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1. Which of the following tools is it #20st important to have available on
an emergency recovery disk?

A.

B.
C.
D.

fdformat
WordPerfect
mkfs

traceroute

2. The output of free shows that a system with 256 MB of RAM is using
191MB of RAM and 12MB of an available 350MB of swap space.
These values don’t fluctuate much over time. Which of the following
is true?

A.

The computer would experience substantial speedup by doubling
its RAM.

B. The swap space may be safely eliminated.

C. The administrator should use the swapon command to activate

more use of the existing swap space.

. Available swap space and RAM are adequate for the system’s cur-

rent uses.

3. Which of the following tasks can /etc/modules. conf entries
perform? (Choose all that apply.)

A.

They can specify hardware parameters, such as IRQs, to be used by
a kernel module.

. They can indicate a command to be performed whenever the

kernel loads a module.

They can indicate the conditions under which the kernel should
recompile a module.

. They can specify the module to be loaded for a particular type of

hardware.
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4. Which of the following are power management protocols? (Choose all
that apply.)

A. ACPI
B. PPP

C. SMTP
D. APM

5. What does the -t parameter to telinit control?

A. The time between a polite shutdown of unneeded servers
(via SIGTERM) and a forceful shutdown (via SIGKILL)

B. The time between issuing the telinit command and the time the
runlevel change takes place

C. The runlevel that’s to be entered upon completion of the command
D. The message sent to users before the runlevel change is enacted
6. Which of the following programs might you want to remove on a sys-
tem that’s to function solely as a firewall? (Choose all that apply.)
A. init
B. The Telnet client
C. The Linux kernel
D. The Apache server
7. Which of the following is it wise to do when deleting an account with
userdel?

A. Ensure that the user’s password isn’t duplicated in /etc/passwd
or /etc/shadow.

B. Search the computer for stray files owned by the former user.

C. Change permissions on system files to prevent the user from
accessing them remotely.

D. Delete the user’s files with a utility that overwrites former file con-
tents with random data.
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8. Which of the following is true of Debian-based distributions?
A. They all use kernels optimized for Intel Pentium CPUs.

B. They are all derived from Debian GNU/Linux but diverge in vari-
ous ways from the original.

C. They cannot use software shipped in RPM format.
D. They are extremely rare because of the popularity of RPM- and

tarball-based distributions.

9. An1s -1 command reveals that the Toud file has a permission string
of crw-rw---- and ownership by the user root and group audio.
Which of the following is a true statement about this file?

A. Only root and the account that created it may read or write

the file.
B. The file is a directory, as indicated by the leading c.
C. Anybody in the audio group may read from and write to the file.
D. The command chmod 660 Toud will make it accessible to more

users.

10. Which of the following is commonly found in /etc/inetd.conf
entries for servers but not in the equivalent entries in /etc/
xinetd.conf or a file in /etc/xinetd.d?

A. A call to tcpd

B. A specification of the protocol, such as tcp
C. A specification of the user, such as nobody
D. Arguments to be passed to the target server

11. Why might a script include a variable assignment like CC="/usr/
bin/gcc"?
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A. To ensure that the script uses gcc rather than some other C
compiler.

B. Because some programs can’t be called from scripts except when
referred to by variables.

C. The variable assignment allows the script to run the program even
if it lacks execute permission.

D. The variable can be easily changed or assigned different values,
increasing the utility of the script.
12. Which of the following symptoms is more common in kernel bugs
than in application problems?
A. Programs consume an inordinate amount of CPU time.

B. An error message containing the word oops appears in your log
files.

C. A program refuses to start and complains of a missing library file.
D. The problem occurs for some users but not for others.

13. Which of the following are potential problems when using a partition
resizing utility like resize2fs or PartitionMagic? (Choose all that

apply.)

A. A power failure or crash during the resize operation could result in
substantial data loss.

B. Linux may not recognize a resized partition because resizers often
change the partition ID code.

C. No resizing programs exist for the most common Linux filesystem,
ext2fs.

D. If the resizer moves the Linux kernel, you’ll need to reinstall LILO.

14. In which of the following circumstances is it 70st appropriate to run
XFree86 3.3.6 over a 4.0.x version of the server?
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A. Never; XFree86 4.0.x does everything 3.3.6 does, and better.

When you need support for multiple simultaneous monitors to dis-
play an oversized desktop.

C. When 3.3.6 includes a separate accelerated server for your card.

D. When 4.0.x provides unaccelerated support for your chipset but

3.3.6 provides acceleration.

15. You want to set up a firewall on a Linux computer. Which of the fol-
lowing tools might you use to accomplish this task?

A.

B.
C.
D.

Apache
iptables
wall

TCP Wrappers

16. What is the purpose of the setserial command?

A.

It configures a series of actions to be performed automatically by
typing one command.

B. It configures Universal Serial Bus (USB) port parameters.

D.

It disables multitasking, forcing Linux to perform only one com-
mand at a time.

It queries or configures the status of an RS-232 serial port.

17. Which of the following is the purpose of the rc.Tocal or boot.local
startup script?

A.

B.
C.
D.

It sets the system’s time zone and language defaults.
It holds startup commands created for its specific computer.
It displays startup messages to aid in debugging.

It verifies that all other startup scripts are operating correctly.

18. Which of the following is a protocol that can help automate configu-
ration of SCSI devices?
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A

B.

Cc
D

. SCAM
SMB
. ASPI
. ATAPI

19. Which of the following is true of emergency restore procedures?

A.

You should test your emergency recovery tools, no matter what
they are, to be sure they work and you know how to use them,
before an emergency arises.

Emergency disks provided with distributions are guaranteed to be
able to restore a system, provided they can boot a system initially.

The only way to recover a Linux system to a fresh hard disk is to
do a partial installation and then recover the backup system using
the partial system’s tools.

You can’t completely restore a system from a CD-R backup; you
must have a tape backup to create a bootable Linux system.

20. Which of the following is not one of the responsibilities of Tpd?

A.

B
C.
D

Maintaining the printer queues
. Accepting print jobs from remote systems
Informing applications of a printer’s capabilities

. Sending data to printers

21. Which of the following commands displays the contents of a tarball,
including file sizes and time stamps?

A.

B
C.
D

tar xzf theprogram-1.2.3.tgz
. tar tzf theprogram-1.2.3.tgz
tar tvzf theprogram-1.2.3.tgz

. tar x theprogram-1.2.3.tgz

22. Which of the following does a switch allow that a hub does not
permit?
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100Mbps operation
Linking more than five computers
Full-duplex operation

Use with 10-Base5 cabling

O 0w >

23. A Linux system administrator is using Nedit (process name nedit) to
edit a configuration file on a system that hosts several users, but the
editor has hung. Because of this, the administrator types killall
nedit. Why might this action be a mistake?

A. To work properly, you must specify the signal type with the
-SIGNAL parameter.

B. It’s necessary to locate the PID with ps and pass that to ki11al1.

C. The command will kill all Nedit processes, even those owned by
other users.

D. Without the -n parameter, ki11al1 interprets its first parameter
as a username, not a process name.
24. How can you specify the medium used for installation?

A. You can type the codes ¢ for CD-ROM or n for network at the
Tilo: prompt when you first boot the installer.

B. You can use individualized boot floppies for each medium, or you
can choose the medium during the installation process, depending
upon the distribution.

C. Each distribution supports just one installation medium, so the
choice is implicit in your choice of distribution.

D. The installer auto-detects the installation medium, so there’s no
need to explicitly provide this information to the installer.

25. What types of devices may be attached via the USB port? (Choose all

that apply.)

A. Keyboards

B. Modems
C. RAM
D

. Printers
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26. A user whose desktop environment is KDE reports an inability to log
in to the computer in graphics mode. Other users (even those who also
use KDE) have no such problem. Which of the following is most likely
to help resolve this situation?

A.
B.
C.

Reinstalling KDE
Reconfiguring the XF86Conf1ig file’s Mode11ine statements

Deleting the user’s . icewm directory, which controls KDE’s win-
dow manager

Deleting the user’s . kde directory, in which KDE’s preferences are
stored

27. How would you direct the output of the uptime command to a file
called uptime-stats.txt?

A.

echo uptime uptime-stats.txt

. uptime > uptime-stats.txt

B
C.
D

uptime | uptime-stats.txt

. uptime < uptime-stats.txt

28. How do you create a system cron job?

A.

You copy a script into a directory specified in /etc/crontab, such
as /etc/cron.d/Hourly or /etc/cron.daily.

. You type crontab -u system -e to edit the crontab for the

system user.

You type crontab -u system cron-fileto turn cron-fileinto
the system cron file.

. You can’t; system cron jobs are fixed by the distribution and can-

not be altered.

29. Which of the following best describes the relative advantages of Linux
and Windows NT/2000?
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A. Linux is best used on networks; Windows N'T/2000 is best used in
stand-alone installations.

B. Linux better supports Unix applications and servers; Windows
NT/2000 better supports legacy DOS applications.

C. Linuxis best configured through its GUI tools; Windows N'T/2000
is easily configured through text-based tools.

D. Linux supports the most popular office productivity applications;
Windows NT/2000 supports the most popular Internet servers.
30. Why might you want to use both a firewall and server options to
restrict access based on the IP address of a client computer?
A. Without both types of options, access will not be restricted.

B. The redundancy provides protection in case one access control
mechanism is buggy or misconfigured.

C. Server-based controls are good for protections based on Internet IP
addresses, while firewalls are better for protections based on LAN
IP addresses.

D. Server-based controls are ineffective and should never be used.
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1.

C. mkfs is a tool for creating a new filesystem, which is something
you’re likely to need to do in an emergency recovery situation.
fdformat does a low-level format on a floppy disk, WordPerfect is a
word processor, and traceroute helps diagnose network connectivity
problems. You’re unlikely to need to use any of these tools from an
emergency disk. See Chapter 9 for more information.

D. Swap space is being used lightly, and so it isn’t degrading system
performance. The available swap space is large enough that an unex-
pected spike in memory usage probably won’t overwhelm it. The swap
space should not be eliminated in case such a spike arrives, though.

Adding RAM might improve performance somewhat, but most likely,
such an action won’t improve it substantially. The swapon command
won’t improve performance, but it could be used to add more swap

space if memory demands increased. See Chapter 8 for more information.

A,B,D. /etc/modules.conf includes parameters to specify all of
the indicated information, but the Linux kernel never automatically
recompiles a kernel module; that’s a task for you as an administrator.
See Chapter 6 for more information.

A, D. The Advanced Configuration Power Interface (ACPI) and
Advanced Power Management (APM) are power management proto-
cols. The Point-to-Point Protocol (PPP) forms TCP/IP network links
over serial or telephone lines, and the Simple Mail Transfer Protocol
(SMTP) handles e-mail exchanges. See Chapter 8 for more information.

A. When shutting down certain servers, telinit first tries asking
them to shut themselves down by sending a SIGTERM signal. The server
can then close open files and perform other necessary shutdown
housekeeping. If the servers don’t respond to this signal, telinit
becomes more forceful, and passes a SIGKILL signal, which is more
likely to work but doesn’t give the server a chance to shut itself down
in an orderly fashion. See Chapter 6 for more information.
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6. B, D. You’re unlikely to need to use a Telnet client on a firewall, but
an intruder who breaks into the firewall could use it to access your
internal systems. A firewall shouldn’t run any servers that aren’t abso-
lutely required, and an Apache server is almost certainly not required.
initis the master process on a Linux system, and cannot be removed
without damaging the system. Likewise, the Linux kernel controls
everything else; without it, the computer isn’t a Linux computer at all.
See Chapter 4 for more information.

7. B. Tracking down and removing or changing the permissions of a
former user’s files can prevent confusion or possibly even spurious
accusations of wrongdoing in the future. Unless the user was involved
in system cracking, there’s no reason to think that the user’s password
will be duplicated in the password database. No system file’s owner-
ship or permissions should need changing when deleting a user.
Although overwriting deleted files with random data may be useful in
some high-security environments or with unusually sensitive data, it’s
not a necessary practice on most systems. See Chapter 4 for more
information.

8. B. In 2001, all major Debian-based distributions use not just the
Debian package system but many Debian component packages as a
starting base. Debian is available for non-x86 CPUs, so Pentium opti-
mization is not universal (although Corel Linux does use a Pentium-
optimized kernel). RPM is available on Debian and its derivatives, and
it can be used, although it’s generally not recommended. The Debian
package format is the second most popular in the Linux world, behind
RPM but ahead of tarballs—at least as a basis for distributions. See
Chapter 3 for more information.

9. C. The second set of permission bits (rw-) indicates that the file’s
group (audio) may read from and write to the file. This permission
string ensures that, if sound has more than one member, multiple
users may access the file. The leading c indicates that the file is a char-
acter device file, not a directory. chmod 660 Toud will not change the
file’s permissions; 660 is equivalent to rw-rw----. See Chapter 4 for
more information.
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10.

11.

12.

13.

14.

A. tcpdis the TCP Wrappers program. This program provides some
security features that are largely provided directly by xinetd, so most
systems that use xinetd don’t call tcpd from xinetd. The other
options appear in both types of files, although arguments for the
server aren’t required for either super server. See Chapter 6 for more
information.

D. You can easily edit that line to change the program run by the $CC
variable, or you can assign different values to the variable within a
conditional in support of different system configurations. Specifying
the program directly will as easily ensure that it’s run. Any program
that can be called from a variable can be called directly. Variable
assignment doesn’t allow the script to call programs for which the user
lacks execute permission. See Chapter 6 for more information.

B. Kernel bugs often manifest themselves in the form of kernel
oopses, in which an error message including the word oops appears on
the console and in log files. Although a program might conceivably
trigger a kernel oops, the bug is fundamentally in the kernel. (Kernel
oopses also often indicate hardware problems.) See Chapter 9 for
more information.

A, D. The biggest problem with resizers is the potential for data loss
in the event of a crash or power failure during the resize operation.
They also can render a system unbootable because of a moved kernel.
This latter problem can be overcome by reinstalling LILO. Linux
doesn’t use partition ID codes except during installation, and resizing
programs don’t touch these codes. PartitionMagic and resize2fs are
two programs commonly used to resize ext2 filesystems. See Chapter 7
for more information.

D. XFree86 4.0.x includes a new driver architecture, so some of
3.3.6’s accelerated drivers haven’t been ported to the new system as of
version 4.0.3. In such cases, using the old server can provide a snap-
pier display. It’s 4.0.x that provides support for multiple monitors.
The presence of a separate accelerated driver in 3.3.6 does not neces-
sarily mean that the 4.0.x support is slower. See Chapter 2 for more
information.
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B. iptables is the tool for configuring the 2.4.x Linux kernel’s fire-
wall features. (ipfwadm and ipchains perform these tasks for the
2.0.x and 2.2.x kernels, respectively.) Apache is a Web server and
wall sends messages to all currently logged-on users. TCP Wrappers
controls access to specific servers but it isn’t a firewall per se. See
Chapter 1 for more information.

D. setserial returns information on the RS-232 serial port’s hard-
ware and current operating status, such as the port speed. See Chapter 9
for more information.

B. These scripts hold startup commands individualized for their host
(“local”) computer, as opposed to provided with the distribution. In
principle, these scripts could be used for any of the other listed pur-
poses, but this isn’t their usual function. See Chapter 6 for more
information.

A. The SCSI Configured Automatically (SCAM) protocol, if sup-
ported by the host adapter and SCSI devices connected to it, auto-
configures those devices. The Server Message Block (SMB) is a protocol
used in Windows file sharing and implemented by Samba in Linux.
The Advanced SCSI Programming Interface (ASPI) is a method com-
mon in DOS and Windows for programs to interface with SCSI
devices. The Advanced Technology Attachment Packet Interface
(ATAPI) is a protocol used by many EIDE devices. See Chapter 1 for
more information.

A. Testing your emergency tools can save you time when the pressure
is on during a restore. In extreme cases, testing tools and finding prob-
lems with them may allow you to correct problems that might cause
hours of effort in an emergency. Distributions’ emergency disks may
or may not contain the exact tools you need to restore a system.
They’re unlikely to contain commercial backup tools. Recovering by
doing a slim Linux installation and then using that to recover a
backed-up system is one approach to the problem of doing a complete
restore, but it’s not the only solution. Assuming you’ve made a com-
plete backup to CD-R, it’s possible to completely restore a system
from CD-R. See Chapter 7 for more information.
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20.

21.

22,

23.

24.

25.

C. Tpdis a multifunction tool that accepts print jobs from local and
remote systems, maintains print queues, and sends data to printers
(both local and remote). It does zot, however, feed back information
on a printer to applications. See Chapter 8 for more information.

C. Option A extracts files from the archive without displaying their
names. Option B lists the files in the archive; but without the --
verbose (v) option, it doesn’t list file sizes or time stamps. Option D
will cause tar to attempt to extract the named file from its standard
tape device. See Chapter 3 for more information.

C. Switches allow full-duplex operation and reduce the chance of
collisions on a network relative to hubs. Both devices come in
100Mbps models and models supporting both fewer than and greater
than 5 devices. Neither type of device normally supports 10-Base5
cabling; they’re both intended for use with twisted-pair network
cables. See Chapter 5 for more information.

C. InLinux, ki11a17 kills all processes of the specified name. When
the superuser issues the command, it will kill processes owned by nor-
mal users, as well as root’s processes of the specified name. It can take
a signal name or number as a parameter, but if that’s omitted, it
defaults to a TERM signal. The advantage of ki11a11 over ki11 is that
you don’t need to look up a PID to use ki11a11. There is no -n param-
eter for ki11al11. See Chapter 7 for more information.

B. Some distributions use particular boot floppies (or other boot
media) for specific installation media. Others allow you to select the
installation medium from a list early in the installation process. None
require you to enter this information at the 1ilo: prompt. Most dis-
tributions support multiple installation media. The installer cannot
auto-detect your installation medium, except insofar as an installer
can be written to support just one, with different boot floppies for dif-
ferent media. See Chapter 2 for more information.

A, B, D. The USB port has been used for connecting just about every
type of external peripheral, including keyboards, mice, modems,
printers, scanners, cameras, and removable-media drives. USB is inad-
equate for driving a monitor, but some monitors include USB hubs or
USB speakers. RAM is always installed internally, never via an exter-
nal port like USB. See Chapter 1 for more information.
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Answers to Assessment Test liii

26. D. A login problem isolated to one user is almost certainly related to
something in the user’s configuration files. One possible source of the
problem is the file or directory controlling the window manager or
desktop environment. IceWM isn’t the default window manager for
KDE, so .1icewmisn’t the appropriate directory to delete; . kde is. See
Chapter 2 for more information.

27. B. The output redirection operator is >, so option B sends the output
of uptime to uptime-stats. txt. The echo command displays infor-
mation on the screen, so option A simply causes uptime uptime-
stats.txt to appear. Option C uses a pipe. If uptime-stats.txt
were a program, it would process the output of uptime, but the result
of this command will probably be a file not found or permission
denied error. Option D uses an input redirection operator, so uptime
receives the contents of uptime-stats.txt as its input. See Chapter 9
for more information.

28. A. System cron jobs are controlled through /etc/crontab, which
normally specifies several directories whose contents are run at vary-
ing intervals, so copying a script to one of these directories turns it into
a system cron job. The crontab program is used to create user cron
jobs. Both options B and C might work, #f the computer has a user
called system, which isn’t a standard account name. Cron jobs cre-
ated in this way would work with the system user’s privileges, but
they wouldn’t be system cron jobs in the sense discussed in Chapter 7.
See Chapter 7 for more information.

29. B. Most Unix applications can be recompiled on Linux to function,
and Windows includes support for DOS programs. Linux and Win-
dows NT/2000 are both well suited to use on networks. Linux, not
Windows, is the OS that’s best suited to configuration via text-based
tools. Windows, not Linux, supports the most popular office produc-
tivity applications, such as Microsoft Office. See Chapter 1 for more
information.

30. B. A firewallis normally a first line of defense, either on the network
as a whole or on an individual computer. If the firewall doesn’t block
access (because of a bug, misconfiguration, or other problem), subse-
quent controls may do the job. Server options are one such subsequent
control. See Chapter 5 for more information.
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Chapter

Planning the
Implementation

THE FOLLOWING COMPTIA OBJECTIVES ARE
COVERED IN THIS CHAPTER:

v" 1.1 Identify purpose of Linux machine based on predetermined
customer requirements (e.g., appliance, desktop system,
database, mail server).

v" 1.2 Identify all system hardware required and validate that it is
supported by Linux (e.g., CPUs, RAM, graphics cards, storage
devices, network interface cards, modem).

v" 1.3 Determine what software and services should be installed
(e.g., client applications for workstation, server services for
desired task), check requirements and validate that it is
supported by Linux.

v' 1.4 Determine how storage space will be allocated to file
systems (e.g., partition schemes).

v" 1.5 Compare and contrast how major Linux licensing schemes
work (e.g., GNU/GPL, freeware, shareware, open source, closed
source, artistic license).

v 1.6 Identify the function of different Linux services (e.g.,
Apache, Squid, SAMBA, Sendmail, ipchains, BIND).

v" 1.8 Describe the functions, features, and benefits of a Linux
solution as compared with other operating systems (e.g., Linux
players, distributions, available software).

v" 1.10 Identify where to obtain software and resources.

v" 1.11 Determine customer resources for a solution (e.g., staffing,
budget, training).
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v' 7.1 ldentify basic terms, concepts, and functions of
system components, including how each component
should work during normal operation and during the
boot process.

v' 7.2 Assure that system hardware is configured correctly
prior to installation (e.g., IRQs, BIOS, DMA, SCSI settings,
cabling) by identifying proper procedures for installing
and configuring ATA devices.

v' 7.3 Assure that system hardware is configured correctly
prior to installation (e.g., IRQs, BIOS, DMA, SCSI settings,
cabling) by identifying proper procedures for installing
and configuring SCSI and IEEE 1394 devices.

v' 7.4 Assure that system hardware is configured correctly
prior to installation (e.g., IRQs, BIOS, DMA, SCSI settings,
cabling) by identifying proper procedures for installing
and configuring peripheral devices.

v' 1.5 Assure that system hardware is configured correctly
prior to installation (e.g., IRQs, BIOS, DMA, SCSI, cabling)
settings by identifying available IRQs, DMAs, and I/O
addresses and procedures for device installation and
configuration.
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ost computers are not designed or sold with Linux in
mind. This means that Linux doesn’t always run properly on them, or it may
not take full advantage of the computer’s hardware. Therefore, if you need
to buy or build a new computer, it’s important to understand what Linux
needs with respect to hardware so that you can buy a computer with appro-
priate specifications.

Just as you should understand Linux’s hardware requirements, you need
to know something about the Linux software world. When you are deter-
mining what operating system (OS) to install on a computer, one of the most
critical questions you should ask yourself is whether the software you need
is available on the OS in question. Locating Linux software and understand-
ing its licensing terms are also important aspects of software requirements
for Linux.

Understanding these fundamental hardware and software features will
help you in every subsequent aspect of Linux configuration and use because
they lay the groundwork for additional Linux layers. Many of your installa-
tion choices (discussed in Chapter 2, “Installing Linux”) depend upon your
hardware, for instance, and many details of system configuration and
administration (discussed throughout the rest of the book) rely upon your
choice of Linux vendor.

Evaluating Computer Requirements

If you’re building or buying a new computer, one of the first steps you
must take is to lay out the system’s general hardware requirements—the
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amount of RAM, the approximate central processing unit (CPU) speed,

the amount of disk space, and so on. These characteristics are determined in
large part by the role or roles the computer will play. For instance, a work-
station for a graphics designer will require a large monitor and good video

card, but an Internet server needs neither. Once you’ve decided the general

outline of the hardware requirements, you can evaluate your resource limi-
tations (such as your budget) and arrive at more specific hardware selections—
specific brands and models for the individual components, or for a pre-built
computer.

Workstations

A workstation is a computer that is used primarily or exclusively from that
computer’s own console (the keyboard and monitor attached directly to the
computer). Workstations are sometimes also referred to as desktop comput-
ers, although some people apply the latter term to somewhat lower-
performance computers without network connections, reserving the term
“workstation” for systems with network connections.

Because they’re used by individuals, workstations typically require fairly
good input/output devices—a large display (typically 17-inch or larger), a
high-quality keyboard, and a good 3-button mouse. (Linux, unlike Win-
dows, uses all three buttons, so a 2-button mouse is suboptimal.) Worksta-
tions also frequently include audio hardware (a sound card, speakers, and
sometimes a microphone) and high-capacity removable media drives (Zip or
LS-120 drives, perhaps CD-R or CD-RW burners, and often a DVD-ROM
drive).

CPU speed, memory, and hard disk requirements vary from one applica-
tion to another. A low-end workstation that’s to be used for simple tasks
such as word processing can get by with less of each of these values than is
available on new computers today. A high-end workstation that will be used
for video rendering, heavy-duty scientific simulations, or the like may need
the fastest CPU, the most RAM, and the biggest hard disk available. Like-
wise, low-end workstations are likely to have less cutting-edge network
hardware than are high-end workstations, and the differing hard disk
requirements dictate less in the way of backup hardware for the low-end
workstation.
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Servers

Evaluating Computer Requirements 5

The word server can mean one of two things: a program that responds to net-
work requests from other computers, or the computer on which the server
program runs. When designing a computer, the latter is the appropriate def-
inition. Servers usually have little or no need for user-oriented features like
large monitors or sound cards. Most servers make heavy use of their hard
disks, however, so large and high-performance disks are desirable in servers.
For the same reason, Small Computer System Interface (SCSI) disks are pre-
ferred to Enbanced Integrated Device Electronics (EIDE) disks—SCSI disks
tend to perform better, particularly when multiple disks are present on a
single computer. (This issue is discussed more later in the chapter, in the sec-
tion entitled “Hard Disk Space.”)

Small servers, such as those handling a few users in a small office, don’t
need much in the way of CPU speed or RAM, but larger servers need more
of these quantities, especially RAM. Linux automatically buffers disk
accesses, meaning that Linux keeps recent disk accesses in memory, and
reads more than it requested from disk. These practices mean that when sub-
sequent requests come in, Linux can deliver them from memory, which is
faster than going back to the disk to obtain the data. Thus, a server with lots
of RAM can often outperform an otherwise similar server with only a mod-
est amount of RAM.

It’s important to realize that server needs fall along a continuum; a very
low-demand Web site might not require a very powerful computer, but a
very popular Web site might need an extraordinarily powerful system. There
are also many other types of servers available, including Usenet news servers,
database servers, time servers, and more. (News and database servers are
particularly likely to require very large hard disks.)

Dedicated Appliances

Some Linux systems function as dedicated appliances—as routers, print
servers for just one or two printers, the OS in small robots, and so on. In
some cases, as when the computer functions as a small router, Linux can
enable recycling of old hardware that’s otherwise unusable. Dedicated appli-
cations like these often require little in the way of specialized hardware.
Other times, the application demands very specialized hardware, such as
custom motherboards or touch-panel input devices. Overall, it’s difficult to
make sweeping generalizations concerning the needs of dedicated appliances.
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Special Needs

Sometimes, the intended use of the computer requires specialized hardware
of one variety or another. Common examples include the following:

Video input If the computer must digitize video signals, such as those
from a television broadcast or a videotape, you will need a video input
board. The Linux kernel includes drivers for several such products, and a
variety of programs are available to handle such inputs. The Video4Linux
project (http://roadrunner.swansea.linux.org.uk/v41.shtml)
supports these efforts.

Scientific data acquisition Many scientific experiments require real-
time data acquisition. This requires special timing capabilities, drivers for
data acquisition hardware, and software. The Linux Lab Project (http://
www.1Tp.fu-berlin.de) is a good starting point from which to locate
appropriate information for such applications.

USB devices The Universal Serial Bus (USB) is a multipurpose external
hardware interface. It’s seeing increased use as an interface method for
keyboards, mice, modems, scanners, digital cameras, printers, removable-
media drives, and other devices. Linux added USB support in the 2.2.18
and 2.4.x kernels. This support is good for some devices but weak or non-
existent for others. Check http://www.linux-usb.org to learn about
support for specific devices. You’ll also have to be sure to use a distribu-
tion with USB support, or at least upgrade the kernel to include this
support.

Determining Available Resources

Before you decide on specific hardware to be used for a new system,
you should consider the resources available to you. These include any exist-
ing hardware that you can reuse, or with which a new system must integrate;
the budget under which you must work; and the expertise available to you,
both as it exists now and as it might exist after it has been obtained by train-
ing personnel to use new hardware and software.
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Utilizing Existing Hardware

One resource you may have available is that of existing hardware. One of the
reasons for Linux’s popularity is that it can be stripped of graphical user
interface (GUI) configuration tools and other resource hogs and still accom-
plish a great deal. This makes Linux an excellent OS with which to stretch
the life of old hardware. Before you purchase a new system, you should also
consider how it will integrate with your current infrastructure, such as your
current network, existing printers, and so on.

Reusing Old Hardware

If you have much in the way of old hardware, you may be able to use it with
Linux, particularly in specialized ways. For instance, an early Pentium, or
even a 486 system, can make a good dedicated firewall for a small- or
medium-sized office. Such an application requires little CPU power, almost
no disk space (some products for this purpose fit on a single floppy disk), and
little RAM. Such a system can also be turned into a print server for two or
three printers (this may require adding parallel port or USB cards); or, with
the addition of more disk space and possibly RAM, it can be used as a light-
duty file server. With a big enough monitor, such a system can function as a
terminal (even a graphical X terminal) to other Linux or Unix computers.

Another approach for reusing old hardware is to scavenge parts for inclu-
sion in an otherwise new system. Components like monitors, speakers, mice,
keyboards, removable-media drives, hard disks, and many add-in cards can
be moved from an old, decommissioned system to an otherwise new one,
thus saving the cost of the new components. Of course, this is best done with
components that are in good condition. Also, some components improve
substantially with time, so old components may not be useful in modern sys-
tems. A 1995 hard disk isn’t likely to be large enough to be worth salvaging,
for instance. Some technologies, such as those for RAM and CPUs, change
so much that old components can’t be used in new hardware after more than
a year or two.

Integrating With Existing Infrastructure

When planning a new system, you must be aware of the environment in
which it will be placed. This environment includes many components. Some-
times there’s little you can do to make Linux compatible with this infrastructure;
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at other times, you can buy appropriate hardware or install software to make
the system compatible. Here are a few examples:

Network connections In many offices, networking is critically impor-
tant, so a Linux system must be able to work on the local network. If your
office uses a Token Ring network, for instance, you’ll need to track down
and install Token Ring cards for which Linux drivers exist rather than
using the more common Ethernet cards.

Printers If the computer must link directly to a printer, the two devices
need compatible interfaces. Most x86 PCs sold today include one parallel,
one or two serial, and two USB ports. You may need to add extra ports
or buy a USB hub if you need to connect more printers than this. (Printer
driver configuration is another important issue, which is discussed in
Chapter 8, “Hardware Issues.”)

Modems Linux works with most external RS-232 serial modems. Exter-
nal USB modems work if they follow the Communication Device Class
Abstract Control Model (CDC-ACM) protocol. Internal models may or
may not work, depending upon the model. Broadband (cable and DSL)
modems work if they use Ethernet interfaces, but internal and USB devices
both require explicit driver support, so check on that detail.

Scanners Check on http://panda.mostang.com/sane for informa-
tion on Linux’s support for scanners. As a general rule, SCSI-interfaced
models work well, while USB and parallel-port scanners may or may not
work, depending upon the model in question.

Removable-media devices Linux works well with most removable-
media devices. Whether your office uses Zip, LS-120, magneto-optical,
Jaz, CD-RW, or other media, Linux can use them. The main caveat relates
to the interface. SCSI and EIDE devices work well, as do many parallel-
port and USB devices—but a few of the latter two types will cause prob-
lems. Also, some Windows CD-RW software creates discs that Linux
can’t read.

As a general rule, if you expect Linux to interface directly with a device,
you should check on compatibility. You can usually find some way to get
Linux working with your infrastructure, but you may need to buy extra
hardware or use unusual drivers.
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Balancing Budgetary Limitations

Whether you’re working in an organization or buying a computer for your-
self, it’s a good idea to set a budget for a new computer before you buy. If you
fail to do this, it’s easy to fall into a pattern of feature inflation, in which you
decide to spend “just” $20 more on one upgrade, and “just” $30 more on
another. Before long, you’ve added $500, $1000, or more to the cost of the
computer. When setting your budget, remember that you may need to make
some unexpected purchases after the fact. For instance, you may find that
you need an adapter to connect an external SCSI device to your computer’s
external SCSI port.

There’s a good chance you’ll find that your ideal computer costs more
than you’ve budgeted for it. If this happens, you have two choices: revise
your budget or settle for a lesser computer. (You can, of course, do a little of
both.) If you choose to trim, here are some suggestions:

= Today’s hard disks are measured in the tens of gigabytes in capacity,
which is more than enough for most workstations and even many
servers. You may be able to make do with a smaller hard disk than
you’d planned. If necessary, you can add another hard disk in the
future. Also, look for the hard disk capacity sweet spot—the point that
carries the lowest price per gigabyte of storage. If you’d planned to
buy at just above the sweet spot, reducing disk size by a little can
reduce the cost by a lot.

= It’s easy to list floppy, DVD-ROM, CD-RW, Zip, and Jaz drives as
being required, but are they? You might be able to omit the DVD-
ROM drive and use a CD-RW to both read and write CDs. An LS-120
drive can read ordinary floppy disks.

= Large monitors are very nice, but they may be overkill, particularly for
low-end workstations and servers. I do not, however, recommend that
you cut costs by purchasing an unknown low-cost monitor, particu-
larly for a workstation. A monitor with a blurry screen, or one that
flickers a lot, can cause eyestrain and headaches. Similarly, cheap key-
boards can be a false economy on heavily used workstations if they
contribute to carpal-tunnel syndrome.
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= CPU speed increases rapidly in the computer industry, and in 2001, CPUs
are faster than required for many applications. If you truly need a fast
CPU, by all means get one, but for many workstations, a mid-range CPU
will do well. You may also want to look for the CPU price sweet spot.
This often occurs just below the top of the line, so even if you need a
speedy CPU, getting the model that’s one or two notches below the
top-speed model may make sense.

= Many of today’s top video cards are targeted at game players, who
want high-speed, 3-dimensional effects. 3D effects are computation-
ally expensive, and they also require a lot of RAM. For traditional
office applications, a card with minimal or no 3D effects and 8MB of
RAM is perfectly adequate. Some high-end graphics applications may
need more, though.

One additional consideration, particularly if you’re buying multiple
Linux computers, is that you may be able to invest additional resources in a
single computer rather than distribute the resources among a group of sys-
tems. For instance, a single computer with a large hard disk can function as
a file server for dozens of computers with anemic hard disks. You can even
give users accounts on a central system and have them run programs on that
computer, using their own systems as little more than terminals. In fact, this
approach can be a great way to reuse old hardware—even a 486 can function
as an adequate terminal (even for X-based GUI programs).

Considering Available Expertise

Ideally, once Linux is installed and running, the details of your hardware
selections will be unimportant to the computer’s ultimate users. The average
user doesn’t really care if you use an ATI or Matrox video card, and they
won’t need to manually reconfigure these components. Of course, the end
user may care that you’ve selected a 17-inch rather than a 19-inch monitor
to save money.

Local expertise becomes important in a few hardware devices, however.
If you’re installing a new network, you may need to arrange for training so
that users can use the necessary network applications. At anything but the
smallest sites, it’s also important to have somebody on hand to troubleshoot
network problems as they arise. Removable disks occasionally require expla-
nations, particularly warnings concerning proper care of the media. In
Linux, CD-R and CD-RW drives don’t operate like other removable-media
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devices, so users must be told how to use appropriate Linux software. End
users may also require training on tape backup devices.

End-user training and expertise are at least as important for Linux soft-
ware as for hardware. Users who are used to Microsoft Windows or MacOS
can probably adapt to Linux without too much difficulty, but they’ll find this
task much easier if they’re given a complete desktop environment, such as
the K Desktop Environment (KDE) or the GNU Network Object Model
Environment (GNOME). Both come with most Linux distributions, and are
described briefly in Chapter 2. If you’re migrating a large number of users
from another OS to Linux, you may want to organize some introductory
Linux orientation sessions in which you demonstrate Linux and highlight
some of the differences between Linux and the old OS.

Deciding What Hardware to Use

Once you’ve decided on the approximate specifications for a com-
puter and you’ve set a budget, you can begin deciding on exact specifica-
tions. If you possess the necessary knowledge, I recommend indicating
manufacturer and model numbers for every component, along with one or
two backups for each. (RAM, however, is close to being a commodity; few
people shop for RAM by brand, although the type of RAM is important.)
You can then take this list to a store and compare it to the components
included in particular systems, or you can deliver your list to a custom-build
shop to obtain a quote. If you don’t have enough in-depth knowledge of spe-
cific components, you can omit the make and model numbers for some com-
ponents, such as the hard disk, CD-ROM drive, monitor, and motherboard.
You should definitely research Linux compatibility with video cards, net-
work cards, SCSI host adapters (if you decide to use SCSI components), and
sound cards (if the computer is to be so equipped). These components can
cause problems for Linux, so unless you buy from a shop that’s experienced
in building Linux systems, a little research now can save you a lot of aggra-
vation later when you try to get a component working in Linux.
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A Rundown of PC Hardware

Computers are built from several components that must interact with each
other in highly controlled ways. If a single component misbehaves or if the
interactions go awry, the computer as a whole will malfunction in subtle or
obvious ways. Major components in computers include the following:

Motherboard The motherboard (also sometimes called the mainboard)
holds the CPU, RAM, and plug-in cards. It contains circuitry that “glues”
all these components together. The motherboard determines what type of
memory and CPU the computer can hold. It also includes the BIOS, which
controls the boot process, and it usually has built-in support for hard
disks, floppy disks, serial ports, and other common hardware.

CPU The CPU is the computer’s brain—it performs most of the compu-
tations that result in a system’s ability to crunch numbers in a spreadsheet,
lay out text in a word processor, transform PostScript to printer-specific
formats for a print queue, and so on. To be sure, some computations are
performed by other components, such as some video computations by a
video card, but the CPU does the bulk of the computational work.

Memory Computers hold various types of memory; the most common
general classes of these are random access memory (RAM) and read-only
memory (ROM). There are several varieties of each of these. Memory
holds data, which can include Linux software and the data upon which
that software operates. Memory varies in access speed and capacity.

Disk storage Disk storage, like memory, is used to retain data. Disk
storage is slower than memory, but usually higher in capacity. Typically,
Linux itself resides on disk storage, and when the system boots, parts
of Linux are loaded into RAM. In addition to the common hard disks,
there are lower-capacity removable disks, CD-ROMs, and so on. Disks
are controlled through EIDE or SCSI circuitry on the motherboard or sep-
arate cards. As a general rule, Linux doesn’t need specific drivers for
disks, but Linux does need drivers for the controller.

Video hardware Video hardware includes the video card and the mon-
itor. The video card may or may not literally be a separate card; some-
times it’s built into the motherboard. Collectively, video hardware
provides the primary means for a computer to communicate with its user,
but Linux has the ability to do so through other computers’ video hard-
ware. Linux’s video support is provided in two ways: through standard
text-mode features in the kernel that work with just about any video card;
and through drivers in XFree86, Linux’s GUI package, that work with
most cards, but not absolutely all of them.
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Input devices The keyboard and mouse allow you to give commands to
the computer. These devices are well standardized, although there are a
few variants of each type. Linux requires no unusual drivers for most
common keyboards and mice (including trackballs and similar mouse
alternatives), but if you use USB devices, you may need to use a recent
kernel—2.2.18 or 2.4.0 or later.

Network devices In most business settings, network hardware consists
of an Ethernet card or a card for a similar type of computer network. Such
networks link several computers together over a few tens or hundreds of
feet, and they can interface to larger networks. Even many homes now use
such a network. It’s also possible to link computers via modems, which
use telephone lines to create a low-speed network over potentially thou-
sands of miles. These devices are usually quiescent until late in the boot
process, when Linux may launch programs to begin network interactions.
There are ways to boot a computer via network connections, though.

Audio hardware Many workstations include audio hardware, which
lets the system create sounds and digitize sounds using microphones or
other audio input devices. These aren’t critical to basic system function-
ing, though; Linux will boot quite well without a sound card.

To understand how these components interact, consider Figure 1.1,
which shows a simplified diagram of the relationship between various sys-
tem components. Components are tied together with lines that correspond to
traces on a circuit board, chips on a circuit board, and physical cables. These
are known as busses, and they carry data between components. Some
busses are contained within the motherboard, but others are not. Compo-
nents on a single bus can often communicate directly with one another, but
components on different busses require some form of mediation, such as
from the CPU. (Although not shown in Figure 1.1, there are lines of com-
munication between the memory and PCI busses that don’t directly involve
the CPU.) A lot of what a computer does is coordinate the transfer of data
between components on different busses. For instance, to run a program,
data must be transferred from a hard disk to memory, and from there to the
CPU. The CPU then operates on data in memory, and may transfer some of
it to the video card. Busses may vary in speed (generally measured in mega-
hertz, MHz) and width (generally measured in bits). Faster and wider busses
are better than slower and narrower ones.
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FIGURE 1.1

CPU

A computer is a collection of individual components that connect together in
various ways.
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Figure 1.1 is very simplified. For instance, the link between the CPU and RAM
passes through the motherboard’s chipset and various types of cache, as
described briefly in the upcoming section, “RAM.”

The next few sections examine several critical system components in more
detail.

Linux was originally developed for Intel’s popular 80x86 (or x86 for short)
line of CPUs. In particular, a 386 was the original development platform.
(Earlier CPUs in the line lack features required by Linux.) Linux also works
on subsequent CPUs, including the 486, Pentium, Pentium MMX, Pentium
Pro, Pentium II, Pentium III, Pentium 4, and Celeron.

In addition to working on Intel-brand CPUs, x86 versions of Linux also
work on competitors’ x86-compatible chips. Today, the most important of
these are the AMD K& series, Athlon, and Duron. VIA also sells a line of
CPUs originally developed by Cyrix and IDT, but in 2001, these lag substan-
tially behind the offerings from Intel and AMD in speed. A few other com-
panies have sold x86-compatible CPUs in the past, but these companies have
failed or been consumed by others. (IBM and some other firms sell Cyrix or
AMD designs under their own names, sometimes as part of a package to
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upgrade an existing motherboard beyond its originally-designed maximum
CPU speed.)

As a general rule, Linux has no problems with CPUs from any of the x86
CPU manufacturers. When a new CPU is introduced, Linux distributions
occasionally have problems booting and installing on it, but such problems
are usually fixed quickly.

In addition to x86 CPUs, Linux runs on many other CPUs, including the
Apple/IBM/Motorola PowerPC (PPC), Compagq’s (formerly DEC’s) Alpha,
and the SPARC CPU in Sun workstations. Linux is most mature on x86
hardware, and that hardware tends to be less expensive than hardware for
other architectures, so it’s generally best to buy x86 hardware for Linux.

The best CPUs of some non-x86 lines sometimes perform slightly better than
the best x86 CPUs, particularly in floating-point math, so you might favor
alternative architectures for these reasons. You might also want to dual-boot
between Linux and an OS that’s available for some other architecture, such as
MacOS.

To date, x86 systems use 32-bit internal registers, although Pentium sys-
tems and above have 64-bit links to memory. Some non-x86 systems use 64-
bit internal registers, and both Intel and AMD are developing 64-bit variants
of the x86 architecture. The Intel variant is known as IA-64 and has been
implemented in Intel’s Itanium CPU. IA-64 works best with code that has
been specially designed for the IA-64 architecture. The Linux kernel works
on IA-64, and some TA-64 Linux distributions are available. AMD is devel-
oping a different 64-bit version of the x86 architecture, known as x86-64.
The code name for AMD’s 64-bit CPU is Hammer, and the company hopes
to release this CPU by the end of 2001.

When comparing CPU performance, most people look at the chips’ speeds
in megahertz (MHz) or gigahertz (GHz; 1GHz is 1,000MHz). This measure
is useful when comparing CPUs of the same type; for instance, a 7S0MHz
Athlon is slower than a 900MHz Athlon. Comparing across CPU models is
trickier, though, because one model may be able to do more in a single CPU
cycle than another can. What’s worse, this comparison may differ according
to the nature of the computation. For instance, in general, x86 CPUs have a
reputation for poor floating-point math performance, although they’ve been
improving on this measure in recent years. Thus, an Intel CPU might be the
equal of an Alpha in most tasks, but the Alpha might have a substantial
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RAM

advantage in applications that require floating-point math, such as ray trac-
ing and certain scientific applications. When comparing different CPUs (for
instance, Pentium 4 to Athlon), you should look at a measure such as MIPS
(millions of instructions per second) or a benchmark test that’s relevant to
your intended application. (The Linux kernel uses a measure called Bogo-
MIPS as a calibration loop when it boots, but this is #ot a valid measure of
CPU performance; it’s used only to calibrate some internal timing loops.)
The best measure is how quickly the software you use runs on both CPUs.

CPUs plug into specific motherboards, which are the main (and some-
times the only) major circuit board in a computer. The motherboard con-
tains a chipset, which implements major functions such as an EIDE controller,
an interface between the CPU and memory, an interface to the keyboard, and
so on. Linux works with most motherboards, although on occasion, Linux
doesn’t support all of a motherboard’s features. For instance, a motherboard
may include an integrated video or audio chipset for which Linux drivers are
immature or non-existent. The key consideration in choosing a motherboard
is that it is compatible with the CPU you buy—both its model and its speed.
If you buy a preassembled system, this won’t be a concern.

RAM comes in several forms, the most common of which in 2001 is the dual
inline memory module (DIMM). Older motherboards and some other com-
ponents use the single inline memory module (SIMM) format, which comes
in both 30-pin and 72-pin varieties. Figure 1.2 shows a DIMM and a 72-pin
SIMM. A few motherboards use RDRAM inline memory modules (RIMMs),
which physically resemble DIMMs, but use a special type of RAM known as
RAMbus dynamic RAM (RDRAM).

Motherboards host sockets for particular types of memory—30-pin
SIMM sockets in many 486 and older motherboards, 72-pin SIMM sockets
in some 486- and Pentium-class motherboards, DIMM sockets in some
Pentium-class and later motherboards, and RIMM sockets in some Pentium
IT and later motherboards. Depending upon the module and CPU type, you
may need to add modules singly, in pairs, or in groups of four. Pentium and
later systems take 72-pin SIMMs in pairs and DIMMs or RIMMs singly.
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FIGURE 1.2 Currently, DIMMs (top) are used in many computers; SIMMs (bottom) are
used in older computers and some peripherals.

In addition to differences in physical interfaces, RAM varies in its elec-
tronic characteristics. RAM today is largely derived from dynamic RAM
(DRAM), which has spawned many improved variants, such as fast page
mode (FPM) DRAM, extended data out (EDO) DRAM, synchronous
DRAM (SDRAM), double data rate (DDR) SDRAM, and RDRAM. Most
motherboards accept just one or two types of RAM, and with the exception
of RDRAM and RIMMs, the physical format of the memory does not clearly
indicate the RAM’s electronic type. In 2001, most motherboards accept
some combination of SDRAM, DDR SDRAM, or RDRAM, and possibly
one or two lesser varieties. DDR SDRAM and RDRAM are the speed cham-
pions today. Each has its adherents. DDR SDRAM uses fairly conventional
improvements to regular DRAM, delivering fast memory access by using a
wide (64-bit) and moderately fast (66—133 MHz) bus. RDRAM uses a more
unusual design in which the RIMM uses a narrow (16-bit) but unusually fast
(800 MHz) bus externally and a separate bus within the RIMM that uses a
more conventional configuration.

RAM also varies in how well it copes with errors. Computer memory is
composed of individual bits, which are binary (base 2) numbers—each digit
is either 1 or 0. A byte is composed of eight bits. If a single bit changes its
value, say because of a cosmic ray hitting the memory, the data becomes cor-
rupt. This can cause subtle or extreme errors in computations or it can result
in other data being corrupted. Some memory modules incorporate a ninth
bit in each byte as an error-detection bit. This bit is encoded to indicate
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whether an even or odd number of bits in the other eight bits in the byte are
set. If an error occurs, the motherboard’s memory controller can detect this
fact. Unfortunately, the usual result is a system crash, the idea being that it’s
better to crash the computer than to propagate bad data.

A more sophisticated approach is error correction. Like the error detec-
tion process described above, error correction also requires one extra bit per
byte (or, more precisely, eight extra bits for every 64 bits in a Pentium-class
or above system). In this case, though, a motherboard that supports error
correction can correct 98 percent of the errors that occur, resulting in no dis-
ruption to the computer’s operation. This is clearly a desirable characteristic,
particularly in mission-critical systems such as important servers.

All of these characteristics apply to main memory, which, as you might
imagine, is the main type of memory in a computer. Motherboards or CPUs
also support another type of memory, though—cache memory. A computer
has much less cache memory than main memory (typically under 1MB), but
the cache memory is much faster. The system stores frequently used memory
in the cache, which results in a substantial performance increase. Typically,
two caches exist. The first, known as the L1 cache, resides in the main part
of the CPU and is a few kilobytes in size. On Pentium-class and earlier sys-
tems, the second cache, known as L2, is on the motherboard and can some-
times be upgraded. On Pentium Pro, Athlon, and later systems, the L2 cache
is on the CPU package, but it’s not part of the same chip as the CPU. A few
motherboards that take CPUs with an on-board L2 cache also provide a
cache on the motherboard. In this configuration, the motherboard’s cache is
known as the L3 cache.

Linux itself is unconcerned with these details. To Linux, memory is mem-
ory, and the OS doesn’t particularly care about what physical or electronic
form the memory takes or whether it supports any form of error detection or
correction. All these details are handled by the motherboard, which is why
it’s so important that your memory match the motherboard’s requirements.

é/ When upgrading a computer’'s memory, try to buy from a retailer that has a

memory cross-reference tool. Such a tool may be a Web-based form or a
printed book. You look up or enter your motherboard or computer model and
find a specific model of memory that's compatible with your computer. If such
a tool is unavailable, check your motherboard’s manual for detailed specifi-
cations concerning the types of memory it accepts, and use those specifica-
tions when shopping.

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

Deciding What Hardware to Use 19

Hard Disk Space

The great divide in hard disks is between EIDE and SCSI devices. Both of
these busses come in a variety of speeds, ranging from less than 1T0MBps to
160MBps, with higher speeds on the way. In order to achieve a given speed,
both the hard disk and its interface must support the same speed. For
instance, using an old 10MBps Fast SCSI drive with an 80MBps Ultra2 Wide
SCSI host adapter will yield only 10MBps speeds, not 80MBps speeds.

It’s important to distinguish between the speed of the interface and the
speed of the device. Manufacturers typically emphasize the speed of the
interface, but the mechanical device usually can’t support these speeds. A
hard disk might have an 80MBps Ultra2 Wide SCSI interface but be capable
of only 35MBps sustained transfer rates. Manufacturers express the device’s
true maximum speed as an internal transfer rate, as opposed to the external
transfer rate (of the interface). To further confuse matters, many manufac-
turers give the internal transfer rate in megabits per second (Mbps), but the
external rate in megabytes per second (MBps). If you fail to do the appro-
priate conversion (dividing or multiplying by 8), you’ll erroneously believe
that the interface is the bottleneck in data transfers to and from the device.
Disks can transfer data at their external transfer rate only when they’ve pre-
viously stored data from the disk in their internal caches. For this reason,
external speeds substantially higher than internal speeds can produce modest
speed benefits, and disks with large caches are preferable to those with small
caches.

As a general rule, SCSI devices are preferred in computers in which disk
performance is important. There are several reasons for this:

* Depending upon the variety of SCSI, each SCSI host adapter can sup-
port 7-15 devices on one hardware interrupt. (There are only 15 inter-
rupts available in the x86 architecture, and many are reserved for
critical hardware like the keyboard.) EIDE, by contrast, supports just
two devices per cable (and hence per interrupt), although most moth-
erboards include support for two chains (using two interrupts), for a
total of four devices.

= SCSI devices multitask better than do EIDE devices. Given sufficient
capacity on the SCSI host adapter, multiple SCSI devices can be
engaged in data transfers at full speed. EIDE, by contrast, dedicates its
full capacity to one device per chain, even if that device can’t use the
EIDE controller’s full capacity.
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= Hard disk manufacturers tend to release their fastest and highest-
capacity drives in SCSI format. EIDE drives tend to be slower and
smaller.

These advantages are substantial, but for many situations, they’re over-
whelmed by one advantage of EIDE: It’s less expensive. As just mentioned,
modern x86 motherboards ship with support for two EIDE chains, so there’s
no need to buy an EIDE controller. EIDE hard disks are also typically less
expensive than SCSI devices of the same capacity, although the EIDE drives
are often slower.

On the whole, SCSI is worthwhile when disk performance is important or
when you need to support a large number of storage devices (including CD-
ROM, DVD-ROM, removable disk, and tape drives). For most low-end and
even mid-range workstations, though, EIDE’s lower cost makes it appealing,
and EIDE performance is adequate for many such systems.

Fortunately, Linux’s support for both EIDE and SCSI adapters is excel-
lent. Most EIDE controllers can be run in an old-style (and slow) mode using
generic drivers, but faster speeds often require explicit driver support. There-
fore, you may want to check on Linux’s EIDE drivers for your motherboard
or EIDE controller. There is no generic SCSI host adapter support, so you
must have support for your specific SCSI host adapter.

Once you configure Linux to work with an EIDE controller or a SCSI host
adapter, you don’t need to worry about support for specific models of disk.
(If you recompile your kernel, you need to explicitly include support for hard
disks or any other devices attached to your adapter, but this support is
present by default in all major Linux distributions.) You can purchase hard
disks and other storage devices on the basis of capacity, speed, and the rep-
utation for quality of a manufacturer or model.

Hard disks consist of spinning platters with read/write heads reading or
writing data from those platters as the platters move under the heads. You’ll
usually see ads that list the rotational velocity of platters, such as 7,200 rev-
olutions per minute (rpm); and the latency or seek time, such as 9 millisec-
onds (ms). A faster rotational velocity translates into data passing under the
heads faster. The latency is the time it takes to move a head to a new position
from the center of the disk, so a lower latency is better than a higher one.
Unfortunately, these two figures aren’t the only important ones in determin-
ing the speed of a hard disk. The data density—how much data can be
packed into a given amount of space—interacts with the rotational velocity
to determine disk speed. A 7,200rpm disk might actually be faster than a
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10,000rpm disk, if the former has a substantially higher data density. For
this reason, you should look for the actual transfer rates, expressed in MBps
or Mbps.

The data transfer rate varies between inner and outer tracks—outer tracks
contain more data than inner tracks do, so outer tracks produce higher trans-
fer rates.

Network Hardware

Ethernet is the most common type of network in 2001. There are several dif-
ferent varieties of Ethernet, including 10Base-2 and 10Base-5 (which use thin
and thick coaxial cabling, respectively); 10Base-T, 100Base-T, and 1000Base-T
(which use twisted-pair cabling similar to telephone wires); and 1000Base-SX
(which uses fiber-optic cabling). In any of these cases, the first number (10,
100, or 1000) represents the maximum speed of the network, in Mbps. Of
these classes of Ethernet, 100Base-T is currently the most popular choice for
new installations.

Most 100Base-T network cards also support 10Base-T speeds. This fact
can help you migrate a network from 10Base-T to 100Base-T; you can install
dual-speed cards in new systems and eventually replace older 10Base-T hard-
ware with dual-speed hardware to upgrade the entire network. Similarly,
many 1000Base-T cards also support 100Base-T and even 10Base-T speeds.

Linux’s support for Ethernet cards is, on the whole, excellent. Linux driv-
ers are written for particular chipsets, rather than specific models of network
card. Therefore, the driver names often bear no resemblance to the name of
the card you’ve bought, and you may use the same driver for boards pur-
chased from different manufacturers. Fortunately, most distributions do a
good job of auto-detecting the appropriate chipset during installation, so
you probably won’t have to deal with this issue if the card is installed
when you install Linux. Chapter 8 covers adding new hardware, should you
need to add a network card after the fact.

If you’re faced with the choice, purchase a Peripheral Component Inter-
connect (PCI) card rather than an Industry Standard Architecture (ISA)
card. PCI cards tend to be easier to configure, and they support higher trans-
fer rates. The ISA bus tops out at a theoretical maximum speed of 64Mbps—
less than that of 100Base-T Ethernet. A 32-bit PCI card has a theoretical
maximum speed of 1056Mbps, which is barely enough for gigabit Ethernet.
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In practice, PCI can’t handle this full speed because the needs of other devices
and deviations from theoretical maximum performance will degrade perfor-
mance. (A rare 64-bit PCI variant is better able to sustain full gigabit Ether-
net speeds.)

Linux supports networking standards other than Ethernet, but these
devices are less well supported overall. Linux includes support for some
Token Ring, Fiber Distributed Data Interface (FDDI), LocalTalk, Fibre
Channel, and wireless products, among others. If your existing network uses
one of these technologies, you should carefully research Linux’s support for
specific network cards before buying one.

Networking hardware outside of the computer doesn’t require Linux-
specific drivers. Network cables, hubs, switches, routers, and so on are all OS-
independent. They also generally work well with each other no matter what
their brands, although brand-to-brand incompatibilities occasionally crop up.

One partial exception to the rule of needing no specific Linux supportis in the
case of network-capable printers. If you buy a printer with a network interface,
you must still have appropriate Linux printer drivers to use the printer, as
described in Chapter 8. Fortunately, network-capable printers usually under-
stand PostScript, which is ideal from a Linux point of view.

Video Hardware

Linux works in text mode with just about any video card available for x86
systems. This means you can log in, type commands, use text-based utilities,
and so on. Such operation is probably adequate for a system intended to
function as a server, so selection of a video card for a server need not occupy
too much of your time. Workstations, though, usually operate in GUI mode,
which means they run XFree86 or a commercial X Window System (X for
short) server.

Unlike most other drivers, the drivers necessary to operate a video card in
the bitmapped graphics modes used by X do not reside in the kernel; they’re
part of the X server. Therefore, you should research the compatibility of a
video card with XFree86 (http://www.xfree86.org) or the commercial X
servers, Accelerated-X (http://www.xig.com) and Metro-X (http://
www .metrolink.com). Because XFree86 ships with all major Linux distri-
butions, it’s best to use a board it supports. As a general rule of thumb, it’s
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best to avoid the most recent video cards because drivers for XFree86 tend
to lag a few months behind the release of the hardware. A few manufacturers
do provide XFree86 servers for their products, though, and the commercial X
servers sometimes introduce drivers more rapidly than does the XFree86 team.

The Linux kernel is beginning to acquire a number of video drivers, known as
frame buffer drivers. XFree86 includes a driver to interface to these kernel-
level drivers. This approach is particularly common outside of the x86 world.

One important question when deciding on a video card is how much
memory it should contain. The video card uses on-board memory to store a
copy of the image displayed on the screen. Because of this, the video card
must have enough memory to hold this image. The formula for determining
this value is

R=xxyxb+ 8,388,608

In this equation, R is the RAM in megabytes, x and y are the width and
height of the screen, respectively, and b is the color depth in bits (typically 8,
16, 24, or 32). For instance, to support a 1024 x 768 display at 16-bit color
depth requires 1.5MB of RAM.

Most video cards available in 2001 have at least SMB of RAM, which is
more than enough to handle a 1600 x 1200 display with a 32-bit color
depth—a very high resolution and color depth. Cards with more memory
than this typically use it in conjunction with 3D effects processors, which are
useful in games and certain types of 3D rendering packages. 3D acceleration
is still rare in Linux, and few Linux programs take advantage of these effects.
If you need them, you should research 3D support carefully before settling
on a product to buy.

Miscellaneous Hardware

Some hardware is so well standardized that there’s no reason to give it much
thought for Linux compatibility. The following are included in this category:

Cases Computer cases are hunks of plastic and metal shaped to hold
other components. Usually, they also include power supplies, fans, and a
few wires. Cases do vary in quality—check for rough edges, a good fit,
and easy access. There’s nothing OS-specific about them, though.
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Floppy drives Standard floppy drives are very standardized. There are a
few variant technologies, though, like LS-120 drives, which typically
interface via the EIDE port. These may need to be treated like hard disks
in the /etc/fstab configuration file (described in Chapter 6, “Managing
Files and Services”).

CD-ROM drives Today, most CD-ROM drives use either the EIDE
(aka AT Attachment Packet Interface, or ATAPI) or the SCSI interface,
and the devices are very well standardized. The main exceptions are USB-
interfaced drives. Even DVD-ROM drives are well standardized. Record-
able and rewriteable CDs (CD-R and CD-RW drives) are also becoming
well standardized.

Tape drives Most tape drives use a standard EIDE/ATAPI or SCSI inter-
face. These drives almost always respond to a standardized set of com-
mands, and so they don’t require a special configuration in Linux. There
are a few older floppy-interfaced drives that work with the Linux ftape
drivers, which are part of the kernel. Some old parallel-interfaced drives
can cause problems, and newer USB-interfaced drives are as yet rare and
not well tested.

Keyboards Standard PC keyboards are well supported by Linux and
require no special configuration. Some keyboards include special keys
that may not be recognized by Linux, though, like volume-control keys or
keys to launch specific applications. There are also USB keyboards avail-
able. These are supported in 2.4.x kernels, but they aren’t as well tested.

Mice Most mice today use USB or PS/2 interfaces, but some older mice
used RS-232 serial or various exotic interfaces. All are well supported,
although USB support prior to the 2.4.x kernels was poor. Note that the
tracking technology (conventional wheeled mouse, optical mouse, track-
ball, touchpad, and so on) is unimportant; it’s only the interface protocols
and the type of hardware interface that are important. Mice using USB or
PS/2 hardware use the PS/2 protocol or a variant of it that supports
wheels.

Serial and parallel ports If you need to add extra serial or parallel ports,
you can do so with plug-in cards. These cards are fairly well standardized,
so they’ll seldom pose serious problems with Linux itself, although they
can sometimes conflict with other hardware.
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Monitors Monitors don’t require drivers, although you may need to
know certain features of a monitor to configure it in XFree86. Specifi-
cally, you may need to know the monitor’s maximum horizontal and ver-
tical refresh rates (expressed in kHz and Hz, respectively). With XFree86 4.0
and later, the X server can sometimes obtain this information from the
monitor. (Chapter 2 covers X configuration in detail.)

Some other types of hardware require special consideration. These devices
may require unusual drivers or configuration in Linux. Examples include the
following:

USB devices Linux needs drivers for each USB device; a single USB
driver isn’t sufficient to handle all USB devices. The 2.2.18 and 2.4.x ker-
nels add support for many—but by no means all—USB devices. Check
http://www.Tlinux-usb.org for information on what’s currently
supported.

Internal modems In years gone by, internal modems seldom caused
problems in Linux, because they were essentially composed of ordinary
modem hardware linked to an ordinary serial port, all on one card.
Today, though, internal modems are more likely to be software
modems—devices that rely upon the CPU to do some of the modem’s tra-
ditional chores. Such devices require special drivers, which sometimes
don’t exist for Linux. Check http://www.1inmodems.org for informa-
tion on what’s supported and what’s not.

Sound cards Linux supports most sound cards. The standard kernel
includes drivers for many cards. Commercial variants of these drivers
(often called the Open Sound System, or OSS) are available from http://
www.4front-tech.com. An entirely separate project, the Advanced
Linux Sound Architecture (ALSA; http://www.alsa-project.org)
aims to replace the standard kernel drivers, and supports a different (but
overlapping) set of cards. You can also check to see if the sound card ven-
dor provides drivers, which may be unique or work along with the kernel
or ALSA core.

Video acquisition boards Video acquisition hardware includes cameras
(which typically interface via the parallel, USB, or RS-232 serial ports)
and internal cards that accept television input signals. The Video4Linux
project (http://www.exploits.org/v41)is devoted to developing tools
for such devices, and the standard kernel includes many of the requisite
drivers—but be sure to check for supported hardware if this is important.

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

26 Chapter 1 - Planning the Implementation

il
ING

Aside from trivial components like cables, you should be cautious about
adding hardware to a Linux computer without checking its compatibility
with Linux. It’s easy to forget that computer hardware often requires drivers,
and if nobody has written appropriate drivers for Linux, that hardware sim-
ply will not work. These drivers can also vary in quality, which is part of why
one device may work well while another works poorly.

Unreliable drivers can be a major cause of system instability. Most drivers
have privileged access to the computer’s hardware as well as to kernel data
structures. As a result, a bug in a driver is unusually likely to crash the system
or cause other major problems.

Checking Hardware Configuration before
Installation

&

G

One of the reasons to buy a preassembled computer is so that you
won’t have to worry about all the pesky little details of hardware configura-
tion. Unfortunately, life doesn’t always work out that way. Pre-built com-
puters often come with one or more components configured suboptimally,
so even if you buy such a system, it’s wise to review the hardware configu-
ration before you install Linux. Some settings, if incorrect, can cause prob-
lems during Linux installation, or soon thereafter.

Because most hardware is inside the computer’s case, you must open that
case to check the hardware’s status. This poses two dangers. First, you might
suffer an electrical shock if the computer is plugged into a wall outlet. Some
power supplies have power switches independent of the computer’'s main
switch; turning these off can reduce this risk. Second, static charges built up
in your own body (say, from shuffling across a carpet in dry weather) can
damage computer components. You can reduce this risk by grounding your-
self frequently—for instance, by wearing a wrist strap designed for that pur-
pose or by frequently touching a water faucet, radiator, or the computer’s
power supply if it's plugged into the wall.
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Checking Cabling

Several types of devices use cables, typically to link a device to the mother-
board or to a controller card of some type. These cables can be entirely inter-
nal or external, depending upon the device type. Particular types of cable
have specific requirements, which are discussed below.

Power Cables

L
ING

The most obvious power cable to most users is the one that stretches from a
wall outlet, power strip, or uninterrupted power supply (UPS) to the com-
puter. This cable is much like power cables on many other devices, and it
should be fully inserted into the computer and its power source.

A second class of power cables resides inside the computer case. These
cables stretch from the power supply (a rectangular metal box inside the
computer to which the external power cable attaches) to the motherboard
and various disk devices (hard disk, floppy disk, CD-ROM drive, and so on).
There are several different types of internal power connectors. Most power
supplies have about half a dozen connectors of various forms, each of which
connects to just certain types of devices—the motherboard, hard disk devices, or
floppy devices. You should check that power connectors are all inserted
firmly in their respective devices because they sometimes work loose during

shipping.

So-called AT-style motherboards (used on many Pentium and earlier comput-
ers) used two motherboard power connectors, rather than the integrated con-
nector used in later ATX systems. These AT connectors mustbe inserted side-
by-side, with the black wires next to each other. These connectors can be
inserted in each other’s sockets, which will destroy the motherboard!

Internal Data Cables

The second major form of internal cabling is data cables. These carry data
between components—typically between a disk or tape device and a mother-
board or controller. The most common form of data cable is a 7ibbon cable,
so called because the cable resembles a ribbon. Ribbon cables differ in their
widths and in the exact forms of their connectors. Some also have unique
characteristics, such as a twisted portion on floppy cables.
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You should check that all cable connectors are inserted firmly and cor-
rectly. Most cables include notches or asymmetrical connectors so that they
cannot be inserted backwards, but some cheap cables lack these safeguards.
If some of your cables are so crippled, pay careful attention to the cable’s ori-
entation. Most cables include a colored stripe on one edge, which indicates
the location of the first signal line. The matched connector on the device or
board should indicate the location of pin #1, probably in tiny type by the
connector. Be sure to plug the cable in so that the stripe is next to pin #1.

Some types of ribbon cable can have more connectors than devices. For
instance, it’s possible to use a SCSI cable with four connectors when you
have just two SCSI drives, leaving one connector unused (two connectors
attach to the SCSI drives and one to the host adapter). For most types of
cable, you should ensure that the end connectors are both used. Normally,
one of these attaches to the motherboard or controller card, and the other
end attaches to one of the devices.

Particularly on older systems, ribbon cables sometimes link internal to
external connectors. For instance, a motherboard might have an internal
connector for its parallel port, so a ribbon cable ties this to an external
parallel-port connector. Such cables are rare on modern motherboards,
which integrate the connector into the motherboard in a standard location
so that it’s directly accessible from outside the case. You might still find such
cables on a few designs, for instance if they are being used to link a USB port
to a front-panel USB connector.

Ribbon cables aren’t the only type of internal data cable. CD-ROM drives
frequently sport 3-wire cables to tie the CD-ROM drive’s audio output to a
sound card. There are also 2—4-wire connectors that link the motherboard to
front-panel computer components, such as the power button, the reset but-
ton, and the hard disk activity LEDs.

LED cables must be connected in the correct orientation, but the cables aren’t
keyed, so you’'ve got a 50/50 chance of getting it wrong unless you pay careful
attention to the positive and negative markings on the cables and mother-
board. This detail isn't important for the power or reset switches on modern
computers.
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External Cables

NG

External cables connect the computer to its keyboard, mouse, and monitor.
Printers, scanners, network connections, and so on also use cables. (A few
wireless devices exist, but even these often use short cables to link from a
standard port to a radio or infrared transmitter.)

In all cases, for a device to function properly it’s important that the asso-
ciated cable be inserted firmly into its matching socket. Some cable types,
such as Ethernet cables, snap into place and cannot be removed unless you
push a small lever or similar locking mechanism. Others, such as parallel,
RS-232 serial, and some varieties of external SCSI connectors, have thumb-
screws that can be tightened to ensure a snug connection (some of these
require an actual screwdriver to tighten and loosen). Others, such as USB
and keyboard connectors, have no locking or tightening mechanism, so you
must be sure these connectors are fully and firmly inserted.

Some cable types should not be routinely connected or disconnected when
the computer is in operation. These include SCSI, RS-232 serial, and parallel
connectors. When attaching or detaching such a cable, a short can damage
the device or the computer. Other connectors, such as those for USB and
Ethernet, are designed for hot swapping—attachment and detachment when
the computer is in operation..

Because you’ll be plugging external devices in yourself, you should be sure
you do this job correctly. It’s easy to mistakenly connect a device to the
wrong port. This is particularly true for RS-232 serial devices since many
computers have two such ports; for speakers, microphones, and audio inputs
on sound cards; and for PS/2-style mice and keyboards. USB ports are inter-
changeable on most computers; it doesn’t matter which one you use.

Some connectors are electrically compatible but come in different sizes or
shapes. This is particularly true of RS-232 serial connectors (which come in
9- and 25-pin varieties), keyboard connectors (which come in large AT-style
and small PS/2-style connectors), and external SCSI connectors (which come
in several varieties). Adapters for these are available, but be cautious with
them—the adapters can add enough weight to the connector so that it’s
likely to fall out. This is particularly true of one-piece keyboard adapters and
some types of SCSI adapters.
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Checking IRQs, DMA, and I/O Settings

TE

Most plug-in boards use various hardware resources that are in limited
supply in the x86 architecture. Of particular interest are the board’s inter-
rupt request (IRQ), its direct memory access (DMA) channel, and its input/
output (I/0) port. The x86 architecture supports just 15 interrupts (0-15,
with IRQs 2 and 9 being the same). There are also just a handful of DMA
channels. I/O ports are in less short supply, but still occasionally produce
conflicts. Boards use an interrupt to tell the CPU that something important
is happening that requires the CPU’s attention. DMA channels and I/O ports
are used to transfer data from the board to the computer’s memory or CPU.

With ISA, it’s important that two devices don’t attempt to use the same
IRQ, DMA channel, or I/O port. Doing so can result in one board being
unavailable, and in extreme cases, it can crash the computer. PCI boards may
be able to share an IRQ with another PCI board, but even this sometimes
causes the hardware to work slowly or behave strangely.

The motherboard uses several IRQs for its own devices. For instance, EIDE
drives normally use IRQs 14 and 15, and the keyboard takes IRQ 1.

If you have any old ISA boards, you can check their IRQs by examining
jumper settings on the boards themselves. Consult the board’s documenta-
tion for details. Newer ISA boards use software configuration, as described
in Chapter 8. PCI boards are auto-configured by the computer’s BIOS or by
the Linux kernel. In both of these latter cases, it’s impossible to tell what
hardware resources a board will use without booting the computer. Unfor-
tunately, if the resources cause a conflict, the computer may not boot com-
pletely. If you suspect this may be happening, consult Chapter 8 for
hardware troubleshooting information.

Checking EIDE Devices

Most x86 computers use EIDE for hard disks, CD-ROMs, and often other
types of disk and tape devices. There are several variants on EIDE available,
ranging in speed from 8 MBps to 100MBps, with faster speeds in the works.
In 2001, 33MBps is considered low-end, 66 MBps is common, and 100MBps
is the interface of choice. These different interface types are referred to by

various names, which usually include the speed, such as “UltraDMA 33” or
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“ATA/66.” The more capable interfaces can communicate with less-capable
devices, and vice-versa, so you can mix and match if you need to—but each
chain runs at just one speed, so you can seriously degrade a fast disk’s per-
formance by attaching it to the same cable as a slow CD-ROM or the like.

Each EIDE chain can support the controller and up to two devices. Tra-
ditionally, you must configure each device to be either the master or the
slave. In Linux, the master device takes on a lower device letter in its /dev/
hdx device filename, where x is the device letter. Configuring master/slave
status is done through a switch or jumper on the device itself; consult your
documentation for details. Some modern devices and controllers support an
auto-configuration protocol.

If you need more than two devices, or if you want to separate fast and
slow devices, you must use multiple EIDE chains, each of which corresponds
to one physical EIDE cable. Most motherboards support two chains (hence
four devices total), and you can add more by adding plug-in EIDE controller
cards. You can use similar cards to upgrade to faster forms of EIDE.

Normally, one EIDE device will be the master on the first (or primary)
chain. A second device might be the slave on the same chain or the master on
a second chain. The former configuration preserves IRQs, which may be
desirable if you have lots of other devices, but the second is likely to produce
better performance.

Checking SCSI Devices

SCSI is an unusually capable and complex interface bus. For this reason, SCSI
busses can sometimes be difficult to configure correctly, particularly when
they’re loaded down with many devices. There are several factors you should
consider when planning or checking a SCSI bus:

SCSI Variant There are many versions of SCSI available, ranging from
the original SMBps SCSI-1 to the 160MBps Ultra3 Wide SCSI. Most of
these versions are compatible with one another, but adding a less-capable
device to an otherwise more-capable SCSI chain can degrade perfor-
mance. Also, the more different two devices are, the less likely they are to
get along on one chain. Adding a SCSI-1 device to an Ultra3 SCSI chain,
for instance, is likely to cause problems.
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SCSIIDs SCSI devices are differentiated by their ID numbers. Older
SCSI variants (those that use a bus that’s 8 bits wide) use ID numbers that
range from 0 to 7, while Wide variants (which use 16-bit busses) have IDs
that range from 0 to 15. The SCSI host adapter itself consumes one num-
ber, so this is the source of the 7- or 15-device limit on SCSI chains. SCSI
IDs are generally set with jumpers on internal devices, or via some sort of
switches or dial on external devices. Check your documentation for
details. If two devices share an ID, it’s likely that one will mask the other,
or they’ll both malfunction quite seriously. New devices can often use the
SCSI Configured Automatically (SCAM) protocol, which allows devices
to acquire IDs automatically.

Termination A SCSI bus can be thought of as a one-dimensional chain
of devices. The devices on both ends of the chain must be terminated,
which keeps signals from bouncing back from the end of the chain. There
are several different types of termination associated with different SCSI
variants, ranging from passive to active to low-voltage differential (LVD).
Most SCSI devices include termination that can be activated by setting a
jumper, or even automatically. Sometimes you need to add a separate
SCSI terminator. Be sure this detail is set correctly because incorrect ter-
mination can lead to bizarre errors, which can crash a Linux system.

Cable quality SCSI—and particularly high-speed SCSI variants—is
quite susceptible to problems caused by low-quality cables. Particularly if
your SCSI chain has many devices, it can be worthwhile to purchase high-
quality cables. These are, unfortunately, likely to be expensive—often $50
or more.

Cable length Maximum SCSI cable lengths range from 1.5 to 12 meters
(m), depending upon the SCSI version. SCSI cable length limits apply to
the entire SCSI chain. If you’ve got two external SCSI devices, for
instance, you sum the lengths of the external cables, along with any inter-
nal cables, to determine your SCSI chain’s cable length.

) Chapter 8 includes information on troubleshooting a SCSI chain.
TE

Checking BIOS Settings

The Basic Input/Output System (BIOS) is the lowest-level software compo-
nent in a computer. The CPU runs BIOS code as part of its startup procedure.
As a result, the BIOS configures many fundamental aspects of the computer
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before Linux has a chance to boot. The BIOS also provides tools that the
computer uses to load the Linux kernel into memory.

Although the x86 BIOS provides some standard features, it’s not entirely
standardized. In particular, modern BIOSes provide a setup tool, often
referred to as the Complementary Metal Oxide Semiconductor (CMOS)
setup utility, that you can use to set various low-level options. The options
available in a computer’s CMOS setup utility differ from one computer to
another, both because of differences in hardware and because of different
BIOS designs.

Most computers display a prompt at boot time that tells you how to get
into the CMOS setup utility. This is usually done by hitting a key, such as
Delete or F2, at a critical point during the boot process. Once you’ve done
this, you’ll see a BIOS setup screen, such as the one shown in Figure 1.3. This
screen allows you to select and set various options, typically by moving
through menus by pressing the arrow keys on the keyboard.

2

FIGURE 1.3

SCSI host adapters often include their own BIOSes and setup utilities, which
are separate from the motherboard BIOS. The SCSI setup utilities usually
have setup options you can adjust by pressing a key sequence at a particular
point in the boot process. Watch your boot displays or consult your SCSI
adapter’s documentation for details.

CMOS setup utilities use menu-driven displays to let you adjust a computer’s
built-in hardware.

System Time:

-/
Enter
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Most systems come with reasonable default BIOS settings, but you may
want to check, and possibly adjust, a few. These include the following:

Disk settings There are two common hard disk settings you may need to
adjust. The first specifies the size of the disk. An auto-detection feature
normally works well for this. The second setting determines how the BIOS
interprets the disk’s cylinder/head/sector (CHS) addresses. On most
BIOSes, a linear block addressing (LBA) mode is the best choice. If you
use SCSI hard disks, the main motherboard BIOS won’t detect them. This
is normal; the SCSI BIOS provides the necessary support.

On-board ports Modern motherboards include RS-232 serial, parallel,
USB, EIDE, and frequently other types of ports. You can enable or disable
these or change their settings (for instance, you can change the IRQs used
by the devices). Disabling unused ports can free up resources for other
devices.

PCI settings Some BIOSes allow you to specify how the system treats PCI
devices. Most commonly, you can choose from two or more rules for how
the BIOS assigns IRQs to PCI devices. Sometimes, one rule results in IRQ
conflicts and another doesn’t, so such a setting is worth investigating if
you have problems booting and suspect IRQ conflicts.

Passwords In a high-security environment, you may want to set a BIOS
password. This prevents the system from booting unless the correct pass-
word is entered. It can slow down intruders who have physical access to
the computer and boot with their own boot disk, but if intruders have
physical access to the computer, they can bypass this feature in various
ways. Setting a BIOS password also prevents automatic reboots in the
event of a power failure. Nonetheless, slowing down an intruder may be
worthwhile in some environments.

Memory settings BIOSes can be configured to copy parts of themselves,
or of BIOSes stored on other devices, to RAM. This practice, which is
known as shadowing, speeds up access to the BIOS, and it is useful in
DOS, which relies on the BIOS for input/output. Linux doesn’t use the
BIOS as much, so it’s generally best to disable all shadowing in Linux,
which can result in slightly more memory available in Linux. Some
BIOSes also allow you to control one or more memory holes—regions of
the CPU’s memory map that are unusable. These sometimes cause Linux
to misdetect the amount of RAM installed in the computer, so you may
want to experiment with different memory hole settings.
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Boot Devices Modern BIOSes support booting from a wide variety of
disk and disk-like devices, including floppy disks, EIDE disks, SCSI disks,
CD-ROM drives, and high-capacity removable disks like Zip or LS-120
disks. You can usually set the system to boot from some subset of these
devices in any order you like. The BIOS tries each medium in turn, and if
it’s not present or isn’t bootable, it tries the next one. For highest security,
set the system to boot from your EIDE or SCSI hard disk first; for conve-
nient booting of installation or emergency media, set it to boot from a
CD-ROM, floppy, or other removable media drive first.

In practice, you may need to experiment with a particular computer’s
CMOS settings to determine which work best. It’s generally not a good idea
to try random changes on a working system, though; experiment with these
settings only if you’re having trouble. Making changes without cause can
produce an unbootable system, although if you remember what you
changed, you can usually recover your system to a working state.

Most CMOS setup utilities include an option to restore the settings to the fac-
tory default values. These may not always produce optimal results, but they'll
usually work

Disk Partitioning

H ard disks can be broken into logical chunks known as partitions. In
Windows, partitions correspond to drive letters (C:, D:, and so on). In
Linux, partitions are mounted at particular points in the Linux directory
tree, so they’re accessible as subdirectories. Before actually installing Linux,
it’s a good idea to give some thought to how you’ll partition your hard disk.
A poor initial partitioning scheme can become awkward because you’ll run
out of space in one partition when another has lots of available space or because
the partition layout ties your hands in terms of achieving particular goals.

Understanding the PC Partitioning System

The original x86 partitioning scheme allowed for only four partitions. As
hard disks increased in size and the need for more partitions became appar-
ent, the original scheme was extended in a way that retained compatibility
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with the old scheme. The new scheme uses three partition types: primary par-
titions, which are the same as the original partition types; extended parti-
tions, which are a special type of primary partition that serves as a place-
holder for the next type; and logical partitions, which reside within an
extended partition.

For any one disk, you’re limited to four primary partitions, or three pri-
mary partitions and one extended partition. Many OSs, such as DOS, Win-
dows, and FreeBSD, must boot from primary partitions, and because of this,
most hard disks include at least one primary partition. Linux, however, is
not so limited, so you could boot Linux from a disk that contains no primary
partitions, although in practice few people do this.

The x86 partitioning scheme isn’t the only one around. Linux includes support
for many alternatives, but x86-based Linux systems generally use the PC par-
titioning scheme. Linux systems running on other architectures tend to use
the partitioning systems native to those architectures. From an administrative
point of view, these systems are almost always simpler than the PC system
because there aren’t any distinctions between primary, extended, and logical
partitions.

A disk’s primary partition layout is stored in a data structure known as
the partition table, which exists on the first sector of the hard disk. This sec-
tor is known as the master boot record (MBR) because it also contains some
of the first code to be run by the computer after the BIOS initializes. The
locations of the logical partitions are stored within the extended partition,
outside of the MBR. Although they are not a part of the MBR, these data are
sometimes considered to be part of the partition table because they do define
partition locations.

Linux Partition Requirements

To Linux, there’s very little difference between the partition types. Linux
numbers partitions on a disk, and the primary and extended partitions get
the numbers from 1 to 4 (such as /dev/hdal or /dev/sdc3), while logical
partitions get numbers from 5 up. This is true even if there are fewer than
four primary and extended partitions, so partitions might be numbered 1, 2,
4, 5, and 6 (omitting partition 3). Primary partition numbers are like fixed
slots, so when a disk uses just 1-3 of these slots, any of the four numbers may
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go unused. Logical partitions, by contrast, are always numbered sequen-
tially, without any missing numbers, so a system with precisely three logical
partitions must number them 3, 6, and 7.

Some administrators use a primary Linux boot partition because a con-
ventional x86 MBR can boot only from a primary partition. Therefore, it’s
possible to put the Linux Loader (LILO; the program Linux uses to boot) in
the Linux boot partition to boot the computer. Alternatively, LILO can
reside directly in the MBR, which is more direct but leaves LILO more vul-
nerable to being wiped out should some other utility rewrite the MBR.
(Chapter 3, “Software Management,” discusses the boot process and LILO
in more detail.)

As a bare minimum, Linux needs a single partition to install and boot.
This partition is referred to as the root partition, or as /. This partition is so
called because it lies at the “root” of the directory “tree”—all files on the sys-
tem are identified relative to the base of this partition. The root partition also
stores directories, such as /etc and /usr, in which other files reside. Some
of these directories can serve as mount points—directories to which Linux
attaches other partitions. For instance, you might mount a partition on /home.

) One important directory in Linux is /root, which serves as the system admin-
TE istrator's home directory—the system administrator’s default program set-
tings and so on go here. The /root directory is not to be confused with the
root directory (/).

Common Optional Partitions

In addition to the root partition, many system administrators like creating
additional partitions. Several of the advantages that come from splitting an
installation into multiple partitions rather than leaving it as one monolithic
root partition follow:

Multiple disks When you have two or more hard disks, you must create
separate partitions—at least one for each disk. For instance, one disk
might host the root directory and the second might hold /home. Also,
removable disks (floppies, CD-ROMs, and so on) must be mounted as if
they were separate partitions.
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Better security options By breaking important directories into separate
partitions, you can apply different security options to different partitions.
For instance, you might make /usr read-only, which reduces the chance
of accidental or intentional corruption of important binary files.

Data overrun protection Some errors or attacks can cause files to grow
to huge sizes, which can potentially crash the system or cause serious
problems. Splitting key directories into separate partitions guarantees
that a runaway process in such a directory won’t cause problems for pro-
cesses that rely on the ability to create files in other directories. This makes
it easier to recover from such difficulties. On the down side, splitting par-
titions up makes it more likely that a file will legitimately grow to a size
that fills the partition.

Disk error protection Disk partitions sometimes develop data errors,
which are data structures that are corrupt, or a disk that has developed a
physically bad sector. If your system consists of multiple partitions, such
problems will more likely be isolated to one partition, which can make
data recovery easier or more complete.

Backup If your backup medium is substantially smaller than your hard
disk, breaking up your disk into chunks that fit on a single tape can sim-
plify your backup procedures.

Ideal filesystems A filesystem is a set of low-level data structures that
regulate how the computer allocates space on the disk for individual files,
as well as what types of data are associated with files, such as file creation
times and filenames. Sometimes, one filesystem works well for some pur-
poses but not for others. You might therefore want to break the directory
tree into separate partitions so that you can use multiple filesystems.

So, what directories are commonly split off into separate partitions?
Table 1.1 summarizes some popular choices. Note that typical sizes for
many of these partitions vary greatly depending upon how the system is
used. Therefore, it’s impossible to make recommendations on partition size
that will be universally acceptable. For more information, consult “Under-
standing the Linux Filesystem Hierarchy” in Chapter 7 (“Managing Parti-
tions and Processes”).
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Partition
(mount point)

Typical size

Use

Swap (not
mounted)

/home

/boot

jusr

/usr/Tocal

/opt

/var

1.5-2 times
system
RAM size

200MB-100GB

5-20MB

500MB-4GB

100MB-2GB

100MB-2GB

100MB-100GB
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Serves as an adjunct to system
RAM,; is slow, but allows the system
to run more or larger programs. Dis-
cussed in more detail in Chapter 8.

Holds users’ data files. Isolating it on
a separate partition preserves user
data during a system upgrade. Size
depends on number of users and
their data storage needs.

Holds critical boot files. Creating as
a separate partition allows for cir-
cumventing limitations of certain
BIOSes and boot loaders on hard
disks over 8GB.

Holds most Linux program and data
files; this is frequently the largest
partition.

Holds Linux program and data files
that are unique to this installation,
particularly those that you compile
yourself.

Holds Linux program and data
files that are associated with third-
party packages, especially
commercial ones.

Holds miscellaneousfiles associated
with the day-to-day functioning of a
computer. These files are often
transient in nature. Most often split
off as a separate partition when the
system functions as a server that
uses the /var directory for server-
related files like mail queues.
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Common Partitions and Their Uses (continued)

Partition

(mount point) Typical size Use

/tmp 100MB-10GB Holds temporary files created by
ordinary users.

/mnt N/A /mnt isn't itself a separate partition;

rather, it or its subdirectories are
used as mount points for removable
media like floppies or CD-ROMs.

Some directories should never be placed on separate partitions. These
directories are /etc, /bin, /sbin, /1ib, and /dev. These directories host
critical system configuration files or files without which a Linux system can-
not function. For instance, /etc contains /etc/fstab, the file that specifies
what partitions correspond to what directories; and /b1 n contains the mount
utility that’s used to mount partitions on directories.

The 2.4.xkernels include experimental support for a dedicated /dev file-system,
which obviates the need for files in an actual /dev directory, so in some sense,
/dev can reside on a separate filesystem, although not a separate partition.

@ Real World Scenario
When to Create Multiple Partitions

One problem with splitting off lots of separate partitions, particularly for
new administrators, is that it can be difficult to settle on appropriate parti-
tion sizes. As noted in Table 1.1, the appropriate size of various partitions
can vary substantially from one system to another. For instance, a worksta-
tion is likely to need a fairly small /var partition (say, 100MB), but a mail or
news server might need a /var partition that’s gigabytes in size. Guessing
wrong isn’t fatal, but it is annoying. You'll need to resize your partitions
(which is tedious and dangerous) or set up symbolic links between parti-
tions so that subdirectories on one partition can be stored on other partitions.
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For this reason, | generally recommend that new Linux administrators try
simple partition layouts first. The root (/) partition is required, and swap is
a very good idea. Beyond this, /boot can be very helpful on hard disks of
more than 8GB with older distributions or BIOSes. An appropriate size for
/home is often relatively easy for new administrators to guess, so splitting it
off generally makes sense. Beyond this, | recommend that new administra-
tors proceed with caution.

As you gain more experience with Linux, you may want to break off other
directories into their own partitions on subsequent installations, or when
upgrading disk hardware. You can use the du command to learn how much
space is used by files within any given directory.

Linux Filesystem Options

Linux supports many filesystems. The most popular in 2001 for Linux par-
titions is the second extended filesystem (ext2 or ext2fs), which is the default
filesystem for most distributions. Ext2fs supports all the features required by
Linux (or by Unix-style OSs in general), and is well tested and robust.

Ext2fs has one major problem, though: If the computer is shut down
improperly (because of a power outage, system crash, or the like), it can take
several minutes for Linux to verify an ext2fs partition’s integrity when the
computer reboots. This delay is an annoyance at best, and it is a serious
problem on mission-critical systems such as major servers. The solution is
implemented in what’s known as a journaling filesystem. Such a filesystem
keeps a record of changes it’s about to make in a special journal log file.
Therefore, after an unexpected crash, the system can examine the log file to
determine what areas of the disk might need to be checked. This design
makes for very fast checks after a crash or power failure—a few seconds at
most, typically.

Four journaling filesystems are being developed for Linux in 2001. The
most usable of these in mid-2001 is ReiserFS (http://www.namesys.com),
which was added as a standard component to the 2.4.1 kernel. The other
journaling filesystems are ext3fs (ftp://ftp.uk.Tinux.org/pub/Tinux/
sct/fs/jfs), which is an extension of ext2fs; XFS (http://1inux-xfs
.sgi.com/projects/xfs), which was originally designed for Silicon
Graphics’ IRIX OS; and Journaled Filesystem (JES) (http://oss.software
.ibm.com/developerworks/opensource/jfs), which IBM developed for
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its AIX and OS/2. Of these four, XFS and JFS are the most advanced, but
ReiserFS is the most stable and is usable in mid-2001.

The Linux swap partition doesn’t use a filesystem per se. Linux does need to
write some basic data structures to this partition in order to use it as swap
space (as described in Chapter 8), but this isn’t technically a filesystem
because no files are stored within it.

Linux also supports many non-Linux filesystems, including the File Allo-
cation Table (FAT) filesystem used by DOS and Windows; the New Tech-
nology Filesystem (NTFS) used by Windows NT and 2000; the High-
Performance Filesystem (HPFS) used by OS/2; the Unix Filesystem (UFS; also
known as the Fast Filesystem, or FFS) used by various versions of Unix; the
Hierarchical Filesystem (HFS) used by MacOS; and the ISO-9660 and Joliet
filesystems used on CD-ROM. Most of these filesystems are useful mainly in
dual-boot configurations—say, to share files between Linux and Windows.
Some—particularly FAT, ISO-9660, and Joliet—are useful for exchanging
files between computers on removable media. As a general rule, these file-
systems can’t hold critical Linux files because they lack necessary filesystem
features. There are exceptions, though—Linux sports extensions to cram
necessary information into FAT and HPFS partitions, UFS was designed for
storing Unix filesystem features in the first place, and the Rock Ridge exten-
sions add the necessary support to ISO-9660.

It’s often best to use ext2fs for Linux partitions, although ReiserFS is a
good choice if you have large partitions and want to avoid lengthy filesystem
checks on system startup. ReiserFS isn’t as well tested as ext2fs, though; so
as of kernel 2.4.2, ext2fs is still safer. XFS, JFS, and ext3fs may become via-
ble options for production systems by the end of 2001 or 2002. XFS and JFS
have the advantage of supporting larger file sizes than the 4GB maximum
allowed by ext2fs and ReiserFS. All Linux distributions support ext2fs out of
the box, and most released in 2001 support ReiserFS, as well. Others may
require modifying the kernel, so you must initially install Linux to a sup-
ported filesystem and then convert or add the other filesystem types. Use
non-Linux filesystems for data exchange with non-Linux systems.
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Partitioning Tools

In order to create partitions, you use a partitioning tool. There are dozens of
such tools available, but only a few make reasonable choices when installing
a Linux system:

DOS’s FDISK  Microsoft’s DOS and Windows ship with a simple parti-
tioning tool known as FDISK (for fixed disk). This program is inflexible
and uses a crude text-based user interface, but it’s readily available and
can create partitions that Linux can use. (You’ll probably have to modify
the partition type codes using Linux tools in order to use DOS-created
partitions, though.)

Linux’s fdisk Linux includes a partitioning tool that’s named after the
DOS program, but the Linux tool’s name is entirely lowercase, whereas
the DOS tool’s name is usually written in uppercase. Linux’s fdisk is
much more flexible than is DOS’s FDISK, but it also uses a text-based user
interface. If you have an existing Linux emergency disk, you can use it to
create partitions for Linux before installing the OS.

Linux install-time tools Most Linux installation utilities include parti-
tioning tools. Sometimes the installers simply call fdi sk, but other times
they provide GUI tools that are much easier to use . If you’re installing a
Linux-only system, using the installer’s tools is probably the best course
of action.

PowerQuest’s PartitionMagic PowerQuest (http://www.powerquest
.com) makes an unusually flexible partitioning program, known as Partition-
Magic. This commercial program provides a GUI interface and can create
partitions that are prepared with FAT, NTFS, HPFS, or ext2 filesystems.
This makes it an excellent tool for configuring a disk for a multi-OS com-
puter. PartitionMagic can also resize a partition without damaging its
contents. The main program is Windows-based, but the package comes
with a DOS version that can run from a floppy, so it’s possible to use it on
a system without Windows.

FIPS The First Nondestructive Interactive Partition Splitting (FIPS) pro-
gram comes with many Linux distributions. It’s a fairly specialized parti-
tioning tool that splits a single primary FAT partition into two partitions.
It’s designed to make room for Linux on computers that already have
Windows installed—you run FIPS, delete the second (empty) partition
that FIPS creates, and create Linux partitions in that empty space.
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In theory, partitions created by any tool may be used in any OS, provided
the tool uses the standard x86 partition table. In practice, though, OSs some-
times object to unusual features of partitions created by certain partitioning
tools. Therefore, it’s usually best to take one of two approaches to disk
partitioning:

= Use a cross-platform partitioning tool like PartitionMagic. Such tools
tend to create partitions that are inoffensive to all major OSs.

= Use each OS’s partitioning tool to create that OS’s partitions.

Chapter 2 includes a discussion of partitioning during installation of a
Linux Mandrake system. Although other distributions’ partitioning tools
differ somewhat, the basic principles remain the same across distributions.
Before you invest too much effort in partitioning, though, you need to study
Linux software issues, not the least of which is whether Linux is the proper
tool to use.

Linux and Non-Linux Solutions

Why use Linux? This may seem like an odd question to ask in a book
on Linux, but it’s an important one, and one that you should ask yourself
whenever you begin configuring a new Linux computer. If you find that
another OS is better suited to a particular task, you can save yourself time
and effort in the long run by using that other OS. When Linux is really the
best choice, asking yourself why you should use it will give you a ready
answer should somebody else ask you the question. By weighing Linux
against other OSs, you will also increase your confidence that you’re doing
the right thing by choosing Linux. This activity may also lead you to think
about the computer’s purpose in a way that helps you decide precisely how
to configure it.

Another important aspect to consider is which flavor of Linux to use.
Many companies and organizations package Linux. Each of the resulting
distributions has its own mix of features. In the end, you can configure any
distribution to do what any of the others does, but some distributions are
better suited to particular tasks right out of the box. Therefore, it’s helpful
to know something about the range of what’s available before you begin
configuring a new Linux system.
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Linux vs. Proprietary OSs

Linux competes, to a greater or lesser extent, with many OSs. One of the
great divides is between Linux and proprietary OSs—operating systems that
use a source code base that’s closed to public scrutiny. In particular, Linux
competes against Microsoft Windows in many peoples’ minds. In many
respects, though, Linux is more properly pitted against commercial versions
of Unix.

Most proprietary OSs are at a cost disadvantage when compared to
Linux. Price tags on commercial OSs range from around $50 up to thou-
sands of dollars. Most Linux distributions can be downloaded for free from
the Internet, obtained on CD-ROM for less than $10 if you don’t need offi-
cial support or a printed manual or for $100 or less with these extras. Some
extra-deluxe Linux packages cost more than this, often because they come
bundled with some costly commercial packages or extended support
options.

Linux vs. Microsoft OSs

Microsoft makes two OS product lines: Windows 9x/Me and Win-
dows NT/2000. Each OS is targeted at a particular market, although they
overlap to some extent. Linux competes against both, although more directly
against the N'T/2000 line.

The Windows 9x/Me line is targeted at home and relatively low-powered
business desktop systems. This OS is derived from the old MS-DOS and Win-
dows 3.1 products, and this legacy continues to influence Windows 9x/Me, in
terms of filesystem support, multitasking power (the ability to run multiple
programs at once), and so on. One of the drawbacks of Windows 9x/Me is
thatit’s saddled with the need for backward compatibility with its outmoded
predecessors. This fact limits the stability of Windows 9x/Me and its suit-
ability for advanced network server functions. Many desktop users, however,
aren’t particularly bothered by these limits, and they are drawn to the easy-
to-use Windows user interface. Although Linux is far more stable than Win-
dows 9x/Me, Linux is playing catch-up in the user interface department.
Therefore, if a computer will be used as a personal productivity workstation,
Windows Me deserves consideration. This is particularly true if the individ-
ual who’ll be using the machine is already familiar with Windows and
doesn’t want to learn something else.
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Microsoft markets Windows N'T/2000 as the competition to Unix and
Linux. This OS branch uses a newer kernel with better support for features
that are important today, such as filesystem security and multitasking. This
makes Windows N'T/2000 much more suited to function as a network server
than Windows 9x/Me. One of the key differences between Windows NT/2000
and Linux is that the former is much more tightly tied to its graphical user
interface (GUI). This fact makes Windows NT/2000 easier for new admin-
istrators to pick up, but at the same time, it reduces the OS’s flexibility. With
Linux, on the other hand, you can customize configuration files in ways a
GUI doesn’t allow, and you can do other things that are difficult or impos-
sible to do using Windows NT/2000. The fact that Linux can be configured
through text-based tools also means that it’s easy to administer remotely,
using nothing more than common remote login tools such as Secure Shell
(SSH), which allows you to run text-based Linux programs from another
computer.

Although Microsoft no longer markets it, OS/2 is another OS in the same
family as DOS and Windows. This OS is still sold by IBM, but it’s been slid-
ing in market share since the mid-1990s. In many respects, OS/2 is similar to
Windows NT—it uses its own updated kernel that abandons much of the
DOS baggage still carried by Windows 9x/Me. OS/2 lacks compatibility with
today’s popular Windows software, however. OS/2 may still be worth con-
sidering in environments where it’s still heavily used, such as many banks,
but its declining market share argues against its adoption in new environ-
ments without some compelling cause.

One of the most compelling arguments in favor of any Microsoft or
Microsoft-related OS is the application base for desktop use. In particular,
the Microsoft Office application group is extraordinarily popular, and it is
not available for Linux (or OS/2, for that matter). Although some Linux pro-
grams can import and export Office files, these operations are necessarily
imperfect. Likewise, emulators like WINE, VMware, and Win4Lin allow
you to run Windows software under Linux, but if the primary reason to use
a computer is to use Windows software, there’s seldom an advantage to
running that software in an emulator under Linux, as opposed to running it
directly.

Likewise, the principal advantage for Linux in a Linux-vs.-Windows com-
parison is its software base. Linux supports a wide range of open source (and
therefore generally low-cost) applications. Because Linux is modeled after
Unix, administrators with Unix experience should have no trouble handling
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a Linux system—and a person who learns Linux can pick up other flavors of
Unix quite quickly.

Linux vs. Unix

Originally, Linux was developed as a clone of Unix. Linus Torvalds set out
to write an open source kernel around which existing open source Unix
replacement parts could converge; the result was the Linux distribution as
we know it today. Because of this history, modern Linux systems bear a very
strong resemblance to modern Unix systems, and in fact, the two can often
be used similarly.

In many cases, the main difference between Linux and a commercial Unix
is cost. As noted earlier in this section, Linux is a very low-cost OS, but com-
mercial Unixes cost much more. (The most common x86 Unixes are now
available at low cost for personal use, but most commercial users must still
pay hundreds of dollars for a license.) Most Linux software is available in
open source form, and it can be compiled on commercial Unix machines—
indeed, most Linux software is developed as Unix software generically, with
Linux as just one of many Unix-like platforms on which it works. Many
commercial Unix programs have been ported to (that is, recompiled on)
Linux.

Where commercial Unixes hold an edge is in very high-performance com-
puting. OSs such as Silicon Graphics’ (SGI’s) IRIX and Sun’s Solaris run on
very fast non-x86 hardware and support advanced features that Linux sup-
ports poorly, if at all. For instance, IRIX’s XFS is still considered beta quality
on Linux. Also, the hardware used by high-end systems is often superior to
that used on the x86 PCs on which Linux usually runs. Linux has been
ported to many non-x86 platforms, including many of those on which its
Unix “big brothers” run, but these ports often lag behind the x86 version in
terms of overall polish and general usability.

As Linux improves, the gap between Linux and commercial versions of
Unix is likely to shrink. Even today, Linux is an excellent platform for work-
stations and small to mid-size servers. Because of its similarity to more
advanced systems, it’s possible to deploy Linux today and move to a higher-
end commercial Unix system in the future, with minimal changes to config-
uration and administrators’ training. This is certainly an advantage of the
Linux/Unix family as a whole over Windows.
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Linux vs. Other Open Source OSs

Linux is not the only open source OS in existence. Most competing open
source OSs are, like Linux, clones of Unix. In fact, the main competing
family—FreeBSD, NetBSD, and OpenBSD—is derived directly from main-
stream Unix.

%’ BSD stands for Berkeley Standard Distribution. BSD grew as a component-by-

ITE component open source replacement for AT&T’s original Unix. During and
after this process, the development forked several times, producing several
variant products, including the three major open source BSDs. Today, the
term BSD refers either to an entire OS that shares the Berkeley heritage or to
specific OS components that are so derived, such as the BSD printing system
discussed in Chapter 8.

In most situations, one of the open source BSDs will function as well as
Linux. These OSs have more-or-less the same base of applications, and
they’re administered in largely the same ways. The main differences between
Linux and its BSD cousins come down to three factors:

Kernel licenses The Linux kernel is released under the General Public
License (GPL), which tends to encourage greater public participation in
the development of the kernel than does the BSD license used for the
BSDs. The culture that’s emerged around each OS has furthered this dis-
tinction. The end result is that the Linux kernel has developed more
quickly than the BSD kernels, and it has more support for more hardware,
more filesystems, and so on.

Commercial software availability Commercial software developers

seem to be more willing to port software to Linux than to the open source
BSDs. The BSDs include ways to run Linux programs, and most software
for both systems is open source and available on both, so this factor isn’t
critical for most people, but it is, nonetheless, a plus in the Linux column.

Support network The Linux support network, as embodied in the Linux
newsgroups, Web sites, and support from commercial Linux vendors, is
generally more active than is the support network for the BSDs. This helps
new Linux users get started with Linux, and it helps even experienced
administrators resolve problems. Some support forums, though, are
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OS-neutral, such as mailing lists and newsgroups devoted to programs
that run on both platforms.

These three factors produce a positive feedback cycle—more users creates
a better volunteer support network, more potential kernel developers, and
more incentive for commercial software vendors to port their products to
Linux. Each of these factors in turn creates an environment that will attract
€ven more users.

In the end, you’re probably best off using whichever Unix-like open
source OS is most familiar to you. For new users, the broader support net-
work for Linux can be a major point in its favor. If you can access personal
support for a BSD more easily, though, or if a BSD supports hardware that
you need that’s not supported in Linux, then a BSD may be a better choice
for you. In either case, moving from Linux to a BSD or vice-versa is fairly
straightforward, so the time you spend learning one system is not wasted
should you decide to change.

A Rundown of Linux Distributions

Within the Linux world, there exist several distributions. A distribution is a
compilation of a Linux kernel, startup scripts, configuration files, and criti-
cal support software. Distributions also include some type of installation
routine so that you can get a working Linux system. Any two distributions
may use different versions of any or all of these components, which will pro-
duce distinctly different feels. Critical components, though, such as the ker-
nel and certain support software, come from the same line in all distributions.
For instance, one distribution might use the 2.4.2 Linux kernel and another
might ship with 2.4.3, but they’re both Linux kernels.

One important distinguishing characteristic of Linux distributions is which
packaging methods they use. Red Hat Package Manager (RPM), Debian pack-
ages, and tarballs are the three most common package formats. The details of
using these three package formats are covered in Chapter 3.

Depending upon your definition of “major,” there are anywhere from
two or three to a dozen or more major Linux distributions. In addition, there
are less popular and specialized distributions. Many Linux distributions are
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derived from either Debian or Red Hat. Some common Linux distributions
include the following;:

Caldera eDesktop and eServer These distributions, from Caldera
(http://www.caldera.com), are targeted at workstation and server use,
respectively. Both spring from the earlier OpenLinux product. These dis-
tributions are RPM-based and include moderately sophisticated GUI con-
figuration tools. Although Caldera is RPM-based, its distributions aren’t
directly derived from Red Hat Linux. Caldera’s distributions are available
only for x86 CPUs.

Corel Linux Corel (http://1inux.corel.com) based its distribution
on Debian GNU/Linux, but it added a very user-friendly installation rou-
tine and GUI configuration tools. In doing so, though, Corel made its dis-
tribution less easily configured through traditional Linux command-line
methods. This distribution is targeted at new Linux users who want to
use the OS as a desktop OS to replace Windows. Corel is an x86-only
distribution.

Debian GNU/Linux This distribution, headquartered at http://
www.debian.org, is built by a non-profit organization, rather than by a
for-profit company, as are most other distributions. Debian eschews
many of the GUI configuration tools used by most other distributions,
and instead it aims to be a very stable and flexible distribution. For these
reasons, it’s well liked by open source hard-liners and those who like tink-
ering with the underlying text-based configuration files. Debian is avail-
able on a very wide array of CPUs, including x86, PowerPC, Alpha,
SPARC, and 680x0.

Linux Mandrake This distribution is a French-based offshoot of Red
Hat Linux. Originally developed as a Red Hat with integrated K Desktop
Environment (KDE), Mandrake has since developed more of its own per-
sonality, which includes a good GUI installer and some unusual choices in
standard server software, such as Postfix rather than the more popular
sendmail for a mail server. Its English Web page is http://www
.Tinux-mandrake.com/en. Mandrake is available for x86, IA-64,
SPARC, Alpha, and PowerPC CPUs.

LinuxPPC This distribution is a Red Hat derivative for PowerPC (PPC)
processors—the CPUs at the heart of modern Macintoshes. LinuxPPC is
very similar to Red Hat, but the GUI installation routines are unique,
designed for the Macintosh market. The LinuxPPC Web site is http://
www. 1inuxppc.com.
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Red Hat Linux Red Hat (http://www.redhat.com) is one of the older
major distributions today, and one of the most influential. Red Hat devel-
oped the RPM format that’s used by many other distributions, including
some that aren’t otherwise based on Red Hat. The distribution includes

GUI installation and configuration tools that are unusually complete.

Red Hat is or has been available on x86,1A-64, SPARC, and Alpha CPUs,
although Red Hat has ceased SPARC development with version 6.2.

Slackware Linux Slackware is the oldest of the surviving Linux distri-
butions. Like Debian, Slackware favors manual text-based configuration
over GUI configuration tools, so it’s often recommended for those who
want the “Unix experience” without GUI “crutches.” Slackware is the
only major distribution to rely upon tarballs for package management.
You can read more at http://www.sTackware.com. This distribution is
available for x86, Alpha, and SPARC CPUs.

Storm Linux This distribution, from Stormix (http://www.stormix
.com), is another Debian variant. Like Corel Linux, Storm Linux adds
GUI installation and configuration tools to Debian’s core, but Storm

Linux is less tightly tied to these tools. Storm Linux is available only on
x86 CPUs.

SuSE Linux The German company SuSE (http://www.suse.com) pro-
duces a distribution that’s particularly popular in Europe. SuSE uses
RPMs, but it’s not otherwise based on Red Hat. Some SuSE packages use
a DVD-ROM for software distribution, which is very helpful if your sys-
tem has a DVD-ROM drive—SuSE ships with an unusually large number
of packages, so juggling the half-dozen CD-ROMs can be awkward, com-
pared to using a single higher-capacity DVD-ROM. This distribution
includes GUI installation and configuration tools. Versions of SuSE for
x86, IA-64, PPC, and Alpha are all available.

TurboLinux This distribution (http://www.turboTlinux.com) is a
Red Hat derivative. As of early 2001, the TurboLinux installation rou-
tines are somewhat simple, but effective. This distribution includes unusu-
ally strong support for Asian languages, and is targeted at the server
market. TurboLinux is available for x86, IA-64, and Alpha CPUs.

Yellow Dog Linux Like LinuxPPC, this is another PPC distribution
based on Red Hat. Yellow Dog (at http://www.yellowdoglinux.com)
uses its own unique installer, but once set up, it and LinuxPPC are quite
similar to one another—and to Red Hat.
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When deciding on a Linux distribution, some of these will fall out of the
running for very basic reasons. For instance, there’s no point in considering
Yellow Dog for an x86 system, or Corel for an Alpha CPU. The RPM and
Debian package management systems are, on the whole, quite similar in
overall features and capabilities, so if you’re not already familiar with either,
there’s little reason to favor one over the other. (Chapter 3 covers both sys-
tems in more detail.) Any of these distributions can be configured to do any-
thing that any other can do, with the exception of running on an
unsupported CPU.

As a practical matter, you do need to decide between distributions. As a
general rule, Caldera eDesktop, Corel, and Mandrake are probably the best
suited as delivered to function as workstations, particularly for new Linux
users. SuSE ships with an unusually wide array of software (particularly the
Professional package, which ships with a DVD-ROM and half a dozen
CD-ROMs). Red Hat is unusually popular, so finding support for it on
newsgroups and the like is particularly easy. Caldera eServer and Turbo-
Linux are specifically marketed for the server market, but others can fill that
role just as easily. Some distributions come in variants that include addi-
tional software, such as secure servers, third-party partition managers, and
so on.

If you have a fast Internet connection, a CD-R drive, and you want to
experiment with several Linux distributions, check out the Linux ISO Web
site, http://www.Tinuxiso.org. This site includes links to CD-R image
files for most Linux distributions. You can also obtain distributions on no-
frills CD-ROMs (with no manual and no support) for less than $10 from the
likes of Linux Mall (http://www.Tinuxmall.com), Linux System Labs
(http://www.1s1.com), or CheapBytes (http://www.cheapbytes.com).
Official boxed sets typically cost $20 to $100, or occasionally more for the
most feature-packed versions. The boxed sets typically include printed man-
uals, support, and occasionally, a commercial software product or two.

Determining Software Needs

When you plan a Linux installation, it’s important that you know
what software you’ll need on the system. For each program class, you’ll need
to decide what particular package you want to run. For instance, if you want to
configure a word processing workstation, you’ll need to decide if you want
to use Corel’s WordPerfect, Sun’s StarOffice, Applix’s ApplixWare, the open
source LyX, or something else. Some of these packages come with certain
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distributions; others must be obtained independently. In the case of down-
loadable software, if it doesn’t come with the distribution you use, you may
want to download it before installing Linux. Depending upon your available
hardware, you can usually put a package on floppy disk, a high-capacity
removable disk (like a Zip or LS-120 disk), or a CD-R to have it ready for
installation once you’ve installed the main distribution. Doing this from
Windows works just fine, if this is your first Linux installation.

Common Workstation Programs

Workstations don’t usually need much in the way of server software. Work-
stations may include such software to provide local services, though—for
instance, Linux workstations usually include mail servers to handle mail for
the administrator that is generated by automatic scripts and the like. The
most important workstation programs are designed to help an individual get
work done.

The X Window System

The X Window System (or X for short) is Linux’s GUI environment. It’s usu-
ally implemented through the XFree86 package. Although Linux can be used
without this GUI, most workstation users expect a GUI environment, and an
increasing number of workstation programs require X in order to function.

X itself is a fairly spare environment, so it’s frequently supplemented by
additional tools, such as window managers (which provide borders and con-
trols around windows) and desktop environments (which include a window
manager and an assortment of utility programs to help make for a comfort-
able working environment). In particular, the K Desktop Environment
(KDE; http://www.kde.org) and the GNU Network Object Model Envi-
ronment (GNOME; http://www.gnome.org) are two popular desktop
environments for Linux. Most Linux distributions in 2001 ship with both,
but some install one or the other by default. Red Hat, for instance, favors
GNOME, whereas Mandrake favors KDE.

Office Tools

Office tools are the workhorses of computer use in offices; they are primarily
made up of word processors, spreadsheets, and databases, but they may also
contain various other applications, such as personal contact managers, cal-
endar programs, and so on. Corel’s WordPerfect Office and Sun’s (http://
www . sun . com) StarOffice are both available in both Linux and Windows,
and so they can be good choices in a mixed Linux/Windows environment.
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Applix’s (http://www.applix.com) ApplixWare is another competing
office suite. All three are commercial products, although Sun has released
StarOffice as a free download and a stripped-down version of the old version 8
of the WordPerfect word processor is also available for free. All three of
these products also include import/export filters for Microsoft Office docu-
ments, but as noted earlier, this approach is imperfect at best. (StarOffice is
generally considered to have the best of these filters.)

In the open source arena, various packages are available, mostly as sin-
gleton programs rather than integrated office suites. For instance, LyX
(http://www.lyx.org) and AbiWord (http://www.abisource.com) are
two popular “what you see is what you get” (WYSIWYG) Linux word pro-
cessors. There are also markup languages like TeX and LaTeX (http://
www. latex-project.org) that, in conjunction with editors like Emacs, can
do much the same job. Gnumeric (http://www.gnome.org/projects/
gnumeric) is a popular Linux spreadsheet. Both the GNOME (http://
www. gnome.org) and KDE (http://www.kde.org) projects are building
open source office suites, largely by working on integrating existing products.

Network Clients

Users run network client programs to access network resources. Examples
include Web browsers like Netscape (http://www.netscape.com) and
Opera (http://www.opera.com), mail readers like Mutt (http://www
.mutt.org) and KMail (part of KDE, http://www.kde.org), and FTP
clients like gFTP (http://gftp.seul.org). All major Linux distributions
ship with a wide variety of network clients, but if you need a specific pro-
gram, you should check whether it’s included in your distribution. If it’s not,
track it down and install it. Most Linux network clients are open source, but
there are a few that aren’t. Opera stands out in this respect.

For more information on network clients, please refer to Chapter 5,
“Networking”.

Audio/Visual Programs

Audio/Visual programs cover quite a wide range of products. Examples
include graphics viewers and editors like XV (http://www.trilon.com/
xv) and The GIMP (http://www.gimp.org); ray tracing programs like
POV-Ray (http://www.povray.org); multimedia players like XAnim
(http://xanim.va.pubnix.com); audio/video editors like Broadcast
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(http://heroines.sourceforge.net/bcast2000.php3) and Linux
Video Studio (http://ronald.bitfreak.net); and games like Civiliza-
tion: Call to Power and Alpha Centauri (both from Loki, http://www

. Tokigames.com). Some audio/visual programs are serious tools for work
and are on par with office utilities for some users. Somebody whose work
involves graphics design, for instance, may need tools like The GIMP or
POV-Ray. Other audio/visual programs fall more in the realm of entertain-
ment, like games.

Linux’s support for audio/visual programs has traditionally been weak.
This has changed substantially since the mid-1990s, however, with the devel-
opment of powerful programs like The GIMP and increasingly sophisticated
multimedia players and editors. Even Linux games have come a long way,
thanks largely to companies like Loki that specialize in porting other com-
panies’ games to Linux.

Personal Productivity Tools

Personal productivity tools are programs that individuals use to better their
own lives. Examples include personal finance programs like GnuCash
(http://www.gnucash.org)and slimmer versions of office programs (word
processors for writing letters, for instance). As with audio/visual programs,
personal productivity applications have traditionally been lacking in Linux,
but that situation is improving. GnuCash, in particular, fills a niche that
many users find important for personal use of Linux.

Personal productivity tools need not be restricted to the home, however.
For instance, although big word processors like StarOffice and WordPerfect
are very useful in some situations, many office users don’t need anything
nearly so powerful. Slimmer tools like Maxwell (http://www.eeyore-mule
.demon. co.uk) suit some users’ needs just fine. By foregoing the resource
requirements of a larger package, using such programs can help save money
by allowing employees to use less powerful computers than might otherwise
be required.

Scientific Programs

Unix systems have long been used in scientific research, and Linux has inher-
ited a wealth of specialized and general scientific tools. These include data
plotting programs such as the GNU plotutils package (http://www
.gnu.org/software/plotutils/plotutils.html) and SciGraphica
(http://scigraphica.sourceforge.net), data processing programs like
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Stata (http://www.stata.com), and many very specialized programs writ-
ten for specific studies or purposes. Linux’s software development tools
(described shortly, in “Compilers”) let you or your users write scientific pro-
grams, or compile those written by others.

Common Server Programs

2

A server program is one that provides some sort of service, usually to other
systems via a network connection. Typically, a server runs in the back-
ground, unnoticed by the computer’s users. In fact, many computers that run
server programs don’t have ordinary login users; instead, the system’s users
are located at other systems, and they use the computer only for its servers.
A Web server computer, for instance, may not have any local users aside
from those who maintain the computer and its Web pages.

The term server is sometimes applied to an entire computer, as in “the Web
server needs a bigger hard disk.” Context is usually sufficient to distinguish
this use from the use of the term in reference to a specific software product.

Web Servers

One very popular use of Linux is as a platform for running a Web server.
This software uses the Hypertext Transfer Protocol (HTTP) to deliver files
to users who request them with a Web client program, more commonly
known as a Web browser. The most popular Web server for Linux by far is
Apache (http://www.apache.org), which is an open source program
included with Linux. There are other Linux Web servers available, however,
including Roxen (http://www. roxen.com/products/webserver) and
thttpd (http://www.acme.com/software/thttpd). Roxen is a high-
powered commercial Web server, whereas thttpd is a minimalist open
source program suitable for small Web sites or those that don’t need
advanced features.

Some Linux distributions install Web servers even on workstations
because the distributions use the Web servers to deliver help files to the local
users. Such a configuration chews up resources, though, and can at least
potentially be a security problem.
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Mail Servers

Mail servers handle e-mail delivery. All major Linux distributions ship with
a mail server, such as sendmail (http://www.sendmail.org), Exim
(http://www.exim.org), or Postfix (http://www.postfix.org). These
servers all handle the Simple Mail Transfer Protocol (SMTP), which is used
to deliver mail between mail servers on the Internet at large, and can also be
used as part of a local network’s e-mail system. All major Linux distributions
also ship with Post Office Protocol (POP) and Internet Message Access Pro-
tocol (IMAP) servers. These are used to deliver mail to end-user mail reader
programs, which typically reside off of the mail server. Most Linux SMTP,
POP, and IMAP servers are open source, although there are commercial
servers available as well.

Disabling the SMTP server on a system that doesn’t function as a mail
server may seem like a good idea, but many Linux systems rely upon this
functionality to deliver important system status reports to the system admin-
istrator. Because of this, it’s generally best to ensure that the mail server is
configured in a secure way, which it normally is by default, and leave it running.

Remote Login Servers

A remote login server allows a user to log into the computer from a remote
location. The most ubiquitous remote login protocol is Telnet, which is han-
dled by a server called telnetd or in.telnetd in Linux. This server is open
source and comes with all Linux distributions, although it’s not always
active by default.

Unfortunately, Telnet is an insecure protocol. Data passing between the
Telnet client and server can be intercepted at points in-between the two,
leading to compromised data. For this reason, it’s best to disable the Telnet
server on any Linux system and instead use a more secure protocol. Secure
Telnet variants are available, but an alternative protocol, known as the
Secure Shell (SSH), is more popular. SSH encrypts all data passing between
two systems, making intercepted data useless. The most popular SSH implemen-
tation for Linux is the open source OpenSSH (http://www.openssh. com).

Telnet and SSH are basically text-based tools. SSH can be configured to
tunnel X sessions through its connections, however. When so configured,
you can run X programs remotely. You can do the same by setting various
parameters from a Telnet login, as described in the section entitled “Using X
Programs Remotely,” in Chapter 5. More direct GUI remote login tools (the
X Display Manager [XDM], GNOME Display Manager [GDM], and K
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Display Manager [KDM]) are also available and come with all major distri-
butions. Finally, the VNC package (http://www.uk.research.att.com/
vnc) allows direct remote X logins, as well. With the exception of VNC,
these tools all come with all major Linux distributions.

File Access Servers

A file access server lets users read, write, and otherwise manipulate files and
directories from a remote location. The traditional remote access protocol is
the File Transfer Protocol (FTP), which is still in common use. Many local
networks use file sharing protocols, which allow programs on one computer
to treat files on another system as if those files were local. Sun’s Network
Filesystem (NFS) is used for file sharing between Linux or Unix systems; the
Server Message Block (SMB), also known as the Common Internet File-
system (CIES), is used to share files with DOS, Windows, and OS/2 systems;
Novell’s NetWare is another PC file sharing protocol; and Apple’s Apple-
Share is the protocol used for Macintosh file sharing. Linux supports all of
these protocols—NFS with standard kernel tools and various NFS servers;
SMB/CIFS with the Samba package; NetWare with the mars_nwe and
Twared packages; and AppleShare through Netatalk (http://www.umich
.edu/"rsug/netatalk).

Most of these file sharing servers have printer sharing features, as well, so
you can provide network access to printers connected to Linux. NFS is an
exception to this rule, but NFS’s lack of printer sharing is offset by the fact
that Linux’s standard printing tools include this feature themselves.

Because of its excellent support for so many different file sharing proto-
cols, Linux makes an outstanding file and printer sharing platform in a cross-
platform office. In an office that supports Windows, MacOS, OS/2, and
Unix or Linux desktop systems, for instance, a single Linux computer can
provide file and printer sharing services for all of these OSs, allowing users
to move freely from one client platform to another or to collaborate with
users of other platforms.

Miscellaneous Servers

The preceding list covers many of the most popular server types, but it’s far
from complete. Many servers fall into less-used categories or simply defy cat-
egorization. Examples include proxy servers, such as Squid (http://www
.squid-cache.org), which improve network performance or security by
buffering Internet access attempts; Dynamic Host Configuration Protocol
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(DHCP) servers, which keep track of network configurations and help auto-
mate the configuration of DHCP client systems; Domain Name System
(DNS) servers, such as BIND (aka named), which convert between numeric
IP addresses and hostnames; and remote configuration tools like Red Hat’s
Tinuxconf, which allow you to change a system’s configuration from
another computer. Most Linux distributions ship with a wide range of such
servers, some of which are active by default and some of which aren’t.

Although not a server per se, the ipchains and iptables tools are
extremely useful when configuring a system as a firewall, or in protecting an
individual workstation with firewall-like rules. These programs can block
access to your system based on IP addresses or network ports (numbers asso-
ciated with specific servers or runs of client programs). ipchains fills this
role with the 2.2.x kernel series, while iptables works with the newer 2.4.x
kernels.

Useful Software on Any System

Whether a computer is to be used as a workstation or a server, certain classes
of programs are extremely useful. These programs help users handle com-
mon user tasks and help administrators administer a system. Libraries are
particularly important because they’re the foundation upon which most
other programs are built.

Text Editors

A text editor, as you might imagine, is a program used to edit text. Most sys-
tem administrators need to be familiar with Vi, which is a small and ubiqui-
tous Unix and Linux text editor. (Chapter 7 includes an overview of Vi
operation.) If you need to do emergency maintenance, there’s a good chance
your emergency tools will include Vi as the text editor, or a close relative
such as Vi Improved (VIM). jed and pico are a couple of other small text
editors. These tools are designed to be similar to the popular Emacs pro-
gram, which is an extremely large and flexible text editor.

Vi, jed, pico, and Emacs are all text-based programs, although some of
them have at least some X extensions. In particular, XEmacs (http://
www . Xxemacs.org) is an X-enhanced version of Emacs. Other text editors,
such as Nedit (http://www.nedit.org), gEdit (part of GNOME), and
KEdit (part of KDE), are designed from the ground up as GUI text editors.
Although you may prefer to use one of these in day-to-day operation, you
will occasionally need to use a text-based editor, so you should become
familiar with at least one of them, as well.
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Programming Tools

G

A compiler is a tool for converting a program’s source code (its human-readable
form, written by a programmer) into binary form (the machine-readable form,
which users run). All major Linux distributions ship with a wide array of
compilers, the most important of these being the GNU C Compiler (GCC).
The Linux kernel is written mostly in C, as are many Linux programs. Some
installations require other programming languages. If your users will be
doing programming, ask them what tools they’ll need. Most programming
languages are available with major Linux distributions, and the rest can be
found in open source and, occasionally, commercial forms.

Some programming languages aren’t compiled; they’re interpreted. In an
interpreted language, the computer translates from human-readable form to
machine code on the fly. This reduces execution speed, but it can speed
development since there’s no need to explicitly compile the software. Many
interpreted languages are known as scripting languages, because they’re used
to create simple programs known as scripts. Java, Python, and Perl are pop-
ular interpreted languages.

Many developers like to work with an integrated development environ-
ment (IDE). IDEs provide GUI front-ends to editors, compilers, linkers,
debugging utilities, and other programming tools. Some software compa-
nies make money selling IDEs for Linux development, such as Metro-
werks CodeWarrior (http://www.metrowerks.com/desktop/1inux).
Other IDEs are open source projects, such as Code Crusader (http://
www . newplanetsoftware.com/jcc), and KDevelop (http://www
.kdevelop.org).

It's generally unwise to leave programming tools on a server system. If the
system is ever compromised by crackers (those who break into computer sys-
tems), the programming tools can be turned against you to compile the
cracker’s own utilities. Nonetheless, compilers are useful in administering
servers. Typically, you’ll compile software on a system that’s configured
much like the server, and then you’ll transfer the compiled software to the
server system.

Libraries

A library isn’t a program per se; rather, it’s a collection of software routines
that may be used by programs. Placing commonly used code in libraries
saves both disk space and RAM. All Linux systems rely upon a library
known as the C library (libc) because it provides routines that are necessary
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for any C program to run in Linux. (The version of libc shipped with major
distributions in 2001 is known as glibc.) Any but the most trivial Linux sys-
tem will use a number of additional libraries, as well. You must ensure that
you install the appropriate libraries. If you fail to do so, your package system
will probably tell you about the problem, expressed as a failed dependency
(dependencies are described in more detail in Chapter 3).

Validating Software Requirements

Computer software is highly interdependent. Programs rely upon others,
which in turn rely on still others. This cycle ultimately leads to the Linux ker-
nel—the “heart” of a Linux system. Even the kernel relies on other soft-
ware—namely, the Basic Input/Output System (BIOS), which the kernel
needs to start up, as described in Chapter 3. This web of dependencies and
requirements sometimes poses a problem because you may need to install a
dozen new programs in order to install a single package you want to use.

If a program comes with your Linux distribution, that program will most
likely work well with that distribution. In some cases, you may need to
install additional packages. Most distributions use package management
systems that support dependency checking, as described in Chapter 3, so
you’ll be told what files or packages you’re missing when you try to install
a new program.

For programs that don’t ship with a distribution—and even for those that
do—you can usually find a list of requirements on the program’s Web site or
in its documentation. This requirement list may include several components:

Supported OSs Most Linux software works on many Unix-like OSs. It’s
usually best to check that a package explicitly supports Linux. This is par-
ticularly true of binary-only packages, such as those that are common in
the commercial world. A binary package for IRIX won’t do you any good
in Linux, for instance. Unix programs that come with source code can
often be compiled without trouble on Linux, but the larger the program,
the more likely you’ll run into a snag if the author doesn’t explicitly sup-
port Linux.

Supported distributions Some packages’ documentation refers to spe-
cific Linux distributions. As a general rule, what works on one distribu-
tion can be made to work on another. Sometimes the conversion process
is trivial, but sometimes you’ll need to wade through a tangled mess of
unfulfilled dependencies to get a program working on a distribution its
author doesn’t explicitly support.
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CPU requirements Software that comes in source code form can usually
be compiled on any type of CPU. Binary-only programs, though, usually
work only on one CPU family, such as x86 or PowerPC. This problem
afflicts many commercial packages. Even some programs that come with
source code don’t compile properly on all CPUs, although this problem
is rare.

Library requirements The vast majority of programs rely upon specific
libraries, such as libc and GTK+. Check the requirements list and try to
determine if the libraries are installed in your system. If your distribution
uses the RPM or Debian package system, you can usually check for a
library of the specified name. Chapter 3 discusses software management,
including RPM and Debian package utilities.

Development tools and libraries If you intend to compile a program
yourself, pay attention to any development tools or libraries the package
uses. For instance, if a program is written in C++, you’ll need a C++ com-
piler. Also, many libraries have matching development libraries. These
include additional files needed to compile programs that use the libraries,
but that aren’t needed merely to run such programs once compiled.

If your system seems to meet all the requirements specified by the pro-
gram’s author, try installing the package according to the provided instruc-
tions. If you have trouble, read any error messages you get when you try to
install or run the program; these often contain clues. You may also want to
check Chapter 3, “Software Management,” for information on Linux pack-
ages, and Chapter 9, “Troubleshooting” (particularly the section entitled
“Package Dependencies and Conflicts”), for package installation trouble-
shooting tips.

Understanding Software Licenses

Most computer software is copyrighted. This gives the copyright
owner the legal right to restrict distribution of the software, and even to limit
how it may be used. In the Linux world, open source licenses dominate the
landscape. These give users unusually broad rights. Commercial software for
Linux is also available, though, and some products fall somewhere in-
between the two.
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One of the problems with Linux software licensing is that the culture sur-
rounding open source is often perceived as hostile towards commercial soft-
ware and even commercial users of software. Although this perception is
often overblown, it’s important that you be aware of it and how you may
and may not use software with varying licenses in Linux. Understanding the
issues can help you to arrive at a decision regarding the correct software
licenses for your environment, and it may help you overcome any miscon-
ceptions you may encounter among your co-workers.

Open Source Software Licenses

Open source software and its culture have evolved substantially over time.
One early influence was the Free Software Foundation (FSF) and its GNU’s
Not Unix (GNU) project, which developed many critically important com-
ponents that are now used in Linux, such as GCC. The FSF developed the
General Public License (GPL), which Linus Torvalds used for the Linux ker-
nel. The FSF is a leader in what’s known as the free software movement,
which advocates software freedom—the ability of users to distribute and
modify program source code.

By the mid-1990s, the free software community began to see the need for
some changes. For one thing, some felt that the term “free software” was
inappropriate because it tended to deter development by for-profit compa-
nies. In fact, the primary meaning of free in free software refers to the free-
dom to do what one likes with the code; it does not mean that it is a zero-cost
distribution policy. In 1997, a collection of movers in the free software com-
munity (notably lacking Richard Stallman, the founder of the FSF) created a
formal definition of what they termed open source software. This definition
includes nine components, summarized here:

1. Free redistribution—The user must have the right to redistribute the
software without paying royalties.

2. Source availability—The program must have source code, either as
part of the main package or readily available via the Internet.

3. Derived works—The license must allow the user to modify the source
code and distribute these modifications under the same terms as the
original.

4. Source code integrity—An open source license may restrict distribu-
tion of modified code, but only if patch files (files used to modify, or
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“patch,” original source code) are permitted. This condition is essen-
tially a weakening of point #3 in order to let the software’s original author
control a primary package, but still allow third-party modifications.

5. No discrimination against persons or groups—he license may not
discriminate against any person or group.

6. No discrimination against fields of endeavor—The license may not
restrict rights based on fields of endeavor (such as business use or
genetic research).

7. License distribution—The license terms must apply automatically,
without requiring signing a form or the like.

8. License must not be specific to a product—The license terms may not
be contingent upon the program being part of another product.

9. No-contamination—The license must not “contaminate” other soft-
ware by placing restrictions on other software distributed with the
product.

Today, the Linux community as a whole has embraced the open source
definition, although some influential individuals and groups still prefer to
use other terms. In particular, the FSF continues to use the term “free soft-
ware” for software distributed under the GPL and some other licenses. The
FSF’s GPL includes language stipulating that any changed version of a pro-
gram must be distributed under the GPL. Such a requirement is certainly
allowed by the open source definition, but it’s not required by this definition.
In fact, some open source licenses allow a person to modify the source code
and distribute it under another license. (Note that the open source require-
ment #3 allows, but does not require, modifications to be distributed under
the original license.)

Open source software, and particularly software distributed under the GPL, is
frequently referred to as falling under copyleft. This play on the word “copy-
right” suggests a use of copyright laws to achieve goals that are in many ways
the opposite of copyright—to ensure the free availability of software, rather

than to limit the right to copy.
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Every open source license has its own unique characteristics. These are
mostly of interest to developers who might want to contribute to a software
project, but on occasion they may be important to a system administrator.
The major open source licenses include the following:

GNU GPL and LGPL The GNU GPL is the license used by the Linux
kernel. As noted above, it contains language that requires modifications
to be made available under the GNU GPL. This ensures that there will
never be a proprietary version of the Linux kernel, which may be a good
or bad thing, depending upon your point of view. A variant on this license
is the Lesser GPL (LGPL), formerly known as the Library GPL. This is
intended to be applied to libraries. The LGPL explicitly allows software
that uses LGPLed code to do so even if the software does not follow the
LGPL or GPL. This loophole is very important for libraries; a library
licensed with the GPL would require all programs that use the library to
also use the GPL.

BSD The BSD license is used by the open source BSD OSs, and by var-
ious software components developed for them. Unlike the GPL, the BSD
license allows modifications to be distributed under other licenses. The
latest versions of this license are very similar to the MIT license.

MIT The Massachusetts Institute of Technology (MIT) was the original
moving force behind the X Window System, and the MIT license (some-
times called the X11 license) continues to be used for XFree86—the
implementation of X included with all major Linux distributions. The
MIT license is unusually short.

Artistic The Artistic license was originally developed for the Perl pro-

gramming language, but it has been used with other programs. It’s filled
with requirements and loopholes for those requirements. Most software
that uses the Artistic license is shipped with the stipulation that this license
is optional; the user may elect to follow the terms of some other license

(usually the GPL) instead.

The Qt Public license Trolltech (http://www.trolltech.com) devel-
oped a cross-platform GUI library, Qt, that was used as the core of KDE,
among other programs. Qt was originally licensed in a manner that did
not qualify it as open source, although it was freely available in Linux.
Trolltech has since modified its license so that it does qualify as open
source, although some free software purists dislike it because it retains
more rights for the owner than do most open source licenses.
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NPL and MPL The Netscape Public License (NPL) and Mozilla Public
License (MPL) were developed by Netscape when they brought their
Netscape Web browser into the open source field. Like the Qt Public
license, the NPL reserves some rights for the copyright holder, but the
MPL is more open.

There are additional licenses that meet the open source requirements. You
can find a complete list, and additional discussion of just what an open
source license is, on the Open Source Initiative Web site, http://
www . opensource.org.

The details of the various open source licenses are probably not terribly
important to most system administrators. You may use and redistribute any
open source program as you like. If you modify a program, though, you
should be aware of redistribution requirements, particularly if you want to
merge two or more programs or distribute a program under a modified
license. You should also be aware that some Linux distributions (particularly
those that ship in official boxes) may include software that doesn’t qualify as
open source. Some of this is commercial software, and some of it falls into
some variant category.

Open source software is not the same as public domain software, although
the two are similar in some ways. “Miscellaneous Software Licenses”
touches upon public domain software later in this chapter.

Commercial Software Licenses

%’/

TE

Commercial software isn’t as common in Linux as it is in Windows or com-
mercial Unix systems, but it still exists. Commercial programs for Linux are
frequently large productivity applications, such as WordPerfect Office; or
major servers, such as Roxen. You’re less likely to find small utilities sold
under commercial licenses.

Although the Linux kernel is distributed under the GPL, there are a few com-
mercial kernel module packages. In particular, the Open Sound System (OSS;
http://www.4front-tech.com) package is a commercial set of sound drivers
for Linux. OSS can distribute commercial kernel modifications because
they're separate modules that aren’t compiled into the kernel proper.
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Commercial software is not as clearly defined as open source software.
Some people consider anything that’s not open source to be commercial, but
it’s not as simple as that, as illustrated shortly, in the section “Miscellaneous
Software Licenses.” As a general rule, though, commercial software has sev-
eral characteristics not shared with open source software:

Closed source The source code to commercial software tends to be
unavailable, or is available only with serious restrictions, such as the
recipient signing a non-disclosure agreement (NDA), which prevents its
redistribution.

Distribution limitations Often, the user cannot legally redistribute com-
mercial software. This limitation sometimes doesn’t apply, though. For
instance, many commercial software packages today may be downloaded
from the Internet and redistributed, but they don’t work fully unless you
enter a license key. (In this case, you wouldn’t be allowed to distribute
your license key.)

Payment You must usually pay to use commercial software. To be sure,
you may also pay to obtain open source software, but you can usually find
open source software for little or no cost, particularly if you don’t count
media or Internet charges. The developer of a commercial product usually
expects a monetary return, though. Sometimes a stripped-down version of
commercial software is given away.

If all these restrictions apply, you can be pretty secure in applying the term
“commercial software” to a package. If some of these conditions don’t
apply, it may be a gray area, but commercial packages often relax one or
even all of these restrictions. For instance, Corel makes a stripped-down ver-
sion of its WordPerfect 8 available for download from the Internet for free,
but most people still consider it to be commercial software.

When you use commercial software in Linux, you should be sure that you
comply with any license restrictions. These may include a limit on the num-
ber of total or simultaneous users of the software, an expiration date for a
license, or other factors. If you use much commercial software, tracking
these limitations can be a headache.

Some people use the term “closed source” instead of “commercial soft-
ware.” This usage has the merit of being more precise—it focuses on the
unavailability of source code, de-emphasizing the redistribution rights and
payment issues. Something that’s not open source is not necessarily closed
source, though, as described in a moment.
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Miscellaneous Software Licenses
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Some software falls in a limbo-land somewhere between open source and
fully commercial software. There are also licenses (or a lack thereof) that
simply aren’t either open source or commercial. A few specific examples
include the following:

Public domain The term public domain refers to a work for which the
author has eliminated the copyright, or for which the copyright has
lapsed. Public domain software is distributed with 7o licensing or copy-
right restrictions. As such, it’s neither open source nor commercial,
although somebody who makes modifications could copyright those
changes in either way.

A lack of a copyright notice does not necessarily mean that a product is in the
public domain. If you can’t find a copyright notice or statement that a package
is public domain, contact the author to learn its status. The author may have
neglected to explicitly address the copyright issue, or the copyright notice
may have been lost somewhere between the author and you.

Not-quite-open-source Some software is distributed under a license
that’s fairly free but not quite fully open source. For instance, the qmail
mail server uses a modified version of the GPL that forbids redistribution
of modified binary versions of the product. This clause violates the open
source definition, but the software is far from commercial in nature.

Shareware The term shareware is applied to software that’s freely redis-
tributable but for which the author requests a payment. Sometimes this
software is uncrippled in its freely available form, but other times it
requires a license key to unlock some of its features. The line between
shareware and commercial products has blurred as the Internet has
allowed major software houses to distribute software electronically.
There have also been cases of people distributing software under an open
source license while simultaneously requesting (but not requiring) payment.

Demoware Commercial software houses sometimes distribute crippled
versions of their products for free. This software is often called demoware
or crippleware. It’s generally considered fairly commercial in nature.
Sometimes demoware can be converted into a full product by paying for
it and entering a product key, making the difference between it and share-
ware foggy.
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The distinctions between these licenses can become quite blurry. In all
cases, though, what’s important is not so much whether you call the software
open source, commercial, or something else; it’s what the license does and
does not allow you to do. If you’re in doubt, contact the author of the
software.

One final term that deserves consideration is freeware. This word gener-
ally applies to any software that’s distributed free of charge, whether it’s
open source or not. This is not the same as free software, the term favored
by the FSF for GPLed and some other forms of open source software. The
free version of WordPerfect 8 and StarOffice are two examples of freeware
that are not open source.

Using Licensed Software in Linux

Some people believe that Linux’s open source nature means that the OS may
only run other open source software. This isn’t true. Many commercial
applications are available for Linux. Most libraries use the LGPL or other
open source licenses that allow developers to write software that uses the
library without becoming encumbered by the open source license them-
selves. If this weren’t the case, programs like WordPerfect and Roxen would
not be available in Linux.

As with any environment, though, you should check the licensing terms of
the software you intend to run. Software licenses occasionally include pecu-
liar terms, and in principle, a program could include a requirement that the
software not be run from Linux, or something else that would prevent you
from legally running the software. I’ve seen licenses that restrict the use of
the software geographically or in certain professions, for instance (such prac-
tices spurred the open source requirements #5 and #6).

Linux Distributions’ Licenses

One final concern when discussing software licenses is the license for Linux
as a whole. When you download a CD-ROM image file or buy a Linux pack-
age, the software you obtain uses many different licenses—the GPL, the BSD
license, the MIT license, and so on. Most of these licenses are open source,
but some aren’t. Many distributions ship with a few shareware or not-quite-
open-source packages, such as the shareware XV. Retail packages some-

times include outright commercial software. For this reason, you shouldn’t
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copy a retail Linux package’s CD-ROM. (An image file downloaded from
the Internet is probably safe to copy, but check any accompanying file called
COPYING or COPYRIGHT to be sure.)

Linux distributions include installation programs, configuration pro-
grams, and the like. These tools are usually all that a distribution packager
can lay claim to, in terms of copyright. Most distribution maintainers have
made their installation and configuration routines available under the GPL
or some other open source license, but this isn’t always the case. For
instance, SuSE’s GUI configuration tools, YaST and YaST?2, are not open
source. Such details can turn what might seem like an open source OS into
something that’s not quite fully open source. Debian maintains a policy of
using only open source software in its main package set, although it lets
freely redistributable but non-open source programs into its “non-free”
package set.

Because a complete Linux distribution is composed of components using
many different licenses, it’s not very useful to speak of a single copyright or
license applying to the entire OS. Instead, you should think of a Linux dis-
tribution as being a collection of different products that comes with a unify-
ing installation utility. The vast majority of all the programs use one open
source license or another, though.

Locating Linux Software

Modern Linux distributions are fairly complete entities as delivered.
Most fill 1 to 6 650MB CD-ROMs—and most of this content is stored in a
compressed form, so the result is a system that can easily fill 1-8GB when
completely installed and uncompressed. In practice, though, a Linux instal-
lation can be much sparer than this; you’re unlikely to install every package
that comes with your distribution, after all. Some of this space is also con-
sumed by source code, which you probably don’t need.

On the other hand, it’s entirely possible that your installed Linux system
will be missing a few programs that you want. This is particularly likely if
you use one of the smaller distributions or want to run some commercial
software products. When this happens, it’s necessary that you know where
to go to find what you want.
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Locating Open Source Software
There are several ways you can obtain open source software:

The Linux CD-ROM Linux installation media, as just noted, typically
include a wide array of software. If you know the name of the package
you want, you can search for it on the CD-ROM. For instance, to find the
Nedit editor on a CD-ROM mounted at /mnt/cdrom, you might type
find /mnt/cdrom -name "nedit*". Such searches work best when the
filename is something obvious, given the package name.

File archive collections Companies that distribute inexpensive Linux
CD-ROMs also often distribute CD-ROMs that contain the archives of
popular open source FTP sites. These can be a good way to obtain extra
software if you don’t have a fast Internet connection.

File archive sites Many Web and FTP sites host collections of open
source software. Notable examples include http://sourceforge.net,
http://www.ibiblio.org/pub/Linux, and ftp://sunsite.unc.edu.

Package maintainer’s site  Most open source projects have homepages,
often named after the application itself (usually in the .org domain). If
you can’t find such a site by using the program’s name, try doing a Web
search.

If you don’t know the name of a package but do know the type of soft-
ware you want to find (such as a Pascal compiler or alternatives to the
Apache Web server), you can try searching at http://sourceforge.net or
http://www.1inux.org. Both sites include categorized lists of open source
or Linux programs. The GNU Project Web site, http://www.gnu.org,
includes a listing of the FSF’s software and some related packages. A Web
search and a search on Google Groups (http://groups.google.com) are
also well worth trying.

Locating Commercial Software

Commercial software for Linux can be obtained in ways that often parallel
those for obtaining open source software. Specifically, consider the following:

Linux packages Retail Linux packages frequently include demos of
commercial products. Many ship with one or two fully functional com-
mercial programs, as well.
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Linux retailers You can obtain many commercial Linux programs
from Linux retailers, such as Linux Mall (http: //www. Tinuxmall. com),
Linux System Labs (http://www.1s1.com), and CheapBytes (http://
www . cheapbytes. com). In addition to these Web-based retailers, Linux
software is increasingly finding its way onto computer, office supply, and
even department store shelves.

Software publishers The software publishers themselves often sell their
packages directly. In fact, some offer downloadable versions; you can

download the software and then buy a license key from the publisher’s
Web site.

If you don’t know the name of the software you want, searching on Linux
Web sites or doing a Web search, as with open source software, will often
turn up useful information. Linux magazines, such as Linux Journal and
Linux Magazine, often carry reviews of commercial software products.
These publications frequently have monthly themes in which some topic is
covered in depth, often including multiple or head-to-head product reviews.

Summary

Before installing Linux, you should take some time to plan the imple-
mentation. Although Linux works with a wide variety of hardware, you
should consider this detail carefully, both to get a system with the features
you need within your budget and to be sure that you don’t have any compo-
nents that are unsupported in Linux. Checking the hardware before you
install Linux can also save you a great deal of aggravation, should some com-
ponent be installed incorrectly or conflict with another device.

Planning your software configuration is also important. This begins with
planning disk partitions to suit the needs of the system. There are several dif-
ferent Linux distributions available, and you may even want to consider
non-Linux OSs for some purposes. Occasionally, selecting software is
dependent upon software licenses. Most Linux packages use an open source
license, but some programs use commercial and other types of licenses.
Depending upon the role of the computer, you’ll need to install different sets
of software when it comes time to install Linux, as described in the next
chapter.
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Exam Essentials

Describe the difference between a workstation and a server. Individu-
als use workstations for productivity tasks; servers exchange data with
other computers over a network.

Suggest ways to stretch a limited budget when buying or building a Linux
computer. Upgrade an existing computer rather than buy a new one;
incorporate existing components into an otherwise new computer; prior-
itize the system’s hardware needs, and eliminate or use inexpensive hard-
ware for low-priority functions.

Describe how CPU speed, available RAM, and hard disk characteristics
influence performance. Faster CPUs result in faster computations, and
thus faster speed in computationally intensive tasks, while plentiful RAM
gives the computer room to perform computations on large data sets.
Hard disks vary in capacity and speed, which affect your ability to store
lots of data and your ability to rapidly access it.

Describe Linux’s partitioning needs. Linux requires a single root parti-
tion, and may require a separate swap partition. Additional partitions,
corresponding to directories such as /boot, /home, and /var, are desir-
able on some systems, but aren’t usually required.

Summarize the concept of a Linux distribution. A distribution is a col-
lection of software developed by diverse individuals and groups, bound

by an installation routine. Linux distributions can differ in many details,
but they all share the same heritage and the ability to run the same programs.

Determine how a computer will be used. Workstations serve as pro-
ductivity tools for individuals, whereas servers respond to data transfer
requests from many clients. Which role a computer will fill determines the
types of programs you’ll install on it.

Describe the most important characteristics of open source software
licenses. Open source licenses ensure the availability of source code and
your ability to change and redistribute that source code and the resulting
binary programs.

Describe the most important characteristics of commercial software
licenses. Commercial licenses usually don’t allow users to distribute the
software or see the source code. Commercial software copyright holders
usually expect payment for their software.

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

74 Chapter 1 = Planning the Implementation

Commands in This Chapter

In other chapters, you will find a list of commands that were used in the
chapter here. You should make sure you are familiar with these commands
and how to use them.

Key Terms

Before you take the exam, be certain you are familiar with the follow-
ing terms:

Basic Input/Output System (BIOS)
Berkeley Standard Distribution (BSD)

desktop computer

desktop environment

binary direct memory access (DMA)

bit distribution

bus dual inline memory module
(DIMM)

byte dynamic RAM (DRAM)

C library (libc) Enhanced Integrated Device

Electronics (EIDE)
cache memory Ethernet
central processing unit (CPU) extended partition
chipset external transfer rate

Common Internet Filesystem (CIFS)  failed dependency

compiler file sharing protocol
Complementary Metal Oxide filesystem

Semiconductor (CMOS) setup utility

console freeware

copyleft General Public License (GPL)
crippleware glibc

demoware hot swapping
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Hypertext Transfer Protocol (HTTP)
Industry Standard Architecture (ISA)

input/output (I/O)

internal transfer rate
interrupt request (IRQ)
journaling filesystem

library

logical partition

main memory

master

master boot record (MBR)
modem

motherboard

mount point

open source

partition
partition table

Peripheral Component
Interconnect (PCI)

primary partition

proprietary

Key Terms

public domain

RAMbus dynamic RAM
(RDRAM)

RDRAM inline memory
module (RIMM)

ribbon cable
root partition
scripting language

second extended filesystem
(ext2 or ext2fs)

Secure Shell (SSH)

server

Server Message Block (SMB)
server program

shareware

single inline memory module

(SIMM)
slave

Small Computer System
Interface (SCSI)

software modem
text editor

Universal Serial Bus (USB)

window manager

workstation
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Review Questions

1. Which of the following are typical workstation tasks? (Choose all that
apply.)
A. Word processing
B. Routing between networks
C. Running a Web site
D. Running scientific simulations

2. A computer is to be used to capture 640 x 480 images of a room every
10 minutes and then store them for a day on hard disk. Which of the

following components might you research before building such a
computer?

A. A 21-inch monitor for viewing the images
B. A high-end SCSI disk to store the images quickly
C. A 3D graphics card to render the image of the room
D. USB support for a USB-interfaced camera
3. You’re designing a computer as a workstation to be used primarily for

word processing. Which of the following cost-saving measures is least
appropriate for this system?

A. Buying a keyboard that costs $10 rather than one that costs $50
B. Buying a 40GB hard disk rather than an 80GB model
C. Buying a CD-ROM drive rather than a DVD-ROM drive
D. Buying a 750MHz system rather than a 900MHz one
4. Linux runs on many different types of CPUs. Which of the following

measures is most useful when comparing the speed of CPUs from
different families?

A. The BogoMIPS measures reported by the kernel
B. The CPU speeds in MHz

C. The number of transistors in the CPUs

D. How quickly each CPU runs your programs
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5. Which of the following is 7ot an advantage of SCSI hard disks over
EIDE hard disks?

A. SCSI supports more devices per IRQ.
B. SCSI hard disks are less expensive than their EIDE counterparts.
C. SCSI allows multiple simultaneous transfers on a single chain.
D. The highest-performance drives come in SCSI format.

6. Asageneral rule, which of the following is most important in order for
a video card to be used in a Linux business workstation?

A. The card should be supported by the commercial Accelerated-X
and Metro-X servers.

B. The card should have much more than 8MB of RAM for best
speed.

C. The card should be supported by XFree86.
D. The card should be the most recent design to assure continued use-
fulness in the future.
7. When installing an EIDE hard disk, what feature might you have to set
by changing a jumper setting on the disk?
A. The drive’s bus speed (33, 66, or 100 MBps)
B. The drive’s termination (on or off)
C. The drive’s master or slave status
D. The drive’s ID number (0-7 or 0-15)
8. Why might you want to check the motherboard BIOS settings on a
computer before installing Linux?
A. The BIOS lets you configure the partition to be booted by default.

B. You can use the BIOS to disable built-in hardware you plan not to
use in Linux.

C. The motherboard BIOS lets you set the IDs of SCSI devices.

D. You can set the screen resolution using the motherboard BIOS.

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

78 Chapter 1 = Planning the Implementation

9. You want to attach an old 10MBps SCSI-2 scanner to a computer, but
the only SCSI host adapter you have available is a 20MBps UltraSCSI
device. The system has no other SCSI devices. Which of the following
is true?

A.

You can attach the scanner to the UltraSCSI host adapter; the two
are compatible, although you may need an adapter cable.

You must set an appropriate jumper on the UltraSCSI host adapter
before it will communicate with the SCSI-2 scanner.

You must buy a new SCSI-2 host adapter; SCSI devices aren’t com-
patible across versions, so the UltraSCSI adapter won’t work.

You can attach the scanner to the UltraSCSI host adapter, but per-
formance will be very poor because of the incompatible protocols.

10. A new Linux administrator plans to create a system with separate
/home, /usr/Tocal, and /etc partitions. Which of the following best
describes this configuration?

A.

The system won’t boot because /etc contains configuration files
necessary to mount non-root partitions.

The system will boot, but /usr/local won’t be available because
mounted partitions must be mounted directly off of their parent
partition, not in a subdirectory.

The system will boot only if the /home partition is on a separate
physical disk from the /usr/local partition.

The system will boot and operate correctly, provided each parti-
tion is large enough for its intended use.

11. Which of the following best summarizes the differences between
DOS’s FDISK and Linux’s fdisk?

A.

Linux’s fdisk is a simple clone of DOS’s FDISK, but written to
work from Linux rather than from DOS or Windows.

The two are completely independent programs that accomplish
similar goals, although Linux’s fdisk is more flexible.

DOS’s FDISK uses GUI controls, whereas Linux’s fdisk uses a
command-line interface, but they have similar functionality.

Despite their similar names, they’re completely different tools—
DOS’s FDISK handles disk partitioning, whereas Linux’s fd1isk
formats floppy disks.
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12. Which of the following characteristics differ between Linux and com-
mercial Unix systems? (Choose all that apply.)

A. Ability to run open source software
B. Cost
C. History of kernel source code base
D. Underlying principles of OS design
13. Inwhat ways do Linux distributions differ from one another? (Choose
all that apply.)
A. Package management systems
B. Kernel development history
C. Installation routines
D. Ability to run popular Unix servers
14. Which of the following packages are most likely to be needed on a
computer that functions as an office file server?
A. Samba and Netatalk
B. Apache and StarOffice
C. Gnumeric and Postfix
D. XV and BIND
15. What type of software is it most important to remove from a publicly
accessible server?
A. Unnecessary kernel modules
B. Unused firewall software
C. Uncompiled source code
D. Software development tools

16. Which of the following is not required in order for software to be cer-
tified as open source?
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17.

18.

19.

A. The license must not discriminate against people or groups of people.

The license must not require that the software be distributed as
part of a specific product.

The license must not require that changes be distributed under the
same license.

The program must come with source code, or the author must
make it readily available on the Internet.

Which of the following is true of commercial software licenses in
Linux? (Choose all that apply.)

A.
B.

They must conform to the terms of the LGPL.

They may restrict distribution, require payments, or have other
terms common to commercial licenses in commercial OSs.

C. They are uncommon compared to open source licenses.

D. They necessarily prevent distribution of the commercial package

with a Linux distribution.

How do you set IRQs on PCI boards?

A.

B.
C.
D.

You don’t; PCI boards don’t use IRQs.
You don’t; they’re set automatically by the BIOS or kernel.
By adjusting jumpers on the board.

By editing the /etc/isapnp.conf file and running isapnp.

How can you expect your Linux distribution to arrive?

A.

With enough software that some systems don’t need additional
packages.

B. It will invariably require additional software package installation.

C. Generally, it will consist of at least 50 percent commercial

software.

It cannot be obtained from the same sources that make commercial
software available.
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20. Possible sources of both commercial and open source Linux software
include which of the following? (Choose all that apply.)

A. The program author’s Web site
B. Linux retail boxes
C. Internet retailers

D. Brick-and-mortar retailers
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Answers to Review Questions

1. A, D. Workstations are used by individuals to perform productivity
tasks, such as word processing, drafting, scientific simulations, and so
on. Routing is a task that’s performed by a router—typically a
dedicated-appliance task. Web sites are run on servers.

2. D. Many digital cameras use USB interfaces, so Linux’s support for
USB, and for specific USB cameras, may be important for this appli-
cation. (Some cameras use parallel-port or specialized PCI card inter-
faces, as well.) A 21-inch monitor is overkill for displaying 640x 480
images, and a 3D graphics card isn’t required, either. Likewise, a 10-
minute pause between captures is slow enough that a high-end hard
disk (SCSI or EIDE) isn’t necessary for speed reasons, although a large
hard disk may be required if the images are to be retained for any
length of time.

3. A. Asaword processing workstation, this system’s keyboard quality
is important. A 40GB hard disk and a 750MHz CPU are almost cer-
tainly more than adequate for this application, as is a CD-ROM drive.

4. D. The ultimate measure of a CPU’s speed is how quickly it runs your
programs, so the best measure of CPU performance is the CPU’s per-
formance when running those programs. The BogoMIPS measure is
almost meaningless; it’s used to calibrate some internal kernel timing
loops. CPU speed in MHz is also meaningless across CPU families,
although it is useful within a family. Likewise, the number of transis-
tors in a CPU is unimportant per se, although more sophisticated
CPUs are often faster.

5. B. SCSI hard disks usually cost more than EIDE drives of the same
size, although the SCSI disks often perform better.
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6. C. XFree86 comes with all full Linux distributions, so having
XFree86 support is important to getting Linux working in GUI mode.
Support in Accelerated-X and Metro-X can work around a lack of
support in XFree86 or provide a few features not present in XFree86,
but in most cases, XFree86 support is more important. More than
8MB RAM is important if you want to use a card’s 3D features, but
few Linux programs use these in 2001. The most recent designs are
often incompatible with XFree86 because drivers have yet to be written.

7. C. EIDE drives can be configured for one of two positions on an
EIDE chain, master or slave. (Modern drives often support auto-
configuration through a “cable select” or similar option, and some-
times a single-drive configuration, but these are just different ways of
setting the same feature.) Termination and ID number are character-
istics of SCSI devices, not EIDE devices. The drive’s bus speed adjusts
automatically depending upon the maximum of the drive and the
EIDE controller.

8. B. Motherboards with built-in RS-232 serial, parallel, EIDE, and
other devices generally allow you to disable these devices from the
BIOS setup utility. The BIOS does 7ot control the boot partition,
although it does control the boot device (floppy, CD-ROM, hard disk,
and so on). SCSI host adapters have their own BIOSes, with setup util-
ities that are separate from those of the motherboard BIOS. (They’re
usually accessed separately even when the SCSI adapter is built into

the motherboard.) You set the screen resolution using X configuration
tools, not the BIOS.

9. A. SCSI devices are compatible from one version of the SCSI proto-
cols to another, with a few exceptions such as differential SCSI
devices. There are several types of SCSI connectors, so a simple
adapter may be required. No jumper settings should be needed to make
the UltraSCSI adapter communicate with the SCSI-2 scanner. Perfor-
mance will be at SCSI-2 levels, just as if you were using a SCSI-2 host
adapter.
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10

11.

12.

13.

14.

15.

A. The /etc/fstab file contains the mapping of partitions to mount
points, so /etc must be an ordinary directory on the root partition,
not on a separate partition. Options B and C describe restrictions that
don’t exist. Option D would be correct if /etc were not a separate
partition.

B. Although they have similar names and purposes, Linux’s fdisk is
not modeled after DOS’s FDISK. DOS’s FDISK does #ot have GUI con-
trols. Linux’s fdisk does not format floppy disks.

B, C. Linux generally costs less than commercial Unix systems, and
its source code (particularly the kernel) is not derived from the same
base as that of commercial Unixes. Both Linux and commercial Unix
systems can run most of the same open source software, though. As a
clone of Unix, Linux uses the same underlying OS design principles.

A, C. Different Linux distributions use different package manage-
ment systems and installation routines. Although they may ship with
slightly different kernel versions, they use fundamentally the same ker-
nel. Likewise, they may ship with different server collections, but can
run the same set of servers.

A. Sambais a file server for SMB/CIFS (Windows networking), while
Netatalk is a file server for AppleShare (MacOS networking). Apache
is a Web server, and StarOffice is a workstation package. Gnumeric is
a spreadsheet, and Postfix is a mail server. XV is a graphics package,
and BIND is a name server. Any of these last six might be found on a
file server computer, but none fills the file serving or any other neces-
sary role, and so each is superfluous on a system that’s strictly a file
server.

D. System crackers can use compilers and other development tools to
compile their own damaging software on your computer. Unnecessary
kernel modules don’t pose a threat. You may want to begin using
unused firewall software, but removing it is unlikely to be necessary or
helpful. Uncompiled source code may consume disk space, but it isn’t
a threat unless a compiler is available and the source code is for net-
work penetration tools.
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16. C. The open source definition specifies that users be able to distribute
changes, but it doesn’t require that the license allow distribution under
the terms of another license. Options A, B, and D all paraphrase actual
open source license term requirements.

17. B, C. Linux’s licensing terms don’t restrict the rights of commercial
software vendors to apply their own licensing terms. Most Linux soft-
ware is open source in nature. The LGPL allows commercial software
to link to LGPLed software, but the LGPL does not impose its terms
on commercial packages. Commercial packages can be and sometimes
are distributed with Linux packages.

18. B. PCI was designed so that the BIOS or OS could set IRQs for these
devices automatically, so it’s not normally necessary to explicitly
adjust these features. In the event of a conflict, you can sometimes
change the algorithm the BIOS uses to assign IRQs, though.

19. A. Linux distributions come on 1-6 CD-ROMs, which include wide
assortments of open source and occasionally commercial software—
filling all the needs of some systems. Sometimes—but not invariably—
additional software is required. All Linux distributions sold today
include far less than 50 percent commercial software. Many retailers
sell both Linux distributions and commercial Linux software. Some
companies (such as Corel) even produce both.

20. A, B, C,D. Open source software may be distributed in any way
that’s technologically possible. Distribution of commercial software is
dependent upon license terms, but as a whole, commercial software
developers have embraced a wide array of distribution methods,
including all the options listed here.
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THE FOLLOWING COMPTIA OBJECTIVES ARE
COVERED IN THIS CHAPTER:

v' 2.1 Determine appropriate method of installation based on the
environment (e.g., boot disk, CD-ROM, Network (HTTP, FTP,
NFS, SMB)).

v' 2.2 Describe the different types of Linux installation interaction
and determine which to use for a given situation (e.g., GUI, text,
network).

v' 2.3 Select appropriate parameters for Linux installation (e.g.,
language, time zones, keyboard, mouse).

v' 2.4 Select packages based on the machine’s “role” (e.g.,
Workstation, Server, Custom).

v' 2.5 Select appropriate options for partitions based on
preinstallation choices (e.g., FDISK, third party partitioning
software).

v' 2.6 Partition according to your preinstallation plan using fdisk
(e.g., /boot, /, /usr, /var/home, SWAP).

v' 2.7 Configure file systems (e.g., (ext2) or (ext3) or REISER).

v' 2.8 Select appropriate networking configuration and protocols
(e.g., modems, Ethernet, Token-Ring).

v’ 2.9 Select appropriate security settings (e.g., Shadow
password, root password, umask value, password limitations
and password rules).

v' 2.10 Create users and passwords during installation.
v" 2.11 Install and configure XFree86 server.

v' 2.12 Select Video card support (e.g., chipset, memory, support
resolution(s)).
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v' 2.13 Select appropriate monitor manufacturer and
settings (e.g., custom, vertical, horizontal, refresh).

v' 2.14 Select the appropriate window managers or desktop
environment (e.g., KDE, GNOME).

v' 2.18 Read the Lodfiles created during installation to
verify the success of the installation.

v" 3.1 Reconfigure the Xwindow System with automated
utilities (e.g., Xconfigurator, XF86Setup).
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lanning a Linux installation, as described in Chapter 1, “Plan-
ning the Implementation,” is an important first step toward getting a Linux
system up and running. Once you’ve done this, you can proceed to actually
installing Linux, as described here. Many of the details of Linux installation
differ from one distribution to another, and covering them all would take an
entire book. Therefore, this chapter presents just one distribution’s installa-
tion procedures: Linux Mandrake 8.0. Other distributions are similar, but
differ in many details, such as the order in which you perform certain
actions.

One of the trickiest aspects of Linux installation is getting the X Window
System, or X for short, up and running. Many installers can do this correctly
from the start, but sometimes you may need to modify your X configuration
after the fact. Most distributions include one or more X configuration tools
to help in the matter, or you can modify the X configuration file manually.
Even if X itself is working, various extra tools are required to make X a prac-
tical working environment, and you may want to select alternative tools to
the ones provided as your distribution’s defaults.

Selecting an Installation Method

After you’ve decided on a distribution, the first choice you must make
when installing Linux is what installation method you intend to use. There
are two classes of options: the installation media and the method of interac-
tion during installation. In both cases, some distributions offer more or dif-
ferent options than do others, so in truth, your preferences in these matters
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may influence your distribution choice. For instance, Debian GNU/Linux
doesn’t support GUI installations, so if you strongly desire this feature, you
can’t use Debian.

Media Options

Linux can be booted and installed from any of several different media—
floppy disks, CD-ROMs, network connections, and so on. For both booting
and installing files, different media offer different advantages and disadvantages.

Boot Method

Linux installer programs run within Linux itself. This means that in order to
install Linux, you must be able to boot a small Linux system, which is pro-
vided by the distribution maintainer. This system is useful only for installing
Linux and sometimes for doing emergency maintenance. It typically fits on
one or two floppy disks, or can boot from a bootable CD-ROM.

As described in Chapter 1, modern BIOSes include options for the selec-
tion of a boot medium. Typical choices include the floppy disk, CD-ROM
drive, EIDE hard disk, SCSI hard disk, and high-capacity removable-media
drive (like a Zip or LS-120 disk). In addition, some network cards include
BIOSes that allow a computer to boot from files stored on a server. In theory,
any of these media can be used to boot a Linux installer. Additionally, some
distributions provide a DOS or Windows program that can launch the instal-
lation from a working DOS or Windows system.

Although many boot methods are possible, the three most common are as
follows:

Floppy Many boxed distributions come with one or more boot floppies.
If you configure your BIOS to boot from floppy disks before any other
working boot medium, you can insert the boot floppy and turn on the
computer to start the installation process. Even if you download Linux or
obtain it on a cut-rate CD-ROM without a boot floppy, you can create a
boot floppy yourself from a file on the CD-ROM (often called boot. img
or something similar), using a DOS program such as RAWRITE. Look for
these files and instructions on how to use them on the installation CD-
ROM. The floppy boot method may be necessary if you plan to install
from a network server.
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CD-ROM Modern Linux distributions almost always come on CD-
ROMs or DVD-ROMs that are themselves bootable. On a computer
that’s configured to boot from CD-ROM before other bootable media,
you can insert the CD-ROM in the drive, turn on the computer, and the
boot program automatically starts up. If you download and burn a Linux
CD-R image file, you don’t need to take any special steps to make this CD-R
bootable. Some older BIOSes don’t support CD-ROM boots, in which
case you should make boot floppies, as just described.

Existing OS bootstrap Some distributions come with a DOS, Windows,
or MacOS program that shuts down that OS and boots up the Linux
installer. These programs sometimes run automatically when you insert
the Linux CD-ROM in the drive. Using them can be a good way to get
started if you plan to install a dual-boot system, or if you plan to replace
your current OS with Linux.

Ultimately, the boot method is unimportant, because the same installation
programs run no matter what method you choose. Pick the boot method
that’s most convenient for your hardware and the form of installation
medium you’ve chosen.

Installation Media

The installation medium is the physical form of the source of the Linux files.
Linux is very flexible in its installation media. The most common choices
include those listed here:

CD-ROM or DVD-ROM  If you buy Linux in a store or from an online
retailer, chances are you’ll get a CD-ROM. In fact, many distributions
come on multiple CD-ROMs. Some companies, like SuSE, have started
shipping a DVD-ROM with some of their packages. (DVD-ROM:s can
store much more data than can CD-ROMs, so a single DVD-ROM is
equivalent to multiple CD-ROMs.) CD-ROM installations tend to be
quick. Most distribution maintainers offer CD-ROM image files that you can
burn to CD-Rs yourself. To find CD-R image files, check http://www
.linuxiso.org, http://delaware.Tinux.tucows.com/distribution
.html, or ftp://sunsite.unc.edu/pub/Tinux/distributionsor go to
your chosen distribution’s Web or FTP site.

Network If you have a fast network connection and don’t want to be
bothered with installation CD-ROMs, you can install many distributions
via network connections. Download a boot floppy image, create a floppy
disk from it, and boot the installer. Tell it you want to install via the net-
work and point it to a public archive site for the distribution. This
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approach can also be useful if you’ve got a CD-ROM and a network but
your target system doesn’t have a CD-ROM drive. You can insert your
CD-ROM into one computer on your network, configure that system to
share the disc, and use network installation tools to read the files from
that disc over the network. The drawback to network installations is that
they tend to be slower than installs from CD-ROMSs. They require more
information from the user, and so they can be more difficult for a new
user to get working. They can also fail midway if a network connection
goes down or a server stops responding. Network installations may use
any of several protocols to transfer files, including FTP, HTTP (Web),
SMB (Windows file sharing), and NFS (Unix/Linux file sharing). Precisely
which protocols are supported varies from one distribution to another.

Hard disk It’s possible to put the Linux files on a DOS or Windows par-
tition and install Linux in another partition using those files. This
approach used to be somewhat common among hobbyists who would
download the files, but who didn’t have a CD-R burner. It’s less common
today but still occasionally useful. You might use it if your CD-ROM
drive doesn’t seem to work in Linux, for instance; you could copy the files
from the CD-ROM to the hard disk and then install from there. Because
Linux treats high-capacity removable-media drives as if they were hard
disks, you could also store installation files on something like a Jaz or Orb
drive, which might be convenient for installing Linux on multiple systems
in some environments.

Floppy disks Early Linux distributions came as floppy disk sets. With
today’s major distributions commonly exceeding 1GB compressed,
floppy disks aren’t a very appealing distribution medium. A few special-
ized distributions, however, are still quite small. The Linux Router Project
(http://www.linuxrouter.org), for instance, produces a single-floppy
Linux distribution intended to turn an old computer into a network
router.

Monolithic files It’s possible to distribute an entire Linux system as a
single file. One example along these lines is an image file of a demo Linux
CD-ROM, which can boot directly from the CD-ROM drive and run
Linux without installing it on the computer. Another example is the
ZipSlack distribution, which is a stripped-down version of Slackware
(http://www.slackware.com). This distribution uses extensions to the
DOS or Windows File Allocation Table (FAT) filesystem so that you can
store the distribution on an ordinary FAT partition or high-capacity
removable-media drive, like a Zip or LS-120 drive. Once this is done, you
can boot ZipSlack using a floppy disk.
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Not all distributions support all of these installation options. All main-
stream distributions support installation from CD-ROM, and most support
at least one form of network installation. Beyond this, you should check the
documentation for the distribution.

Even if a system lacks a CD-ROM drive, you can temporarily install a drive
from another computer in order to install Linux. This is usually not the most
efficient course of action if the system has a network connection, but it can be
handy for installing Linux in an isolated system.

@ Real World Scenario
How to Obtain Linux

There are several common methods of Linux distribution:

= In official packages from the distribution maintainer, which are typically
shipped with multiple CD-ROMs, printed manuals, and some amount of
customer support

= Packaged with third-party books that describe the distribution
= From cut-rate CD-ROM duplicators, who sell distributions for as little as $2

* Downloaded from the Internet, typically as CD-R image files for burning
to CD-R discs or via network installations

As a general rule, you get less in the way of useful extras and support as you
move down this list. Therefore, purchasing a commercial distribution is
often the best choice for new Linux administrators. Also, by purchasing a
commercial distribution you support companies that often help improve
Linux—for instance, Red Hat contributes to kernel development, and SuSE
contributes to audio and video driver development. The low cost of cut-rate
CD-ROMs or (if you have fast Internet connections) downloading the distri-
bution yourself can be appealing if you are on a budget. Ultimately, you'll
have to settle on your own comfort level regarding support and your bud-
get. Personally, | have used—and | continue to use—distributions obtained
through all four of these methods.
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Methods of Interaction during Installation

Most methods of Linux installation require you to make decisions during the
process. You may need to tell the system how to partition your hard disk,
what your network settings are, and so on. To handle such interactions, dis-
tribution maintainers have developed three methods of data entry: GUI-
based, text-based, and scripted. The first two are most suitable for custom-
ized individual installations, while scripts are best used when you are con-
figuring large numbers of nearly identical systems.

GUI Installations

As a general rule, Linux distributions are shifting towards GUI installer pro-
grams. These tools run the XFree86 GUI environment in a basic 640 x 480

(VGA) mode that works on most modern video cards. (Some installers can

run at 800 x 600 or higher.) The system can then use familiar mouse-based

point-and-click operations to obtain input from the user. Because the display
is a bitmapped graphics image, it’s also possible to display graphical repre-
sentations of information such as partition sizes. These displays can be very

useful because people often find it easier to interpret graphs than the num-

bers that are more often used by text-based utilities.

GUI installations are most popular on CD-based installations. XFree86
and its related libraries are fairly large, so implementing an X-based instal-
lation over a network or floppy-based connection is tedious at best. Also,
GUI installers don’t work on all systems because some have unusual video
hardware that’s incompatible with the GUI installer. This problem is partic-
ularly acute with laptop computers, whose LCD screens sometimes don’t
work with the video modes used by GUI installers. If you’re faced with such
a situation, you may need to use a text-based installer.

Text-Based Installations

A few distributions (most notably Debian and Slackware) don’t provide GUI
tools, so you must use a text-based installer if you want to install one of these
distributions. In principle, a text-based installation works just like a GUI
one. Specifically, you must enter the same types of information—Linux par-
tition information, TCP/IP network configuration options, package selec-
tions, and so on. Text-based tools require you to select options using your
keyboard, though, and they can’t display graphics that are nearly as sophis-
ticated as can a GUI installer. Some text-based programs can produce crude
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progress bars and the like, though, and some use text-based menus in which
you tab through options to select the one you want. A few even let you use
the mouse to select options from textual menus.

Most Linux distributions offer a text-based installation option. Typically,
an early screen gives you the choice of running a GUI or text-based install,
or you can type a special command to switch into a text-based mode if the
default is a GUI installer. Consult your distribution’s documentation if you
don’t see an obvious way to start a text-based installer.

Scripted Installations

With an automatic scripted installation, you typically create a configuration
file that includes the information you’d normally enter with the keyboard or
mouse—partition sizes, networking options, packages to install, and so on.
Early in the installation process, you tell the system to read the configuration
file from a floppy disk or from the network. The system then proceeds with
the installation without further intervention from you.

To create the configuration file, you must normally install Linux manu-
ally on one system. The installer gives you the option of saving the configu-
ration file. When you install Linux on the next system, you use this file to
create a system that’s configured identically to the first.

Scripted installations work best when you need to install Linux on many
identical or nearly identical computers. If the systems vary in important
details like hard disk size or intended function (workstation, server, and so
on), a scripted install won’t give you the opportunity to change those details
on the various systems, so you’ll end up spending #20re time correcting mat-
ters after the installation than you’ll save by using the scripting features. You
can also save your configuration options so that you can quickly reinstall a
distribution on a single computer, should the need arise.

If you have many nearly identical systems to install, invest time in getting the
installation just right when you create a set of installation parameters. For
instance, you might want to use the custom package selection option
(described shortly) to fine-tune what packages are installed. You'll invest time
in the initial installation, but you'll save time reconfiguring all the systems
after they're installed.
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Not all distributions include scripted installation options. Consult your
distribution’s documentation for details.

Starting the Installation

TE

This chapter presents a sample installation of Mandrake 8.0 from a
CD-ROM. This example shows how to set up a system using the Mandrake
GUTI installer. As noted earlier, the details of configuring other Linux systems
will differ, but the general principles will be the same as those presented here.

If you're installing Linux on a system and you plan to dual-boot between Linux
and some other OS, you should first run disk-partitioning software, such as
FIPS or PartitionMagic, to create empty space on the hard disk for Linux. Most
Linux distributions do not have the means to dynamically resize partitions
during installation, so if the disk has no unpartitioned space or blank parti-
tions, you'll find that you’re unable to install Linux without deleting partitions
that are in use.

To begin the installation, insert the CD-ROM in the drive and power on
the computer. If it’s set to boot from the CD-ROM drive, you’ll hear it spin
up and see a prompt that reads boot:. Press the Enter key at this prompt to
start up the GUI installer.

After pressing the Enter key, you’ll see a large number of messages scroll
past on the screen. These are the kernel startup messages, and they reflect
various kernel drivers starting up, checking for hardware, and reporting on
their status. After these have finished, the screen will clear and you’ll see the
first of the option configuration screens, which lets you set your default
language.

The order in which the installer collects information varies from one distribu-
tion to another. Therefore, you may find that your distribution asks for infor-
mation in an order other than that presented here. More-or-less the same
information must be entered for all distributions, though.
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Selecting Basic Installation Parameters

Language

FIGURE 2.1

Copyright ©2001 SYBEX, Inc., Alameda, CA

The first stage of most Linux installations collects basic information
on the system so that the installer can interact with you and locate the files
to be installed. Many of these settings carry over into the installed system, as
well, so be careful to enter correct information. You can change these set-
tings after installing the OS, but it’s simpler to get them right initially.

The first question Mandrake’s installer asks is what language it should use
(see Figure 2.1). Mandrake’s installer presents a summary of installation
steps on the left, and the stars next to each option change color as you move
through the list. The rest of the screen shows an option setting, with a help
message below that. If you ever want to go back to a prior configuration
step, click the star next to that step in the list on the left side of the screen.

Installation configuration screens typically present options in small groups.

Cutch
[+ Encllish
| United Kingdam
T United Stafes
[~ Esperanto al
[~ Estonian
[~ Euskara {Basgue)
[~ Farsi { Iranian}
- French
= Gaeilge (lrish)
[~ Galego (Galician )

[~ Geotian
- German

[~ Greek
[ Greenlandic (inuit)
L Hebrew

Advanced

In this example, I chose United States English (the default) as the language
and clicked OK.
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License Terms

A few distributions, including Mandrake, present a software license at some
point during installation. Chapter 1 discusses software licenses, including
licenses for Linux distributions as a whole. You should read the license terms
to be sure there are no surprises, such as proprietary software included with
the distribution that might limit what you can do with it.

Installation Class and Hardware Detection

After you accept the license terms, the system enters into the phase of
the installation in which you prepare the computer to receive Linux. This
involves choosing the general class of installation and detecting some of the
hardware.

Installation Class

oPe

TE

Linux Mandrake offers two major installation types: Install and Update.
Each of these options has its own button, and for each, you can opt to do
either a Recommended or an Expert installation. The latter gives you much
greater control over what the system does during installation, but it assumes
you know more about how Linux operates. As a general rule, the Expert
installation offers more and better choices. For this reason, the rest of this
chapter emphasizes the results of choosing this option, but you might want
to choose Recommended for a streamlined installation if you’re new to
Linux.

Some distributions use terms like Workstation, Server, and Custom installa-
tions. The number and names of such options vary from one distribution to
another.

Disk Detection

Mandrake attempts to auto-detect your hard disks. In some cases, it may
miss SCSI devices, so if it doesn’t detect a SCSI adapter, it asks if you have
one. If you do, select Yes and click OK; otherwise select No and click OK.

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

Installation Class and Hardware Detection 99

Mandrake does a good job of auto-detecting EIDE disks, so you shouldn’t
be asked about your EIDE drives.

Mouse and Keyboard

FIGURE 2.2

Once the system has detected your hard disk, it asks for information on your
mouse, as shown in Figure 2.2. The configuration groups mice into sections
according to their hardware interfaces (PS/2, USB, and so on). Within each
group, there are several options that relate to the protocols and mouse fea-
tures, such as the number of buttons and whether or not the mouse has a
wheel.

The installer shows the type of mouse it has auto-detected as the default.

oze the type of your mouse.

T FSi2

I~ Generic P32 YWheel Mouse
I~ Glicke Paint

I Logitech Mousehdan+
 Gtandard

B} [Other] '+

i 1JSE

H busmouse

H none

 serial

. Dk - Cance' -

Mandrake auto-detects the mouse, so it’s probably set correctly to begin
with. If you change the mouse selection, the installer gives you a chance to
test it by showing a simple mouse outline with three buttons. Move the
mouse around and click the buttons. You should see the mouse pointer move
and the on-screen “buttons” should light up when you click the real mouse
buttons. If this doesn’t work, use the Tab key to highlight the Cancel button.
This returns you to the mouse selection screen (Figure 2.2), where you can
choose a different mouse. If you click OK, Mandrake will move on to key-
board configuration.

Linux supports many different keyboards, but Mandrake presents only
two options by default: US Keyboard and US Keyboard (International). The
first option works fine with most keyboards sold in the United States. If
yours isn’t one of these, click More to see an expanded list of keyboards for
many nationalities. When you’ve selected your keyboard, click OK.
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Configuring Disks

To install Linux, you must normally partition disks and create file-
systems on those partitions. All Linux distributions include some way to
accomplish both tasks before installing packages.

Disk Partitioning

FIGURE 2.3

Linux Mandrake uses a GUI disk-partitioning tool, shown in Figure 2.3.
This tool presents a graphical representation of the partitions on the disk,
and it allows you to adjust these partitions in various ways. If you want to
completely destroy any existing partitions, click Clear All. You can click
Auto Allocate or Wizard to have the system determine partition sizes auto-
matically. These can be good options if you’re unsure of how to proceed, but
if you want more say in the matter, you can create partitions manually.

Linux Mandrake’s GUI partitioning tool lets you point at free space or
partitions and click options to create or modify partitions.
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To create partitions for use by Linux, follow these steps:

1. Click in an area of free space (white in the partition listing). The Cre-
ate option will become available in the Choose Action area of the
screen.
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2. Click Create. This produces a small dialog box, shown in Figure 2.4,
in which you enter partition information.

FIGURE 2.4 You specify critical partition information in a single dialog box.

i

Extended

3. The Start Sector field defaults to the first available sector. You can
increase this value if you want to create partitions out of order, but
leave it alone if you create partitions from first to last in that order.

4. Type the size of the partition in megabytes in the Size in MB field.
Alternatively, you can move the slider below this field to change it.

5. Select the type of filesystem in the Filesystem Type field. There are sev-
eral options for Linux partitions: Linux Native (ext2fs), Linux Swap,
ReiserFS, Linux RAID, and Linux Logical Volume Management
(LVM). Linux Native is the safest choice, although ReiserFS might be
desirable if you need a journaling filesystem, and the RAID and LVM
options are useful if you understand what these options are and need
their features. There are also options for various non-Linux partition
types, such as DOS FAT-16 and BeOS. Linux won’t actually create
most of these non-Linux filesystem types, but the installer will mark
the partition types appropriately if you choose one.

6. In the Mount Point field, select a mount point, as discussed in Chapter 1.
You must create a root (/) filesystem, although it need not be the first
one you define. You can skip this step for swap partitions; they don’t
have mount points.

7. In the Preference field, select either Primary or Extended. (Mandrake
doesn’t explicitly mention logical partitions; use the Extended choice
for logical partitions, and Mandrake will create logical partitions
inside an extended partition.)
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TE

8. Click OK to create the partition. You should see it appear in the par-
tition list.

9. If you need to define additional partitions, repeat steps 1-8.

You can also edit existing partitions by clicking them and then clicking an
option in the Choose Action area of the screen. Each action corresponds to
one partition characteristic, like the mount point or filesystem type. Doing
this is most helpful if you want to add Windows partitions or partitions for
existing /home directories or the like to your system.

Some Linux distributions use fdisk, Linux’s text-mode partitioning tool, for
creating partitions. Some give the option of using fdisk or a GUI tool. Chapter 7,
“Managing Partitions and Processes,” describes the use of fdisk.

Most Linux distributions let you add partitions you’ve previously defined
to your installation. This lets you create partitions for Linux in third-party
utilities like PartitionMagic or reuse partitions you’d used in previous instal-
lations. A few, though, will only install to partitions they create, which
means you must delete existing partitions and re-create them with the distri-
bution’s installation tools.

Creating Filesystems

When you’re done defining partitions and setting their mount points, click
Done to go on to the next screen. This produces the partition formatting
screen. Formatting a partition, also known as creating a filesystem, is the
process in which low-level data structures associated with a given filesystem
(such as ext2fs or ReiserFS) are written to a partition. As such, creating a file-
system is an inherently destructive and dangerous process. If the partitions in
question really should be formatted, there’s nothing wrong with doing so,
but if you select the wrong partition, you can wipe out a lot of data very
quickly.

The Linux installation utilities offer a choice to create or not create file-
systems for each of the partitions you defined earlier. If you’re doing a fresh
install of Linux on a Linux-only system, you’ll almost certainly want to per-
form this format step, so be sure these options are selected. (You can omit
this step if you created Linux filesystems using some other utility, such as
PartitionMagic.) If you’re upgrading a system or are installing Linux along-
side another OS, you should be more cautious. Double- and triple-check that
you format only the partitions you need to format before proceeding.
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Low- and High-Level Formatting

The term “formatting” has dual meanings. It can refer to a low-level format,
in which the physical sectors of a disk are redefined; or to a high-level for-
mat, in which the filesystem is re-created. Hard disks come from the factory
with a suitable low-level format, and it's almost never necessary to redo
this. Low-level hard disk formatting requires special utilities or, in the case
of SCSI devices, BIOS options. Floppy disks, though, can be both low- and
high-level formatted by users. In DOS and Windows, the FORMAT utility
accomplishes both tasks on floppies, or a high-level format on hard disks.
In Linux, the fdformat utility does a low-level floppy disk format, and mkfs
(or subutilities associated with particular filesystems) does the high-level
format on both floppies and hard disk partitions. Chapter 7 discusses creat-
ing filesystems, or you can read the man pages for these utilities after
you’'ve installed Linux by typing man fdformat or man mkfs at a command
prompt.

Hard disk sectors occasionally fail. Such failed sectors are known as bad
blocks, and Mandrake, like many other Linux distributions, gives you an
option to check for them during the format process. You’ll need to click the
Advanced button to find this option, though. If you select this option, Linux
will verify that every sector can hold data as it does the format. If any are
found to be bad, the system will map them out of the list of available sectors,
so as not to endanger your data. Performing a bad block check takes time,
though—usually several minutes, and potentially over an hour on a large
disk. Nonetheless, it’s generally a good idea to perform a bad block check
because it can save your data in the future.

ﬁl‘ Bad blocks are usually mapped out by the hard disk itself. If a modern drive
ING develops bad blocks that are detectable by Linux, chances are the disk won't
last long. You'd do well to replace it.

Choosing Packages for Installation

After setting up the system’s partitions, the Mandrake installer pro-
ceeds to a screen in which you enter package groups you want to install (see
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Figure 2.5). Each option available on this screen represents a group of pack-
ages—several programs that together provide some set of functionality.

FIGURE 2.5 Each package group consists of multiple packages that provide related tools.

Arlvanced

There are quite a few package groups available. As shown in Figure 2.5,
most include explanation bubbles that appear when you move the mouse
over the group. Select whichever of these package groups sounds useful, but
be aware that the more you select, the more disk space they’ll consume.
Package groups tend to provide a broad range of functionality, so choosing
just a few, particularly from large groups like KDE Workstation or GNOME
Workstation, can consume hundreds of megabytes of disk space, if not more.
Some distributions (but not Mandrake) provide an estimate of the required
disk space somewhere on this screen. Mandrake does provide such an esti-
mate after you move on, though.

If you think you might want some features from some of the groups
you’ve selected, but not all of them, click Advanced and check the Individual
Package Selection option. If you click this option and then click OK, Man-
drake displays a screen in which you can select and deselect individual pack-
ages, as shown in Figure 2.6. You can browse through package categories
using the list on the left of the screen. Selected packages appear with checks
to the right of their names, and unselected packages have squares there. Click
the name of the package to see a description of it, then click the box or check
mark to select or deselect it, respectively. Some packages include dependen-
cies that require installing additional packages. If you choose to install one
of these with the dependency unmet, the system will inform you that it must
install more packages.
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FIGURE 2.6 The package selection screen lets you fine-tune your default package
installation selections.
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When you’re done selecting packages, click Install to proceed with system
installation. The installer displays a progress dialog box, showing the
progress of installing both individual packages and the system as a whole.
Depending upon your hardware, your installation medium, and the size of
your installation, this process may take anywhere from a few minutes to a
few hours.

Install-Time User Configuration

Most Linux distributions give you the opportunity of configuring at
least one or two accounts during system installation, and often more. Man-
drake is no exception to this rule. After you’ve installed the software for the
system, you’ll be able to configure the root password and create user
accounts.

root Password Options

Every Linux system has a user with special privileges. This user is known as
the superuser or the system administrator, and the associated account name
is root. Because this account is so critical, you must have some way to log
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FIGURE 2.7
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ING

into the account after you install Linux. Most distributions provide this
functionality by allowing you to specify the root password during system
installation. In Figure 2.7, you do this by typing the password twice, once in
the Password field and a second time in the Password (Again) field. (Linux
asks for a repeat password entry to protect against typos.) You won’t see
your password echoed to the screen; instead, you’ll see a string of asterisks,
as shown in Figure 2.7.

When you type a password during installation, you see asterisks echo to the
screen as a security feature.

Mo password

Most distributions, Mandrake included, enforce rules concerning pass-
word length and content. In Mandrake, the root password must be at least
four characters long. Although not enforced during installation, Mandrake
will object if you try to create a password after installation that’s based on
a word in its dictionary, such as common English words. Some distributions
insist on passwords that have at least one or two nonalphabetic characters,
such as numbers or punctuation marks. It’s also a good idea to mix upper-
and lowercase characters, although most distributions don’t check for this.
These measures are all designed to make passwords difficult to guess or
deduce, even if a would-be intruder has a copy of Linux’s password file,
which stores the passwords in an encrypted form. Chapter 4, “Users and
Security,” covers password security in more detail.

At least one distribution, Corel Linux, does notset the root password at instal-
lation time. Instead, Corel Linux leaves the root account set with no password
until the first root login. This approach leaves the computer vulnerable to
intrusion until the root password is set. It's imperative that you do this imme-
diately after installing the system, particularly if the computer is connected to
a network. Clicking No Password in Mandrake also creates a root account
with no password, which is an invitation to disaster.
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If your network uses Network Information Services (NIS) to centralize
password storage, check the Yellow Pages option. (NIS was formerly known
as Yellow Pages, and Mandrake still uses that name during installation.)

User Account Creation

In addition to setting the root password, Mandrake’s installer lets you con-
figure one or more user accounts. You can do this after you click OK in the
root password screen. Figure 2.8 illustrates this capability. To create an
account during system installation, follow these steps:

1. Type the user’s full name in the Real Name field.

FIGURE 2.8 Typeinformation and click Accept Userto add a user; click Done when you've
defined all your users.

Accept user Acheanced

2. Type a username in the User Name field.

3. Type the password twice, once in the Password field and again in the
Password (Again) field. As with the root password, you’ll see aster-
isks rather than the actual password on the screen.

4. Click Accept User.

5. The Enter a User screen reappears, with an added note that it has
already added the user you specified. You can repeat steps 1-4 for any
additional users.
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As with the root account, Corel Linux doesn’t set the password of any user

accounts you create during system installation. Instead, the system sets the
password the first time somebody logs into the account. This design leaves
the system vulnerable to intrusion until somebody logs into any of the user
accounts that were created during system installation, so be sure to take care
of this matter soon after installing the OS.

Pros and Cons of Defining Accounts during System
Installation

As a general rule, it’s helpful to create at least one user account during system
installation. Even on a computer that’s to be used by just one person, user
accounts provide helpful security—when you are logged in as an ordinary
user, you cannot do serious damage to a standard Linux installation. There-
fore, creating a user account for the system’s primary user during installation
simplifies your post-installation work.

On the down side, account creation during system installation offers
fewer options than are available after system installation. Chapter 4 covers
account administration in more detail, so you should consult it for the details
of what you can accomplish after installing a system. A few examples of
things you can do after installing Linux but not typically before include set-
ting up nonstandard home directory locations, adjusting account expiration
policies, and defining group policies.

Miscellaneous Settings

After creating user accounts, Mandrake presents a series of miscella-
neous configuration options. These options relate to network, time zone,
and default account configuration.

Install-Time Network Configuration

Mandrake lets you configure your network settings during installation. You
can enable or disable networking by checking the Internet/Network Access
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button. The next option lets you enable or disable auto-detection. Assuming
you select this option, Mandrake presents a list of several possible connec-
tion methods, such as Normal Modem Connection and LAN Connection.

This section describes the latter option.

Mandrake informs you of the type of network card it detects. This detec-
tion is usually correct, so if you’re unsure, click No when the installer asks
if you have another card. You’ll then be asked to enter critical IP address
information, as shown in Figure 2.9. Enter your IP address and netmask in
the appropriate fields. You’ll have to obtain your address and other neces-
sary information from your network administrator. If your network uses the
Dynamic Host Configuration Protocol (DHCP), check the Automatic IP
option and do not enter an IP address or netmask. When this option is set,
your computer will obtain the necessary addresses and other information
from your local network DHCP server. Not all networks include DHCP
servers, though, so this option doesn’t always work.

FIGURE 2.9 Linuxletsyouconfigure your network during system installation, even if you
install from a CD-ROM drive.

Configuring

otted—decimal

After entering your IP address and netmask, Mandrake asks for addi-
tional information, as shown in Figure 2.10. The DNS Server and Gateway
fields are particularly important. Again, you must obtain this information
from your network administrator. You won’t see this query if you selected
the Automatic IP option, though.

FIGURE 2.10 TheDNSservertranslates hostnamesto IP addresses, and the gateway relays
data between your network and the Internet.
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Mandrake allows you to configure your system to use network proxy
servers. These are servers that relay requests to the outside world, protecting
a local network’s systems in the process. If your network includes proxy
servers, you can enter their addresses. If not, leave these fields blank.

Mandrake Summary Configuration

After you have finished configuring networking, Mandrake presents a screen
called Summary. Here, you can revisit your mouse configuration, set the sys-
tem’s time zone, or configure a printer.

Time Zone Configuration

FIGURE 2.11

To configure the time zone, click the time zone (which defaults to Europe/
London) in the Summary screen. This produces an expandable list of cities,
as shown in Figure 2.11. Locate a city in your time zone, click it, and click OK.

Time zone selection is important for maintaining appropriate time codes on
files.

Which is your timezone?

[ Jureau
[ Kentucky

F Louisville ~
L manticela  +
- Bnos_IN

- La_Paz

= Lima

- Los_Angeles

- Louisville

- Maceio

- Managua

- Manaus

- Martimicue

- Mazatlan

Ok - Cancel

The list of cities used for setting the time zone is quite limited. For instance,
New York is present, but few other major cities in the same time zone are
there—so if you live in Boston, Philadelphia, Cincinnati, or elsewhere in the
Eastern time zone of the United States, you'd indicate that fact by selecting
New York.
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Unix systems have traditionally stored their times in memory and in their
hardware clocks in Coordinated Universal Time (UTC) format (aka Green-
wich Mean Time)—the time in Greenwich, England, unadjusted for daylight
savings. Unix systems traditionally do conversions to local time based on the
time zone. Linux follows this tradition, but its task is complicated by the fact
that x86 PCs have traditionally stored their times in hardware as local time
and, when necessary, converted to UTC. Thus, the time stored in the com-
puter’s hardware clock (which Linux consults at boot time) is in local time.
If Linux is to be the only OS on the computer, you can reduce the chance of
problems with the time being skewed during daylight savings time conver-
sions by responding Yes to the question, Is Your Clock Set to GMT. This
obviates the need to change the hardware clock when daylight savings time
rolls around. If the computer dual-boots between Linux and Windows, you
should select No to this question.

Of course, no matter whether you store your time as UTC or local time,
you or your software can convert to other formats, such as a 12-hour clock,
or the peculiar Internet Time that breaks the day into 1000 “beats” rather
than 24 hours. The PC BIOS requires a 24-hour time format, though.

Printer Configuration

If you want to configure a printer during installation, you may do so. Alter-
natively, you may put this task off until later. If you decide to configure a
printer, click the No Printer item in the Summary screen. Mandrake will first
ask if you want to use the Common Unix Printing System (CUPS) or the Tpr
printing system. CUPS is a more advanced system, but few applications in
2001 use its features, so in practice, both it and 1pr work about equally well
in most cases. The installer may then load some additional packages from
CD-ROM. The installer will ask for several types of information, such as the
following:

Connection type Options include a local printer, a remote Unix or
Linux printer, or a remote Windows printer.

Connection details For local printers, you’ll have to enter information
on the port to which the printer is connected, such as the first printer port
or the second RS-232 serial port. For remote printers, you’ll need to spec-
ify the name of the remote server, the queue name, and possibly a user-
name and password.
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Printer type You must select the type of printer from a list. Mandrake
provides a list of specific printer models, but some distributions provide
shorter lists of printer types. (Most printers on the market today actually
emulate just one of a dozen or two popular printer languages.)

You can test the printer configuration to see that it’s working correctly. If
it doesn’t work, it’s probably best to leave it until the system is fully installed
rather than slow down your installation trying to fix it. After testing the
printer configuration, Mandrake gives you the option to add more printer
queue definitions or leave it at the one you’ve created.

Service Configuration

Linux systems invariably run several services. Many of these are network
servers, like Web servers and mail servers. Others provide local services, like
cron, which runs programs at scheduled times. Mandrake, like many distri-
butions, gives you the chance to specify which services you want the system
to start when you boot (Figure 2.12). Many of the services on this list have
descriptions that pop up when you pause the mouse over the option. Select
the services you want to run and click OK. If you’re uncertain about these
options, leave the defaults.

FIGURE 2.12 Choose which services you would like to have start automatically.

&0

Boot Options

After you configure services, the Mandrake installer gives you the opportu-
nity to create a boot disk. This floppy disk, if you create it, should boot the
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computer even if something goes wrong with the hard disk boot process.
Problems do sometimes arise with hard disk booting, particularly in dual-
boot environments, so it’s a good idea to create this boot floppy.

In most cases, you’ll be able to boot Linux directly from your hard disk
most of the time. To do this, Linux uses one of two programs: the Linux
Loader (LILO) or the GRand Unified Bootloader (GRUB). Most Linux dis-
tributions use LILO, and a few (including Mandrake) offer GRUB as an
option. Figure 2.13 shows Mandrake’s boot loader install-time options.

FIGURE 2.13 You mustprovide a few key pieces of information about how you intend to
boot the computer.

Boaotloader main options

LIL O with graphical menu

connpact

Figure 2.13 shows additional options available by clicking the Advanced
button. You may or may not need to adjust these features. The complete set
of options lets you adjust several factors:

* You can pick a boot loader (LILO or GRUB) from the Bootloader to
Use option list. Mandrake lets you select between a graphical or text-
based menu if you pick LILO. Both work, but the graphical menu is
more visually appealing.

= The Boot Device is where LILO stores its boot-time code. On most
systems, this will be /dev/hda (for EIDE hard disks) or /dev/sda (for
SCSI hard drives). If you’re configuring a dual-boot system and want
to use something other than LILO or GRUB as the primary boot
loader, you should put LILO or GRUB on the Linux boot partition
(/dev/hdal, /dev/sda5, or some other numbered device—review
your partition layout if necessary).

= LILO pauses for a period before booting a default OS. The Delay
Before Booting Default Image entry sets this delay.
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= Systems with hard drives larger than 8 GB may need to have the LBA

option set, as is the default. If you’ve got an old BIOS, though, this option
should be disabled.

= The Compact option can speed up boot time slightly, especially when
booting from floppy disks.

= A Linux boot loader can be programmed to configure the video card
to run in any of several resolutions. The Normal setting for the Video
Mode option leaves the default resolution set, but you can set the sys-
tem to boot in various graphical or text modes.

= The /tmp directory holds temporary files. You can tell the system to
clean this out when it boots by checking this option, or you can tell it
to leave /tmp files intact on reboot.

= Linux can usually detect the amount of installed RAM correctly, but
on some BIOSes this detection fails. The result is that Linux thinks the
system has just 64MB (or sometimes just 16 MB), when in fact it’s got
much more. If the amount of RAM shown in parentheses (48MB in
Figure 2.13) is inaccurate, enter the correct value in the Precise RAM
Size if Needed field.

When you click OK, the system presents a summary of the boot loader
options. In Mandrake, this includes two Linux options (called Tinux and
failsafe) and a floppy option (which redirects the boot process to the
floppy disk). There may also be an option for DOS or Windows if your sys-
tem dual-boots. Double-click Add to add more entries, or Done if you’re
finished.

Initial X Configuration

Linux uses the X Window System (or X for short) as its GUI environ-
ment. Prior to installing the system, Mandrake gives you the opportunity to
configure X by using a series of X configuration screens. You’re likely to be
asked to enter the following information in these screens:

Video card model Your video card’s model is important for determin-
ing the X drivers that Linux will use. Mandrake tries to auto-detect this
value, so you may be able to use whatever the default is. If not, you should
try to locate your video card from the list. Sometimes you’ll need to select
the video card’s chipset (such as GeForce or S3 Trio), rather than the
video card itself, so it helps to know what chipset the video card uses.
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XFree86 version Mandrake 8.0 gives you the choice of using XFree86
version 3.3.6 or 4.0.2. The former is compatible with slightly more hard-
ware, but the latter has additional features. Chances are that either will
work, so pick one, and if you have problems, you can change it later (as
described later in this chapter). Mandrake will install a package or two
after you make this selection.

Your monitor model Different monitors have different maximum reso-
lutions and refresh rates. If you’re lucky, you’ll be able to specify your
monitor’s exact model from a list. If not, you may be able to tell the sys-
tem to use the Data Display Channel (DDC), which obtains information
directly from the monitor, but this option works only on monitors and
video cards built after the mid-1990s. If all else fails, you can enter your
monitor’s maximum horizontal and vertical refresh rates manually. These
values should be documented in your monitor’s manual.

Most distributions, including Mandrake, provide you with a way to test
your X specifications. Typically, the system tries to launch an X server using
the information you’ve entered. The computer displays a message asking if
you can read the display. If you can, click Yes and the system will retain the
settings you entered. If not, the system will return to the previous display
after a brief period (usually 10 seconds or so), and you can try again.

On rare occasions, an attempt to test a video configuration can fail so badly
that you must abort the installation. If Mandrake crashes at this point, it will
probably boot, but it's conceivable the system will be damaged from the
crash. Some distributions arrange installation tasks such that the system
won'’t boot after a badly failed X video test. Therefore, these tests present the
risk that you may need to go through the entire installation again. If you think
you might have problems, it can make sense to configure the system to start
in text mode and test and fine-tune X after installing the OS.

Some distributions provide you with the choice of having Linux start up
in X mode or in text mode. X startups are often desirable for workstations,
but most servers don’t need to have X running at all times; in fact, doing so
consumes RAM that might be better applied to the computer’s server tasks.
You can change this configuration detail after installing the system, as
described in Chapter 6, “Managing Files and Services.”
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Checking Post-Installation Log Files

TE

After you finish with X configuration, the Mandrake installer informs
you that you may reboot the computer. If you’re performing a template
installation for subsequent scripted installs, though, you should click the
Advanced button. This allows you to generate an automatic install floppy or
save your package selections for a semi-automated installation. Once you’ve
done that, or if you don’t plan to create a scripted install floppy, click OK to
reboot the computer.

Once the system has installed and rebooted, you should be greeted by a
graphical or text-based login screen, depending upon the X options you
selected. Try logging into the computer both as root and as any users you
defined during the installation process. If you have problems, you may need
to reconfigure accounts or passwords or perhaps change account-specific
configuration files.

Most Linux distributions leave a log of installation options somewhere on
the system, such as /tmp/install.log. It’s generally a good idea to check
this log after a system installation. You can do this by typing 1ess /tmp/
install.log at a command prompt. Most of the entries are routine—just
the name of an installed package. Some, though, report configuration prob-
lems or errors, or even outright failures to install a package.

One common installation problem occurs when inadequate space is allocated
forinstallation of all packages. If you can log onto the computer, type df to see
a report of used and available disk space. If the Available column reads 0, or
even if the Use% column shows a value above about 90% for any Linux parti-
tion, you may have allocated inadequate space for that partition. Immediately
after installation, the easiest solution is often to go back and redo the instal-
lation with a better mix of partition sizes. Alternatively, you can use a package
management tool to remove packages you don’t need, as described in Chap-
ter 3, “Software Management”; or you can use resize2fs or PartitionMagic to
resize your partitions to more reasonable values.
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Additional Possible Configuration Options

The preceding discussion outlines installation of a Linux Mandrake
system on typical x86 hardware. There are, however, a few installation
options that may be available on specific hardware or with other distributions:

Installation medium In the past, many distributions allowed you to
select the installation medium (CD-ROM drive, network, hard disk, and
so on) from a screen early in the installation process. The increasing size
of the Linux kernel, however, has forced many distributions to provide
separate boot disks for different installation media. If you boot from a
CD-ROM drive, you’ll install from CD-ROM. If you want to install from
some other medium, you’ll need to boot using an appropriate boot disk.
Mandrake, for instance, provides a network.img file that, when written
to floppy disk with the DOS RAWRITE program or Linux’s dd, lets you
install from the network.

Modem configuration Some distributions let you configure dial-up
Point-to-Point Protocol (PPP) networking instead of or in addition to the
networking configuration described earlier. Such configuration lets you
specify a modem device (typically /dev/ttySO or /dev/ttyS1 for exter-
nal RS-232 serial modems), a telephone number for your ISP, and a user-
name and password.

Umask value As described in Chapter 4, the umask value determines the
default permissions set on files created by users. This value is an octal
(base 8) number that, when converted to binary, represents the bits that
are not set in a permission string. Common umask values include 002,
022, and 027. Consult Chapter 4 for more details.

Password options Some distributions give options for how to handle
passwords. Specifically, two password encoding methods (MDS5 and
DES) have been used, and some distributions give the option of using
either. Others use MDS5 automatically. MDS is more recent and more
secure than DES. Also, some distributions give the option of whether or
not to use shadow passwords. Traditionally, Unix and Linux systems
have stored passwords and other account information in an encrypted
form in a file called /etc/passwd. Various tools need access to this file for
non-password information, so it needs to be readable to all users. Shadow
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passwords allow the passwords to be separated into a file that’s not readable
by most users; this improves security.

Video Card RAM  Although most distributions can auto-detect the
amount of RAM you have installed in your video card, you might need
this information in a few cases. It’s usually printed early during the system
boot process, but you may need a quick eye to notice it.

Post-Installation X Configuration

Once you’ve installed Linux, you may need to perform additional
configurations to get it working at even a minimally acceptable level. The
item that’s most likely to cause problems is X configuration. You may find
that you’ve installed Linux, but that X doesn’t work correctly. You might
also want to modify your X configuration to work in a way that’s more to
your liking, such as running in a different resolution. You’ll also need to
change your X configuration if you replace your video card with an incom-
patible model. For all of these cases, Linux provides X configuration tools,
or you can manually edit the X configuration file. The first task you may
need to undertake is selecting an X server.

Selecting an X Server

X is a network-enabled GUI system. It consists of an X server, which displays
information on its local monitor and sends back user input from a keyboard
and mouse; and an X client, which is a program that relies upon the X server
for user interaction. Although these two programs frequently run on the
same computer, they don’t need to. Chapter 5, “Networking,” includes
additional information on using X over a network. The rest of this chapter
assumes you’ll be running X programs on the same system that runs the
server, but you don’t install X differently if you’ll be running X programs
remotely.

The X server includes the driver for your video card, as well as support for
your mouse and keyboard. Therefore, it’s important that you know some-
thing about your video card when you install and configure your X server.

Determining Your Video Card Chipset

In order to properly configure X for your system, you must know what video
card chipset your system uses. Unfortunately, this information isn’t always
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obvious from the video card’s box or manual because many manufacturers
use other companies’ chipsets, and they don’t always make the chipset man-
ufacturer obvious. There are several ways to approach this problem, includ-
ing the following:

Auto-detection Linux can often auto-detect the chipset, either during
system installation, as described earlier; or by running an X configuration
tool after installation.

Video card documentation Although some manufacturers attempt to
hide the true identity of their products’ chipsets, many do not. Because of
this, it’s quite worthwhile to check the product’s documentation. This
documentation might not use the word “chipset,” though; it could use a
phrase such as “powered by” or “based on.”

Windows driver report If the computer dual-boots to Windows, or if
you’ve just bought a Windows system and intend to convert it to Linux,
you can use the System tool in Windows to find out what driver (and thus,
perhaps, what chipset) is installed. Double-click the System icon in the
Windows Control Panel, then click the Device Manager tab. Click the
plus sign next to the Display Adapters item. This will produce a list of the
video cards installed in the computer. (Normally, there’ll be just one.)
Double-click the entry for more information; this produces the Properties
dialog box for the video card, as shown in Figure 2.14. The driver and
manufacturer name may be that of the video card or of the chipset.

FIGURE 2.14 The Windows Properties dialog box for the video card may provide
information on the video chipset manufacturer.

RAGE PRO TURBO AGP 2X Properties 2 xl

General IDrivar | Resources |

@ RAGE PRO TURBO AP 24

Device type: Display adapters
Manutacturer: ATI Technologies Inc
Hardware version: 092

r Device statu:

This device is working properly.

 Device usag

[ Exists in all hardware profiles

Cancel |
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Visual inspection  You can examine your video card for signs of the
chipset manufacturer. Most video cards are dominated by just one large
chip. This chip probably has markings identifying the manufacturer and
model number, as shown in Figure 2.15. Normally, the first line or two of
text contain the relevant information; the remaining lines specify the revi-
sion number, place of manufacture, and so on.

FIGURE 2.15 Markings on chips can help identify the chipset for XFree86.
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ﬁ" Some high-performance video card chipsets generate a great deal of heat,
ING and for reliability, that heat must be dissipated by means of a heat sink—a

finned metallic device that draws heat away from the chip so that it can be
radiated into the surrounding air. Some boards also place a fan atop the heat
sink. Do not attempt to remove a heat sink that’s glued to a chip; doing so can
damage the chip. Some manufacturers cover their chips with paper labels.
These can be safely removed.

If you examine Figures 2.14 and 2.15, youw’ll see that they identify the
chipset in the same way—as that of an ATI Rage Pro Turbo AGP. You won’t
always find consistency, however; sometimes a chipset may go by more than
one name, or one identification method or another may reveal the board
manufacturer’s name rather than the chipset name. These situations need not
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be too troublesome, though; they just mean that you’ll have to look for a
driver under more than one name.

One point to keep in mind when identifying the video card chipset is that
some manufacturers produce both video cards and the chipsets that go on
them (ATI and Matrox both fall into this category). Other companies pro-
duce just one or the other; for instance, Trident produces chipsets, and ELSA
produces video cards. Thus, if you find that the name you uncover matches
your card manufacturer’s name, that’s not necessarily a sign that you’ve
failed to turn up the correct chipset manufacturer.

X Server Options for Linux

All major Linux distributions ship with a free X server known as XFree86.
You can learn more about XFree86 at http://www.xfree86.org. One par-
ticularly important subpage on this site is http://www.xfree86.org/
current/Status.html. This page hosts information about XFree86 com-
patibility with various chipsets, so it’s a good place to go once you’ve dis-
covered what chipset your board uses. You may find notes here on how to
work around problems such as using an older or newer version of XFree86
than was shipped with your distribution.

Most Linux distributions shipped in 2001 use a 4.0.x version of XFree86.
This version of the X server includes quite a few changes from the earlier
3.3.x version, but as of XFree86 4.0.3, there are still a few video chipsets that
aren’t supported in the new release. If you happen to have one of these, you’ll
have to use an older XFree86 3.3.x server, although you can continue to use
the XFree86 4.0.x support programs and libraries.

Some video card and chipset manufacturers have made XFree86-compatible
drivers available for their products. Thus, it’s worth checking the Web sites
maintained by your board and chipset manufacturers to see if there are driv-
ers available. This is definitely true if the main XFree86 release doesn’t
include appropriate drivers, and it may be true even if there are drivers—a
few standard XFree86 drivers are not accelerated, meaning that they don’t
support some of the video card’s features for improving the speed of drawing
or moving images. If the video card manufacturer has accelerated drivers but
the main XFree86 distribution ships with unaccelerated drivers, you’ll see a
substantial improvement in video performance by installing the accelerated
drivers.

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

122 Chapter 2 - Installing Linux

@ Real World Scenario
XFree86 3.3.6 or 4.0.x?

In mid-2001, the transition to XFree86 4.0.x is still incomplete. Part of the
reason for this is that, although most video card chipsets supported by 3.3.6
are also supported by 4.0.x, this isn’t universally true. Some cards that are
nominally supported by 4.0.x aren’t supported as well as they were under
3.3.6 because the drivers don't implement all the features handled by the 3.3.6
drivers. There are also a few programs that don’t work correctly under
XFree86 4.0.x, although these are rare. On the other hand, XFree86 4.0.x
supports some features not found in 3.3.6, such as multiscreen displays
(creating an extra-large desktop displayed across two or more monitors).

Which should you use, then? The answer depends on your video card.
Check the XFree86 Web site for information on support under both versions
of the X server and make a preliminary judgment. If you run into problems
with one, you might want to try the other. It's possible to install both
XFree86 3.3.6 and 4.0.x servers and switch quickly between them by chang-
ing a symbolic link, as described in “Choosing the Server or Driver,” later in
this chapter. XFree86 4.0.x support is likely to improve as 2001 and 2002
wear on and the version number rises past 4.0.3, so be sure to check back
periodically to see what improvements make their way into the 4.0.x series.

XFree86 occasionally doesn’t support a device at all. You have three
choices in this case:

Use the frame buffer device. The Linux kernel has some video drivers of
its own. These can be accessed via the frame buffer XFree86 driver. For
this to work, your kernel must include frame buffer support for your
video chipset. This support has been greatly expanded in the 2.4.x kernel
series.

Use a commercial X server. Two companies, Xi Graphics (http://
www . x1g.com) and Metro Link (http://www.metrolink.com), produce
commercial X servers for Linux, known as Accelerated-X and Metro-X,
respectively. These servers occasionally work on hardware that’s not sup-
ported by XFree86, or produce better speed.
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Replace the hardware. If you have a recalcitrant video card, the final
option is to replace it. You may be able to swap with a Windows system
that uses a different card, or you may need to buy a new one. Unfortu-
nately, this isn’t always an option; you can’t replace the video card on a
notebook computer, for instance.

Installing an X Server

Actually installing an X server is usually not very difficult; it’s a matter of
using your distribution’s package management tools to install the soft-
ware—much as you would any other software (described in Chapter 3). In
most cases, this will be done during system installation, as described earlier
in this chapter. You’ll only have to manually install a server if you failed to
install XFree86 during system installation or if you need to install a new
server.

X normally comes in several packages. Only one package contains the X
server proper; others provide support libraries, fonts, utilities, and so on.

In XFree86 4.0.x, one server package supports all video chipsets. The
name of this package varies from one distribution to another, but it’s likely
to be called XFree86-server, xserver-xfree86, or something similar.
You might install it using a command similar to the following in a distribu-
tion that uses RPMs:

# rpm -Uvh XFree86-server-4.0.2-11.i386.rpm
If your distribution uses Debian packages, something akin to the follow-
ing will do the trick:

# dpkg -i xserver-xfree86_4.0.2-7_i386.deb

The result is the installation of a program called XFree86, which is usu-
ally stored in /usr/X11R6/bin. This program is a generic X server. It relies
on separate driver modules, which are installed along with the main package
in most cases. These driver modules probably reside in /usr/X11R6/1ib/
modules/drivers.

If you’re using an XFree86 4.0.x driver provided by a video card manu-
facturer, follow the manufacturer’s directions for installing the driver.
Chances are you’ll be required to copy a driver file to the XFree86 4.0 drivers
directory, although the driver may come as an RPM or Debian package that
will do this automatically.
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If your card isn’t supported by XFree86 4.0, but it is supported by
XFree86 3.3.6, you’ll need to install an old XFree86 3.3.6 X server. These
come in files that typically include the name of the chipset, such as XFree86-
S3-3.3.6-19.17386. rpm. This file provides an X server for various chipsets
made by S3, some of which aren’t supported in XFree86 4.0.3. If you had
one of these chipsets, you could install the 3.3.6 server file, which would
install an X server called XF86_S3. Running this server program rather than
the 4.0.x XFree86 executable would let you use your video card. (The
upcoming section “Choosing the Server or Driver” specifies how to have the
system launch a particular X server program.)

Configuring X

XFree86 is configured through the XF86Conf1g file, which is usually located
in /etc or /etc/X11. For XFree86 4.0.x, this file is sometimes called
XF86Config-4. Using two filenames allows you to easily maintain separate
configurations for XFree86 3.3.6 and 4.0.x. Keeping separate configurations
can be useful if you’re making the transition from the older X server to the
new one. The commercial X servers have their own configuration files, but
these files’ formats differ from that described here for XFree86. Consult the
package’s documentation for configuration details.

When you configure X, you provide information on the input devices (the
keyboard and mouse), the video card, and the monitor. Particularly impor-
tant is information on the monitor’s maximum horizontal and vertical
refresh rates; if this information is wrong or missing, you might not get a dis-
play. This information can be obtained from the monitor’s manual.

Methods of Configuring X

There are two methods available for configuring XFree86: by using config-
uration tools and by configuring manually. Configuration tools are pro-
grams that prompt you for information or obtain it directly from the
hardware and then write the XF86Conf1ig file, which is a standard plain-text
file like other Linux configuration files. Because this file is relatively com-
plex, it’s usually wise to begin with an automatic configuration, even if it’s
a flawed one. Manual configuration involves opening XF86Config in a text
editor and changing its settings using your own know-how. You can use this
method to tweak a working configuration for better performance or to cor-
rect one that’s not working at all. Either way, you may need to configure X,
test it, reconfigure X, test it, and so on for several iterations until you find a
configuration that works correctly.
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The X Configure-and-Test Cycle

If your X configuration isn’t working correctly, you need to be able to mod-
ify that configuration and then test it. Many Linux distributions configure

the system to start X automatically, however. Starting X automatically can
make it difficult to test the X configuration; to a new Linux administrator,
the only obvious way to test a new configuration is to reboot the computer.

A better solution is to kick the system into a mode in which X is not
started automatically. On most distributions, this goal can be achieved by
typing telinit 3. (In SuSE Linux, use telinit 2 instead.) This action sets
the computer to use runlevel 3 (or 2 for SuSE), in which X normally doesn’t
run. Chapter 6 covers the runlevel in more detail, but for now, know that set-
ting the system to a runlevel of 3 or 2 normally shuts down the X session that
launched automatically at system startup.

Once the X session is shut down, you can log in using a text-mode login
prompt and tweak your X settings manually, or you can use text-based X
configuration programs, as described shortly. You can then type startx to
start the X server again. If the results are as you desire, quit from X and type
telinit 5 (telinit 3 in SuSE) to restore the system to its normal X login
screen. If after typing startx you don’t get the results you want, you can try
modifying the system some more.

If X is working minimally but you want to modify it using X-based con-
figuration tools, you can do so after typing startx to get a normal X session
running. Alternatively, you can reconfigure the system before taking it out of
the X-enabled runlevel.

Another approach to restarting X is to leave the system in its X-enabled
runlevel and then kill the X server. The Ctrl+Alt+Backspace keystroke does
this on many systems, or you can do it manually with the ki1l command,
after finding the appropriate process ID with the ps command, as shown
below:

# ps ax | grep X
1375 ? S 6:32 /etc/X11/X -auth /etc/X11/xdm/authdir/
# kill 1375

This approach works better on systems that don’t map the running of X
to specific runlevels, such as Debian and its derivatives.
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Configuration Tools for XFree86 3.3.x

There are many configuration tools available for XFree86 3.3.x. Most dis-
tributions ship with at least one of these, often more:

xf86config This is the crudest of the XFree86 3.3.x configuration pro-
grams. It runs entirely in text mode, and it asks a series of questions
regarding your hardware and configuration preferences. Because of its
simple user interface, it can be used to create an initial X configuration.
xf86conf1igincludes no provision for correcting errors, though, so if you
mistype an entry, you must stop it and start again from scratch.

Xconfigurator This program runs in text mode when launched from a
text-based login. In some distributions, it runs in GUI mode when
launched from X. In either case, it uses menus to help you pick appropri-
ate settings, but it still steps you through the configuration in a fixed
order. As a general rule, it’s easier to use than xf86config. Recent ver-
sions support both XFree86 3.3.x and 4.0.x.

XF86Setup This program runs only in GUI mode, so it works only once
X is running at least minimally. Figure 2.16 shows it in operation. This

program can be used to reconfigure X from a working but non-optimal
mode. It allows you to move around the configuration as you see fit by

selecting any of the major systems from the buttons along the top of the
window (Mouse, Keyboard, Card, and so on).

As a general rule, Xconfigurator can be a good tool to use for configur-
ing a new system for the first time, and XF86Setup is good for adjusting
an existing system without digging into the XF86Conf1ig file.

Sometimes one configuration tool will produce a working X system but
another won't. This is particularly likely when using finicky hardware, such as
the LCD monitors used on notebook computers. If you can’t seem to get a
working X configuration out of one utility program, try another.
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FIGURE 2.16 XF86Setupletsyoujump aroundthe configuration optionsto set detailsin any
order you like.
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Configuration Tools for XFree86 4.0.x

At its first release, configuration utilities for XFree86 4.0.x were scarce;
however, matters have improved since then. There are now at least three util-
ities to help in XFree86 4.0 configuration, although not all distributions ship
with all of them:

XFree86 The XFree86 server itself includes the capacity to query the
hardware and produce an XF86Conf1ig file. To do so, type XFree86
-configure when no X server is running. The result should be a file
called /root/XF86Config.new. This file might not produce optimal
results, but it is at least a starting point for manual modifications.

Xconfigurator Recent versions of Xconfigurator can produce and
modify the XFree86 4.0.x XF86Config file format, as well as the 3.3.x
format of the file.

xf86cfg This is a utility that works only on XFree86 4.0.x. This pro-
gram is another that works only once X is already running. Its user inter-
face (shown in Figure 2.17), like that of XF86Setup, lets you jump around
to configure different elements in whatever order you like. In xf86cfg,
you right-click an icon and select the resultant Configure option to con-
figure an element, or you can select other options (Remove, Disable, and
so on) to perform other actions.
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FIGURE 2.17 xf86cfglets you configure XFree86 4.0.x using point-and-click operations.
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Some of these utilities try to edit the XF86Conf1g file, but others may be
smart enough to look for XF86Config-4 if that’s where your distribution
places the XFree86 4.0.x configuration file. If the utility finds the wrong file,
it will probably crash, so you may need to temporarily juggle files to get the
system to work.

Manually Editing the XF86Config File

Although some options have changed between XFree86 3.3.6 and 4.0.x, the
basics of the XF86Conf1ig file remain unchanged. This file consists of a num-
ber of labeled sections, each of which begins with the keyword Section fol-
lowed by the section name in quotes and ends with the keyword
EndSection. Between these two lines lie lines that define features relevant to
the configuration of that feature. There may also be comments, which are
lines that begin with pound signs (#). For instance, here’s a section that
defines where the computer can find certain critical files:

Section "Files"
RgbPath "/usr/X11R6/1ib/X11/rgb"
# Multiple FontPath entries are allowed
FontPath "/usr/X11R6/1ib/X11/fonts/75dpi"
FontPath "/usr/X11R6/1ib/X11/fonts/Typel"
EndSection
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The pages that follow tell you what sections and critical options within
these sections exist to modify XFree86’s operation. You should then be able
to edit the XF86ConT1ig file directly or use a configuration utility to do the
job. (The configuration utilities tend to use terminology that’s similar to that
used in the configuration file, so figuring out what to change with a utility
isn’t difficult if you know for what option you’re looking.)

If you have a working configuration, be sure to back up XF86Config before
modifying it. If you mistakenly delete or modify some critical line, you can
easily end up with a system that won’t start X at all, and without a backup or
a perfect memory of what you changed, it can be difficult to restore even a
partially functioning system.

Setting Miscellaneous Options

Some sections of the XF86Config file relate to miscellaneous options or
those that require just a handful of lines to set properly. (The big video sec-
tions often boast dozens of lines of configuration options.) Nonetheless, get-
ting these settings right is important to a functioning XFree86 system.

This section emphasizes the configuration of XFree86 4.0.x. Some 4.0.x con-
figuration lines begin with the keyword Option and enclose the option name
in quote marks. When configuring XFree86 3.3.x, you should omit the Option
keyword and the quote marks around the option name.

Configuring Paths
The Files section hosts information on the locations of important files. The
entries you’re most likely to change relate to the locations of X’s fonts. These
are handled through the FontPath option line. Examples of the use of this
line include the following:

FontPath "/usr/X11R6/1ib/X11/fonts/Typel"

FontPath "unix/:-1"

FontPath "tcp/fontserver.example.com:7101"

The first of these lines indicates a directory in which fonts may be found.
The second refers to a font server that runs locally, and is not accessible to
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other systems. The final line points to a font server that runs on another com-
puter (fontserver.example.com) on port 7101. A font server is a program
that delivers fonts to local or remote computers. Some Linux distributions
use font servers for local font handling, and networks sometimes use them to
reduce the effort of administering fonts. You don’t need to use a font server
if you don’t want to, but if your distribution uses a local font server by
default, you should leave its reference intact in XF86Conf1ig. A single
XF86Conf1ig file can have multiple FontPath lines; X searches for fonts
in each of the specified locations in order.

Configuring the Keyboard

The Keyboard section defines the operation of the keyboard in XFree86. In
most cases, there’s little need to modify most XF86Conf1ig keyboard settings.
One that you might want to change, however, is the AutoRepeat line. When
you press and hold a key, the system begins repeating it, as if you were
repeatedly pressing the key. This line controls the rate at which keys repeat
when running X. This line takes the form:

Option "AutoRepeat" delay rate

The delay is the time in milliseconds (ms), thousandths of a second,
before the system begins repeating a key, and rate is the interval between
repeats once they begin. For instance, if deTay is 500 and rate is 200, the
system waits 500ms after the key is first depressed, and thereafter produces
another character every 200ms (five per second) until you release the key.

Users can override the default keyboard repeat rate by setting this option
using a desktop environment’s control utilities or various other programs.

In some cases, you might also want to adjust the following lines:

Option "XkbModel" "pcl05"

Option "XkbLayout" "us"

These set the keyboard model and layout. The model relates to the num-
ber of keys and their placement, and the layout determines what character
each key produces. The layout is used to specify keyboards for different
nationalities or languages, which often contain slightly different key selections.
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Configuring the Mouse
The InputDevice section defines the mouse. This section is typically quite
short, as shown here:
Section "InputDevice"
Identifier "Mousel"

Driver "mouse"

Option "Protocol" "PS/2"

Option "Device" "/dev/psaux"

Option "Emulate3Buttons"

Option "Emulate3Timeout" "50"
EndSection

In XFree86 3.3.x, this section is called Pointer, and it lacks the Identifier and
Driver options.

Chances are you won’t need to modify the Identifier or Driver
options. The ProtocoT is the software protocol used by mice. It’s most often
PS/2, but it may be something else (such as Microsoft or Logitech), par-
ticularly for older serial mice. The Devi ce option points to the Linux device
file with which the mouse is associated. This is sometimes /dev/mouse,
which is a symbolic link to the real device file, such as /dev/psaux (for PS/
2 mice), /dev/usb/usbmouse (for USB mice), or /dev/ttySO0 or /dev/
ttyS1 (for serial mice). (Chapter 7 covers the /dev directory and its contents
in more detail.) EmuTate3Buttons tells XFree86 to treat simultaneous
presses of the two buttons of a 2-button mouse as if they were the third but-
ton, and Emulate3Timeout tells the system how close (in milliseconds) those
two presses must be. If the system has a 3-button mouse to begin with, these
options should be commented out or deleted.

X programs frequently use the middle button; for instance, text editors use it
for pasting text. Therefore, any Linux workstation should be equipped with a
genuine 3-button mouse rather than a 2-button device. Although the
EmuTlate3Buttons option allows you to use a 2-button mouse in Linux, doing
so is awkward.
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Setting Monitor Options

Some of the trickiest aspects of X configuration relate to the monitor
options. You set these in the Mon1i tor section, which has a tendency to be
quite large, particularly in XFree86 3.3.6. A shortened Monitor section
looks like this:

Section "Monitor"
Identifier "Iiyama"
ModelName 'VisionMaster Pro 450"
HorizSync 27.0-115.0
VertRefresh 50.0-160.0
# My custom 1360x1024 mode
Modeline "1360x1024" 197.8 \
1360 1370 1480 1752 \
1024 1031 1046 1072 -HSync -VSync

EndSection

The Identifier option is a free-form string that contains information
that’s used to identify a monitor in a later section. This later section links
together various components of the configuration. The Identifier can be
just about anything you like. Likewise, the Mode1Name option also can be
anything you like; it’s used mainly for your own edification when reviewing
the configuration file.

As you continue down the section, you’ll see the HorizSync and
VertRefresh lines, which are extremely critical; they define the range of
horizontal and vertical refresh rates that the monitor can accept, in kilohertz
(kHz) and hertz (Hz), respectively. Together, these values determine the
maximum resolution and refresh rate of the monitor. Despite the name, the
HorizSync item alone doesn’t determine the maximum horizontal refresh
rate. Rather, this value, the VertRefresh value, and the resolution deter-
mine the monitor’s maximum refresh rate. XFree86 selects the maximum
refresh rate that the monitor will support, given the resolution you specify in
other sections. Some X configuration utilities show a list of monitor models
or resolution and refresh rate combinations (such as “800 x 600 at 72 Hz”)
to obtain this information. This approach is often simpler to handle, but it’s
less precise than entering the exact horizontal and vertical sync values.
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Don't set random horizontal and vertical refresh rates; particularly on older
hardware, setting these values too high can actually damage a monitor. (Most
modern monitors ignore signals presented at too high a refresh rate.)

To settle on a resolution, X looks through a series of mode lines, which
are specified via the Mode11ine option. Computing mode lines is tricky, so I
don’t recommend you try it unless you’re skilled with such matters. The
mode lines define combinations of horizontal and vertical timing that can
produce a given resolution and refresh rate. For instance, a particular mode
line might define a 1024 x 768 display at a 90Hz refresh rate, and another
might represent 1024 x 768 at 72Hz.

Some mode lines represent video modes that are outside the horizontal or
vertical sync ranges of a monitor. X can compute these cases and discard the
video modes that a monitor can’t support. If asked to produce a given reso-
lution, then X searches all the mode lines that accomplish the job, discards
those that the monitor can’t handle, and uses the remaining mode line that
creates the highest refresh rate at that resolution. (If no mode line supports
the requested resolution, X drops down to another specified resolution, as
described shortly, and tries again.)

As a result of this arrangement, you’ll see a large number of ModeTine
entries in the XF86Config file for XFree86 3.3.x. Most end up going unused
because they’re for resolutions you don’t use or because your monitor can’t
support them. You can delete these unused mode lines, but it’s usually not
worth the bother.

XFree86 4.0.x supports a feature known as Data Display Channel (DDC).
This is a protocol that allows monitors to communicate their maximum hor-
izontal and vertical refresh rates and appropriate mode lines to the computer.
The XFree86 -configure command uses this information to generate mode
lines, and on every start, the system can obtain horizontal and vertical
refresh rates. The end result is that an XFree86 4.0.x system can have a sub-
stantially shorter Monitor section than is typical with XFree86 3.3.x.

Setting Video Card Options

Your monitor is usually the most important factor in determining your max-
imum refresh rate at any given resolution, but X sends data to the monitor
only indirectly, through the video card. Because of this, it’s important that
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you be able to configure this component correctly. An incorrect configura-
tion of the video card is likely to result in an inability to start X.

Choosing the Server or Driver

One of the most fundamental aspects of video card configuration is specify-
ing the correct server or driver. The server is most often selected via a sym-
bolic link—typically /usr/X11R6/bin/X or /etc/X11/X. This link points to
the actual X server, such as /usr/X11R6/bin/XFree86 for XFree86 4.0.x,
or a server whose name takes the form XF86_Driver for XFree86 3.3.x.

A symbolic link is a special type of file that contains no data itself but that
points to a file that contains the real data. These links are similar to shortcuts
in Windows, and can be created with the Tn command. Typeman 1n at a Linux
command prompt to learn more.

Sometimes, Linux configures itself to use a server such as XF86_VGA16,
which runs the system in a lowest-common-denominator 640 x 480 display
mode. The solution to this problem is to change the server link. Sometimes
you must do this manually, but sometimes installing a new server package
runs a post-installation script that will do the job automatically.

In XFree86 4.0.x, the XFree86 server program uses driver modules that
are stored in separate files. The server can’t determine what module is
required automatically, however. Instead, you must give it that information
in the XF86Conf1ig file. In particular, the driver module is set by a line in the
Devi ce section, which resembles the following:

Driver "ati'

This line sets the name of the driver. The drivers reside in the /usr/
X11R6/1ib/modules/drivers/ directory. Most of the drivers’ filenames
end in _drv.o, and if you remove this portion, you’re left with the driver
name. For instance, ati_drv.o corresponds to the ati driver.

The xf86¢fg utility provides a large list of chipsets and specific video card
models, so you can select the chipset or board from this list to have the utility
configure this detail.
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Setting Card-Specific Options
The Devi ce section of the XF86Conf1ig file sets various options related to
specific X servers. A typical Device section resembles the following:
Section "Device"
Identifier "ATI Mach64"
VendorName "ATI"
BoardName "Xpert 98"

Driver "ati"
VideoRam 8192
EndSection

The Identifier line provides a name that’s used in the subsequent
Screen section to identify this particular Device section. (XF86Conf1ig files
frequently host multiple Devi ce sections—for instance, one for a bare-bones
VGA driver and one for an accelerated driver.) The VendorName and
BoardName lines provide information that’s useful mainly to people reading
the file.

The Driver line, as described earlier, is used by XFree86 4.0.x to locate
the driver to be used. An XFree86 3.3.x XF86Conf1i g file won’t contain this line.

The VideoRam line is unnecessary with many servers and drivers because
the driver can detect the amount of RAM installed in the card. With some
devices, however, you may need to specify the amount of RAM installed in
the card, in kilobytes. For instance, the preceding example indicates a card
with 8MB of RAM installed.

Many drivers and servers support additional server-specific options.
These may enable support for features such as hardware cursors (special
hardware that allows the card to handle mouse pointers more easily) or
caches (using spare memory to speed up various operations). Consult the
XF86Config man page or other server-specific documentation for details.

Setting Screen Options
The Screen section ties together the other sections. A short example is:

Section "Screen"
Identifier "screenl"
Device "ATI Mach64"
Monitor "Iiyama"
DefaultColorDepth 16
Subsection "Display"
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Depth 8
Modes "1280x1024" "1024x768" "640x400"
EndSubsection
Subsection "Display"
Depth 16
Modes "1024x768" "800x600" "640x480"
Virtual 1280 1024
ViewPort 00
EndSubsection
EndSection

There are several key points in this section that should be emphasized:

= The Identifier specifies an overall configuration in XFree86 4.0.x.
In this version of XFree86, a configuration file can hold multiple
Screen sections, as described shortly. In XFree86 3.3.x, there’s no
Identifier line; instead, there’s a Driver line, which identifies the X
server (such as svga, vgal6, or accel; this last one stands in for all the
specialized accelerated servers, such as XF86_S3). When the 3.3.x
server reads the XF86Confiig file, it locates the appropriate Screen
section based on the Driver line.

= The Device and Moni tor lines point to specific Device and Monitor
sections, respectively.

= The DefaultColorDepth line specifies the number of bits per pixel to
be used by default. For instance, the preceding example sets this value
to 16, so a 16-bit color depth is used, resulting in 216, or 65,536, pos-
sible colors.

= Each Subsection defines a particular display type. These have asso-
ciated color depths (specified by the Depth line) and a series of reso-
lutions (specified by the Modes line). The system tries each resolution
specified by the Modes line in turn, until it finds one that works. There
are also various optional parameters, such as Vi rtual (which defines
a virtual screen that can be larger than the one that’s actually dis-
played) and ViewPort (a point within that virtual display at which the
initial display is started).

In XFree86 4.0.x, one final section is required: the ServerLayout section.
This section consists of lines that identify the default Screen section and link
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it to mouse and keyboard definitions. (In 3.3.x, only one mouse and key-
board may be defined; but 4.0.x is more flexible in this respect.) For instance,
a typical configuration will include a ServerLayout section resembling the
following:

Section "ServerLayout"
Identifier "Tlayoutl"
Screen "screenl”
InputDevice "Mousel' "CorePointer"
InputDevice "Keyboardl" "CoreKeyboard"
EndSection
Normally, an XF86Conf1ig file for 4.0.x will have just one ServerLayout
section, but by passing the -Tayout parameter to XFree86, you can tell the
server to use a different ServerLayout section, if one is present. You might
use this to start X using a different mouse, for instance—say, a USB mouse
on a notebook rather than the built-in PS/2 touch pad.

Configuring Window Managers

As noted earlier in this chapter, a working X configuration consists of
many separate components. These components are selected by various people:
the programmer who wrote the software being run, the system administrator,
and even the user. You must understand how these components fit together
in order to effectively administer and use a Linux computer.

The X server lies at the foundation of the X hierarchy. It provides drivers
for the video hardware, mouse, and other peripherals, as well as basic low-
level graphics features including the ability to draw lines, circles, text, and so
on. It can also display windows, although a “raw” X window would barely
be recognizable as such to a user because it would lack the borders and drag
bars that are so integral to windows. This is where a second component
comes into play: the window manager.

Understanding the Role of the Window Manager

The window manager provides a means for users to control individual win-
dows. This tool surrounds an X window with a border, which is both deco-
rative and functional. The border may allow users to resize the window, and
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it typically includes a portion at the top or to the side that allows users to
drag the window around (the drag bar). Window managers also control
which window has focus—that is, which window accepts input from the
keyboard or mouse. There are several different focus models available, such
as focus-follows-mouse (you need only move a mouse over a window to give
it focus), click-to-focus (click in a window to give it focus), and so on. Most
window managers support at least two of these, although the most common
today is click-to-focus, which is also used by Microsoft’s Windows and
Apple’s MacOS. Likewise, window managers control when a window is
moved to the front of an overlapping stack of windows. This may occur
when a window is given focus, or it might require some other action.

In addition to handling individual windows, the window manager con-
trols the screen as a whole. Most window managers provide some form of
menu through which users can run programs and control aspects of the win-
dow manager’s operation. This menu might be a pop-up menu that appears
when the user right-clicks the desktop (any part of the screen that’s not cov-
ered by a window or other object); or it could be accessible through an icon
that’s permanently visible, typically in the lower-left corner of the screen.
Either way, users can customize this feature by editing configuration files in
their home directories—to add programs to a program launch menu, for
instance.

Many Linux window managers include a pager function. This feature
allows you to maintain several workspaces and switch between them by
clicking a button or selecting an option from a menu. You might have one
workspace in which you run a word processor, another in which your Web
browser runs, and a third with programming tools. A pager can be a great
way to reduce clutter while still running many programs.

Many window manager features, such as pagers and program-launch tools,
are also provided by other programs, such as desktop environments
(described shortly).

Window managers differ from one another in how elaborately they sup-

port various roles. Some window managers are bare bones and provide only
very simple controls. Others provide elaborate menus, pagers, and so on. As
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a result, window managers can differ substantially in overall appearance and
functionality. Figures 2.18 and 2.19 illustrate how different two window
managers can be. Figure 2.18 shows IceWM using its Helix theme (this is the
window manager used for most screen shots in this book), while Figure 2.19
shows the WMX window manager. IceWM sports a “task bar” at the bot-
tom of the screen that includes buttons for launching programs and switch-
ing to windows even if they’re completely obscured. WMX features an
unusual side-mounted drag bar and very minimalistic window controls.
Note that the contents of the windows (including the menus in the Opera
Web browser window) are identical, except for the fact that the clock shows
a different time in the two screen shots. The window manager does 7ot man-
age the contents of windows—that detail is left to the program and its widget
set, as described shortly.

FIGURE 2.18 IceWM isin many ways a typical window manager that provides popular
window controls.
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FIGURE 2.19 WNMX provides few controls and uses unusual side-mounted drag bars.
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Common Window Managers for Linux

Linux supports a wide array of window managers. An excellent site for
learning about the available choices is the Window Managers for X Web
page (http://www.plig.org/xwinman). Some of the more popular choices
today include the following:

KWM The K Window Manager (KWM) is part of the K Desktop Envi-
ronment (KDE), described shortly. Because of KDE’s popularity, KWM is
a very common window manager in Linux, although it’s seldom used
except as part of KDE. The KDE Web site, http://www.kde.org,
includes information on KWM.

Sawfish Sawfish (formerly known as Sawmill) is the default window
manager in the GNU Network Object Model Environment (GNOME)
versions 1.2 and later, but it’s available and is often used separately. You
can learn more at http://sawmill.sourceforge.net

Enlightenment This is a window manager that’s designed with maxi-
mum graphical configuration in mind—it’s possible to make Enlighten-
ment look like just about anything. It was the default window manager in
GNOME 1.0 and 1.1. The Enlightenment Web site is http://www
.enTightenment.org.
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IceWM This window manager aims to be fairly small but provide the
most commonly desired features, such as a pager and some customizabil-
ity of appearance. Although not the default, it integrates well with
GNOME. You can read more at http://icewm.sourceforge.net.

Window Maker Window Maker takes its inspiration from the old
NeXT computer’s interface, although it doesn’t provide anything
remotely resembling NeXT compatibility to a Linux system. Like Ice WM,
it aims to be small but functional, and integrates well with GNOME. It
can also work as a KDE window manager. The official Window Maker
Web page is http://www.windowmaker.org.

This list is far from comprehensive. Some window managers, such as the
venerable FVWM and TWM, were popular once but are no longer the
default on most systems. Others, such as WMX, have never been popular but
may offer something desirable to at least some users.

Which window manager is best? That’s like asking which fruit is best.
Although you can certainly apply objective measures to window manager
evaluation, in the end it’s subjective matters that are important. For instance,
do you find the configuration file format intuitive? Do you like the window
manager’s focus policies? Does it integrate with your desktop environment
(if you use one)? As a user, your best bet is to try several window managers
until you find one you like. As a system administrator, you should probably
provide several options to your users, although doing so can increase your
workload—if a user comes to you with a window manager problem, you’ll
need to know how to solve that problem, which could be unique to just one
window manager.

Running a Window Manager

The first step in running a window manager is installing it. If you installed
X on your system, you almost certainly also installed at least one window
manager, whether you knew it or not. In fact, if the computer boots into X
mode and you can log in and see window borders, or if you can boot in
text mode and type startx and see windows with borders, then a window
manager is automatically running. This is normal on most systems; default
X login scripts include calls to a standard window manager.

Assuming you want to explore window manager options or provide more
choices to your users, though, you should check to see what’s currently
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FIGURE 2.20

installed, or try installing or updating window managers. The Window Man-
agers for X Web site, mentioned earlier, is a good source of leads to new win-
dow managers. Most window manager Web sites include binary files you
can install using rpm, dpkg, or tar, as described in Chapter 3.

Window managers are run by users, or at least by users’ startup scripts.
Therefore, as a system administrator, you don’t normally need to modify any
settings to make window managers available. You can, however, change the
default window manager. How you do this varies from one system to
another. Files that might set this include /etc/X11/Xconfig, /etc/X11/
xinit/xinitrc, /etc/X11/xdm/Xsession, and /etc/sysconfig/desktop.

When a system uses the K Desktop Manager (KDM) or GNOME Desktop
Manager (GDM) program as a GUI login program, as is common for sys-
tems that start directly into X, the KDM or GDM program provides a way
for users to select the default login environment. For instance, Figure 2.20
shows a KDM login dialog box. Users can select a desktop environment or
window manager from the Session Type menu.

The GDM and KDM programs both provide users with a way to select the
login environment.

Welcome to nessus

Loging ‘r‘ﬂdsmith

Passuord: ‘

Session Tupe! I'H Go! H Cancel || Guit |

If the login screen doesn’t give the window manager options you want,
you can usually modify a user’s login files to get the job done. Common X
login scripts include .xsession and .X1ogin for GUI logins, and .xinitrc
when starting X from a text-mode login. You may need to modify different
files depending upon the login option chosen. These scripts include a series
of commands to be run when logging in. As scripts, they must normally be
executable, as described in “File Permissions” in Chapter 4. They can be
modified to launch the desired window manager as the last item run. For
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instance, the following script launches an xterm window and the WMX win-
dow manager:

xterm &

wmx

It’s important to note that most commands before the window manager
command must be followed by an ampersand (&). This tells Linux to launch
the program and move on to the next command before the first one finishes.
The window manager command should normally zot include an ampersand,
though. This way, Linux logs the user out when the user quits from the win-
dow manager. (All window managers include some sort of quit command.
Today, many of these appear on a menu as “log out.”)

Understanding Widget Sets

Figures 2.18 and 2.19 illustrate the effects of two window managers
on the appearance of Linux programs. Another important determinant of
how a program appears on screen and behaves is the widget set it uses. This
is a set of programming tools that builds upon what’s provided by X. Widget
sets provide programmers with easy ways to display menus, dialog boxes,
and the like—in short, most controls inside a window. As such, they greatly
influence the overall feel of programs written for X.

Most OSs provide the functionality that’s part of a Linux widget set in the
OS itself, but in Linux these features are separate. Therefore, two different
Linux programs can use different widget sets, and as a consequence, they will
have very different appearances and behaviors. One might have menu bars
that use a large font and require you to hold the mouse button to select menu
items, whereas another might use small fonts and require you to click, but
not hold, the mouse button to select items. Differences such as these can be
confusing to Linux newcomers.

Fortunately, Linux programmers are increasingly shifting to just two wid-
get sets: Qt (http://www.trolltech.com) and GTK+ (http://www.gtk
.org). Although these widget sets differ from each other, they’re more sim-
ilar than are some other X widget sets, so as programmers increasingly use
these two, the overall consistency of Linux programs improves. Other wid-
get sets that enjoy some degree of popularity include Motif (http://www
.opengroup.org/motif), which has long been popular among commercial
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Unix and Linux programs; LessTif (http://www.lesstif.org), a fully
open source clone of Motif; and Athena, which is part of the standard col-
lection of programs associated with X.

As a system administrator or user, you have no control over the widget set
a program uses, unless you want to rewrite the program to use a different
widget set. The program’s author decides on a widget set, and changing it
can be a tedious proposition. As a system administrator, though, you may
need to install the widget set itself. Many widget sets ship as libraries, which
are files that provide code in support of other programs. Several programs
can use a single library, thus saving disk space and memory. If a program
uses a given widget set and is dynamically linked to that widget set, that
means you must have the library installed on your computer. Programs can
also be statically linked to a library, meaning that the relevant library calls
are included as part of the program’s main file. This latter approach is most
common with Motif programs.

GNOME uses GTK+, and KDE is built on Qt. As a result, people often refer to
programs as “GNOME programs” or “KDE programs,” when in fact the pro-
grams merely use GTK+ or Qt. It's usually possible to use a Qt program within
GNOME, or a GTK+ program in KDE; you just need the appropriate libraries

installed. A few programs, however, rely upon other elements of the desktop
environment. These may or may not work in another environment. If they do,
they’ll require that additional parts of the competing environment be installed.

Configuring Desktop Environments

A window manager is a useful tool, but by no means does it create a
complete GUI experience. Users of computers running MacOS, Windows,
0S/2, or most other GUI environments are accustomed to having a variety
of tools at hand. These include a file manager (for copying files, launching
programs, and so on), small utility programs (a text editor, calculator, and
the like), system configuration tools (to set keyboard repeat rate, default
fonts, and so on), and assorted other miscellaneous tools. Although pro-
grams like these are available in Linux, they don’t always work together
well. For instance, default fonts set in one program might not be used in
another.
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The desktop environment takes care of these needs. A desktop environ-
ment is an integrated suite of programs designed to provide all the creature
comforts users of other GUI OSs are accustomed to having at their fingertips.
A desktop environment builds from a window manager, adding utility and
configuration programs to make a comfortable working environment.

Common Desktop Environments for Linux

Several desktop environments are available in Linux, the most common of
which are listed below:

KDE KDE (http://www.kde.org) is probably the most popular desk-
top environment in Linux. It’s built upon its own window manager,

KWM, and the Qt widget set. KDE is in the 2.1 series in mid-2001, and
it is fairly advanced and complete. Most Linux distributions favor KDE.

GNOME GNOME (http://www.gnome.org) is KDE’s principal com-
petitor. It’s the default desktop environment for a few distributions,
including Red Hat and Debian. GNOME is built upon GTK+, and uses
the Sawfish window manager in its 1.2 incarnation. GNOME is not quite
as polished as is KDE (GNOME is newer), but the two are very close.

CDE The Common Desktop Environment (CDE) is a commercial desk-
top environment common on commercial Unix systems. It’s built on the
Motif widget set. A Linux incarnation is available as DeXtop from Xi
Graphics (http://www.xig.com).

XFce This is an open source desktop environment modeled after CDE,
but it uses the GTK+ widget set. It’s not as complete as KDE or GNOME, but
it’s also less disk- and RAM-intensive. You can find out more at http://
www.xfce.org.

Most distributions ship with both the KDE and GNOME desktop envi-
ronments, although as just noted, most distributions make one or the other
the default, and put more effort into getting the configuration of the default
environment right. Except for CDE, all of these environments are open
source software, so obtaining and distributing them isn’t a problem.

As a system administrator, your biggest choice with respect to desktop
environments is which ones to support. You can install more than one desk-
top environment on a computer, and you can allow users to select between
them when they are logging in, as described earlier with respect to window
managers. Installing multiple desktop environments, however, can take a
heavy toll on disk space. Both GNOME and KDE, for instance, can easily
consume well over 100MB of disk space. On the other hand, an increasing
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number of applications require substantial subsets of one or the other envi-
ronment installed, even if the application isn’t officially part of either KDE
or GNOME.

Running a Desktop Environment

From both the system administrator’s and the user’s point of view, running
a desktop environment is done in much the same way as one runs a window
manager. KDM and GDM login programs may be configured to start desk-
top environments. If a user has a customized login script, you can include the
startkde or startgnome commands in it to start KDE or GNOME, in place
of a call to a simple window manager, as described earlier.

Both KDE and GNOME include the ability to run associated programs
from menus located in the lower-left corner of the screen. The KDE menu
resembles a K, and the GNOME menu looks like a G-shaped footprint. Not
all the programs listed on these menus are associated with their respective
desktop environments, but many of them are. Browse through the options to
learn what they are. Some options allow you to configure features of the
desktop environment itself. In particular, the GNOME Control Center and
the KDE Control Center both let you obtain information on your system’s
hardware and adjust your environment (features like your keyboard repeat
rate, screen saver, and so on).

Although desktop environments aim to provide a friendly interface for
new Linux users, they rely upon textual configuration files similar to those
used by other Linux programs. KDE’s settings are stored in the . kde subdi-
rectory of the user’s home directory, and GNOME uses . gnome for this pur-
pose. In principle, you can change your desktop environment’s operation by
editing these files directly. In most cases, though, it’s easier to use the GUI
configuration tools provided for this purpose. If an environment behaves
strangely or won’t start, deleting the entire set of configuration files might
help—but this action will result in the loss of any customizations the user
may have created. You might try renaming the backup directory; that way
you can restore individual configuration files, if you know of specific files
that might otherwise be tedious to recover.
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Mixing and Matching Desktop Environment Components

Although KDE, GNOME, CDE, and XFce are all designed to be integrated
environments, it’s possible to mix and match components from all these sys-
tems. For instance, you might want to use KDE’s audio CD player but
GNOME’s mixer (to control the volume of CDs you play). This is certainly
possible. The main drawback is that you’re likely to lose some functionality
because the programs may not interact with each other as well as they might.
For instance, a personal scheduler program and e-mail utility might share a
contact database if designed to do so; but if you mix and match components,
chances are you’ll lose the ability to share this file.

In fact, it’s possible to build your own environment from bits and pieces
of others, as well as from unaffiliated programs. This approach can actually
save memory because you’re not likely to expend RAM on tools and features
you never use. On the other hand, mixing and matching components in this
way will sacrifice functionality, as just described.

Whether it’s done with individual components or to generate an entirely
unique desktop environment, mixing and matching components is some-
thing that you need not be concerned with as a system administrator. It’s
individual users who will do this.

Summary

The Linux installation process involves implementing many of the
decisions you made when planning the installation (Chapter 1). You must
run the Linux installer, choose the broad outlines of how you want to install
(text, GUI, etc.), set assorted options, choose packages, and set the installer
running. If all goes well, when the installer has done its job, you can reboot
the computer into Linux.

After doing a basic Linux installation, the main task that may remain is to
configure X. Although the installation usually tries to do this, it doesn’t
always succeed, or it may create a suboptimal configuration. You can use
utilities or edit the XF86Conf1ig file by hand to optimize your X configuration.

In addition to doing basic X configuration, you may want to change the
default choices for window managers and desktop environments. These
tools sit atop X in the GUT hierarchy, and they provide user interface and
control elements that X doesn’t provide. These elements can be configured
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on a user-by-user basis, so a single Linux system can accommodate users
with different personal preferences.

Exam Essentials

Describe when it’s most appropriate to use CD-ROM and network
installations. CD-ROM installations are most convenient when install-
ing to systems with poor network connectivity or when you have a CD-
ROM and want to install quickly. Network installations are convenient
when you are installing several systems simultaneously or when you don’t
have a Linux CD-ROM or a CD-ROM drive on the target system.

Ascertain what type of interaction is most appropriate during installation.
GUI- and text-based installations are good for when you are installing a
single system or when you are preparing a template for scripted installa-
tions with some distributions. Automatic scripted installations are conve-
nient when you are installing nearly identical systems on multiple
computers.

Explain why you might create user accounts at installation. Creating
one or more user accounts when installing Linux allows you to immedi-
ately use the computer after installation, thus making it useable more
quickly. Install-time user creation tools, however, don’t usually offer the
range of options available in normal user management tools.

Describe the reasons for choosing packages in groups or individually.
You can pick packages in groups, which saves you considerable time dur-
ing installation but will likely leave you to add and remove packages later.
Alternatively, you can pick individual packages at install time, which
lengthens the time required to configure the installation, but saves you
time in subsequent configuration.

Determine what video chipset your system uses. Many manufacturers
document the video card chipset in their manuals or on the product boxes.
You can also check the Microsoft Windows System control panel or visu-
ally inspect the board, if the manufacturer did not make the information
readily available.
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Summarize how X determines the monitor’s refresh rate. X uses the
monitor’s maximum horizontal and vertical refresh rates and a series of
fixed mode lines, which define particular timings for various video reso-
lutions. X picks the mode line that produces the highest refresh rate
allowed by the monitor at the specified resolution.

Describe the role of the window manager in X. The window manager
provides decorative and functional borders around windows. It also con-
trols the screen as a whole, providing some means of launching useful pro-
grams from menus.

Summarize the relationship between window managers and desktop
environments. A window manager is one component of a desktop envi-
ronment. Desktop environments also include file managers, configuration
tools, and various small utilities.

Commands in This Chapter

Command Description

xf86config Text-based XFree86 3.3.x configuration program

Xconfigurator Text- or GUI-based XFree86 3.3.x and 4.0.x
configuration program

XF86Setup GUIl-based XFree86 3.3.x configuration program

XFree86 XFree86 4.0.x server that can automatically produce its
own configuration file

xf86¢cfg GUI-based XFree86 4.0.x configuration program
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Key Terms

Before you take the exam, be certain you are familiar with the follow-

ing terms:
bad block K Desktop Environment (KDE)
Coordinated Universal Time mode line
(UTC)
creating a filesystem pager
Data Display Channel (DDC) proxy server
drag bar statically linked
dynamically linked widget set
focus X
font server X client
formatting X server
frame buffer X Window System
GNU Network Object Model XFree86

Environment (GNOME)

Greenwich Mean Time
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Review Questions

1. Which of the following best describes a typical Linux distribution’s
method of installation?

A.

The installation program is a small Linux system that boots from
floppy, CD-ROM, or hard disk to install a larger system on the
hard disk.

The installation program is a set of DOS scripts that copies files to
the hard disk, followed by a conversion program that turns the tar-
get partition into a Linux partition.

The installation program boots only from a network boot server to
allow installation from CD-ROM or network connections.

The installation program runs under the Minix OS, which is small
enough to fit on a floppy disk but can copy data to a Linux partition.

2. Which of the following is an advantage of a GUI installation over a
text-based installation?

A.

GUI installers support more hardware than do their text-based
counterparts.

GUI installers can provide graphical representations of partition
sizes, package browsers, and so on.

GUI installers can work even on video cards that support only
VGA graphics.

GUI installers better test the system’s hardware during the
installation.

3. When specifying a pointer type during installation, what information
must you provide? (Choose all that apply.)

A.
B.
C.
D.

Whether it’s a mouse or trackball
Whether it uses an optical or a mechanical mechanism
The type of interface it uses (PS/2, serial, or USB)

The number of buttons the pointer has
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4. Which of the following tools may you use when creating partitions for
Linux? (Choose all that apply.)

A.

Linux’s fdisk from an emergency disk, run prior to the system
installation

B. PowerQuest’s PartitionMagic, or similar third-party utilities

C. Disk Druid or another distribution-specific install-time utility

D. The DOS FORMAT utility, run prior to the system installation

5. What mount point should you associate with swap partitions?

A.

B
Cc
D

/

. /swap

. /boot

. None

6. What does a bad block check do?

A.
B.

D.

It verifies that the data written to disk during installation is correct.

It checks for hard disk sectors that are unreliable and ensures they
aren’t used.

It checks dependency information in packages for internal
consistency.

It looks for runs of disk sectors holding lost data.

7. Why is it important to set the root password during system installa-
tion or immediately thereafter?

A

. A system without a root password is comparatively easy to
break into.

The root password must be set for the system to mount the root
filesystem.

The root password must be set before regular user accounts can be

defined.

The root password must be set before regular user passwords can
be set.
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your installation allows for the entry of dialup PPP account infor-

mation, what type of information are you likely to be required to
enter? (Choose all that apply.)

A
B
Cc
D

. One or more dialup telephone numbers
. The name of the ISP you use
. An account name and password

. Your IP address as assigned by the ISP

9. Why might you delay creating most user accounts until after installing
the system?

A.

User accounts created during system installation are inherently
insecure.

Accounts created during installation are good for only one login
before they’re deleted.

There are more options available for account creation using regu-
lar utilities than install-time utilities.

You can use MDS password storage only on accounts created after
system installation.

10. What is a disadvantage of selecting packages by groups during
installation?

A.
B.
C.

D.

To later uninstall a package, you must uninstall the entire group.
The packages included in package groups are often incomplete.

Installing package groups often installs packages you don’t want
or need.

Package groups cannot easily be upgraded at a later date.

11. What types of information are typically revealed by installation log
files? (Choose all that apply.)

A
B
Cc
D

. The name of the computer’s manufacturer
. The names of packages installed
. Comments you enter regarding specific packages

. Errors related to the installation of specific packages
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12.

13.

14.

15.

Which of the following is the most useful information in locating an X
driver for a video card?

A. The interrupt used by the video card under Microsoft Windows
B. Markings on the video card’s main chip

C. Whether the card uses the ISA, VLB, PCI, or AGP bus

D. The name of the video card’s manufacturer

Which of the following is true of XFree86 installation?

A. You must rebuild XFree86 from source if you don’t install it with
the rest of the system.

B. Most distributions can install XFree86 along with the rest of the
system software.

C. If you change your video card, you must reinstall all of XFree86.

D. XFree86 3.3.6 and 4.0.x installations cannot coexist on one
computer.

When you configure an X server, you need to make changes to con-
figuration files and then start or restart the X server. Which of the fol-
lowing can help streamline this process?

A. Shut down X by switching to a runlevel in which X doesn’t run
automatically, then reconfigure it and use startx to test X startup.

B. Shut down X by booting into single-user mode, then reconfigure it
and use telinit to start X running again.

C. Reconfigure X, then unplug the computer to avoid the lengthy
shutdown process before restarting the system, and X along with it.

D. Use the startx utility to check the X configuration file for errors

before restarting the X server.

Which of the following summarizes the organization of the
XF86Config file?
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A. The file contains multiple sections, one for each screen. Each sec-
tion includes subsections for individual components (keyboard,
video card, and so on).

B. Configuration options are entered in any order desired. Options
relating to specific components (keyboard, video card, and so on)
may be interspersed.

C. The file begins with a summary of individual screens. Configura-
tion options are preceded by a code word indicating the screen to
which they apply.

D. The file is broken into sections, one or more for each component
(keyboard, video card, and so on). At the end of the file, there are
one or more sections that define how to combine the main sections.

16. What is an advantage of a font server?
A. It provides faster font displays than is otherwise possible.
B. It can simplify font maintenance on a network with many X servers.

C. It’s the only means of providing TrueType font support for
XFree86 4.0.x.

D. It allows the computer to turn a bitmapped display into an ASCII
text file.

17. A monitor’s manual lists its range of acceptable synchronization val-
ues as 27-96kHz horizontal and 50-160Hz vertical. What implica-
tions does this have for the resolutions and refresh rates of which the
monitor is capable?

A. The monitor can run at up to 160Hz vertical refresh rate in all
resolutions.

B. The monitor can handle up to 160Hz vertical refresh rates depend-
ing upon the color depth.

C. The monitor can handle up to 160Hz vertical refresh rates depend-
ing upon the resolution.

D. The monitor can handle vertical resolutions of up to 600 lines
(96,000 + 160), but no more.

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

156 Chapter 2 - Installing Linux

18. In what section of XF86Conf1ig do you specify the resolution that you
want to run?

A.

In the Screen section, subsection Display, using the Modes option

. In the Monitor section, using the ModeTine option

B
C.
D

In the Device section, using the Model1ine option

. In the DefauTtResolution section, using the Define option

19. Which major Linux desktop environment is a commercial package?

A.
B.
C.
D.

KDE
GNOME
CDE
XFce

20. Which of the following should be true when running programs from
one desktop environment in another?

A.

You must install necessary support libraries (such as GTK+ librar-
ies for GNOME programs) on the computer.

You must configure the two environments with the same defaults
for keyboard repeat rate, mouse tracking speed, and so on.

You must configure the target program in its parent environment;
thereafter, it can be run from other environments without problems.

You must launch the program from the parent environment’s file
manager.
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Answers to Review Questions

1. A. Most Linux distributions use installation programs written in
Linux, not in DOS or Minix. The system usually boots from floppy or
CD-ROM, although other boot media (such as hard disk or even net-
work) are possible.

2. B. A bitmapped display, as used by a GUI installer, can be used to
show graphical representations of the system’s state that can’t be done
in a text-mode display. Text-based installers actually have an edge in
hardware support because they can run on video cards that aren’t sup-
ported by X.

3. C,D. The interface and number of buttons are important to mouse
configuration. The form (mouse, trackball, touch pad, etc.) and
underlying technology (optical, mechanical, etc.) are unimportant to
Linux, and so they do not need to be specified.

4. A,B,C. You can usually define partitions using just about any tool
that can create them, although with some tools (such as DOS’s
FDISK), you may need to change the partition type code using Linux
tools. The DOS FORMAT utility is used to create a FAT filesystem, not
define a partition.

5. D. Swap partitions aren’t mounted in the way filesystems are, so they
have no associated mount points.

6. B. Asa hard disk ages, its magnetic properties degrade, resulting in
sectors becoming unreliable. A bad block check looks for this condi-
tion to improve the reliability of data storage by avoiding afflicted sec-
tors. When a disk begins to accumulate bad blocks, though, chances
are other blocks will soon go bad, so the disk is better off being
replaced.

7. A. Ifthe root password isn’t set, anybody who has physical access to
the computer or who can log into a regular account can do anything
they like to the computer’s configuration. The root password is no¢
required to mount the root filesystem, nor is it required to configure
regular user accounts or passwords.
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8.

10.

11.

12.

13.

A, C. PPP dialup configuration requires the telephone number the
computer will call, an account name, and a password. PPP does not
require the ISP’s name. Although PPP does permit static IP address
assignment, this information is usually provided automatically by
the ISP.

C. Regular account creation tools provide numerous options to cus-
tomize and fine-tune the accounts they create. Most of these options
are missing from the install-time account creation tools.

C. Package groups are groups of packages that fill some role on the
system. You may need only some of the individual packages, so install-
ing the entire group can waste disk space that might be better devoted
to other purposes.

B, D. The installation log file typically summarizes the packages
installed, including their names and any errors that were encountered
when the packages were installed. Linux doesn’t know or care about
the name of the computer’s manufacturer, and you don’t enter com-
ments on specific packages.

B. Markings on the video card’s main chip typically include a name
or number for the chipset; this is what you need in order to locate an
X driver for the card. The video card’s manufacturer name might or
might not be useful information. If it proves to be useful, you’d also
need a model number. The interrupt used by the video card in Win-
dows is irrelevant. The card’s bus can narrow the range of possibili-
ties, but it isn’t extremely helpful.

B. Linux installation routines normally include the ability to install
and configure XFree86. If you fail to do this, you can usually install a
pre-built binary version of the software; you don’t need to rebuild
from source code. The main XFree86 4.0.x package includes all driv-
ers, so there’s no need to reinstall it if you change a video card. Even
3.3.6 is broken into several packages, and some drivers work on mul-
tiple cards. 3.3.6 and 4.0.x servers can both exist on one computer,
although normally only one runs at a time.
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14. A. Onmost Linux systems, some runlevels don’t run X by default, so
using one of them along with the startx program (which starts X
running) can be an effective way to quickly test changes to an X con-
figuration. The telinit program changes runlevels, which is a
lengthy process compared to using startx. Unplugging the computer
to avoid the shutdown process is self-defeating since you’ll have to suf-
fer through a long startup (unless you use a new journaling filesystem),
and it can also result in data loss. The startx utility doesn’t check the
veracity of an X configuration file; it starts X running from a text-
mode login.

15. D. The XF86Conf1ig file design allows you to define variants or multiple
components and easily combine or recombine them as necessary.

16. B. By maintaining fonts on one font server and pointing other X serv-
ers to that font server, you can reduce the administrative cost of main-
taining the fonts on all the systems. Font servers do not produce faster
font displays than X’s local font handling; if anything, the opposite is
true. XFree86 4.0 added native TrueType font support, but
XFree86 3.3.6 and earlier didn’t include it by default. Converting a
bitmapped display into ASCII text is a function of optical character
recognition (OCR) software, not a font server.

17. C. Thevertical refresh rate range includes a maximum value, but that
value may be reduced when the resolution and vertical refresh rate
would demand a higher horizontal refresh rate than the monitor can
handle. In practice, it’s usually the horizontal limit that’s most impor-
tant, at least when running at typical resolutions. The color depth is
irrelevant to this computation.

18. A. The Model1ine option in the Monitor section defines one possible
resolution, but there are usually several ModeT1ine entries defining
many resolutions. The Model1ine option doesn’t exist in the Device
section, however, nor is that section where the resolution is set. There
is no DefaultResolution section.

19. C. KDE, GNOME, and XFce are all covered under open source
licenses. CDE is a commercial package that’s common on commercial
Unix systems, and which is also available for Linux.
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20. A. Programs usually rely upon separate library files to provide nec-
essary functions. KDE and GNOME are built upon different libraries
(Qt and GTK+, respectively), so when running a program from one
environment in another, you must ensure that the correct libraries are
installed.
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Software Management

THE FOLLOWING COMPTIA OBJECTIVES ARE
COVERED IN THIS CHAPTER:

v' 1.7 Identify strengths and weaknesses of different distributions
and their packaging solutions (e.g., tar ball vs. RPM/DEB).
v" 1.9 Identify how the Linux kernel version numbering works.

v' 2.15 Explain when and why the kernel will need to be
recompiled.

v' 2.16 Install boot loader (e.g., LILO, MBR vs. first sector of boot
partition).

v' 2.17 Install and uninstall applications after installing the
operating system (e.g., RPM, tar, gzip).

v' 2.19 Validate that an installed application is performing
correctly in both a test and a production environment.

3.10 Reconfigure boot loader (e.g., LILO).
4.10 Use common shell commands and expressions.

4.12 Create, extract and edit file and tape archives using tar.

RN NN

5.5 Download and install patches and updates (e.g.,
packages, tgz).
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anaging installed software involves a wide variety of
tasks, many of which are specific to particular types of software or even spe-
cific packages. Other chapters cover some specific examples, such as X Win-
dow System configuration (covered in Chapter 2, “Installing Linux”) or
network client and server configuration (Chapter 5, “Networking”). This
chapter covers the mechanics of package installation in general, using any of
three common packaging schemes. Because of the importance of shell com-
mands in package management and other day-to-day Linux administration,
this chapter begins with a look at the use of shells.

One particular program deserves special attention in package installation,
and that’s the Linux kernel. Although it’s sometimes possible to upgrade the
kernel just as you would any other program, it’s often beneficial to do it by
recompiling the kernel from scratch. Even when you don’t do this, you may
need to modify the way the kernel is loaded, through a boot loader program.
This chapter covers these issues as well.

Basic Command Shell Use

A shell is a program that allows you to interact with the computer by
launching programs, manipulating files, and issuing commands. If you’ve
read Chapter 2, this may sound a lot like the definition presented there of a
desktop environment or file manager, and in some sense, these programs are
graphical shells. The term shell is most often applied to text-based programs,
though, and that’s what’s described in this section—text-based programs
used to control a Linux system. Even if you prefer to use a GUI environment,
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it’s important that you understand basic shell use because the shell provides
the user interface that’s most consistent across distributions and other envi-
ronments. You can also use text-based shells through text-mode network
connections. Once you’ve started a shell, you can view and manipulate files
and launch programs.

Starting a Shell

Linux supports many different shells, although precisely which ones might
be installed varies from one distribution to another. The vast majority of
Linux systems include bash, which is usually the default shell for new users.
Another common shell is known as tcsh, and many others, such as zsh, csh,
and ash, are also available. Most shells are similar in broad strokes, but
some details differ.

There are many different ways to start a shell, most of which are at least
partially automatic. The most common methods include the following:

Logging in at the text-mode console If you log into the computer using
a text-mode console, you’ll be greeted by your default shell, as it is set in
your user account information (see Chapter 4, “Users and Security”).

Logging in remotely Logging in remotely via Telnet, the Secure Shell
(SSH; despite the name, SSH is not a shell in the sense discussed here, but
it will start one automatically), or some other remote text-mode login tool
will start a shell.

Starting an xterm An xterm is a GUI program in which text-based pro-
grams can run. By default, xterms usually start your default shell unless
told to do otherwise. The section “Launching an Xterm” in Chapter 6,
“Managing Files and Services,” discusses xterms in more detail.

Explicitly launching a shell You can start one shell from within
another. This can be helpful if you find you need features of one shell but
are running another. Type the new shell’s name to start it.

When you start a shell, you’ll see a command prompt. This is one or more
characters that indicate the shell is waiting for input. Although not universal,
command prompts often include your username, the computer’s hostname,
or the directory in which the shell is operating. For instance, a command
prompt might resemble the following:

[rodsmith@nessus /mnt]$
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TE

Although not a universal convention (it can be set in a user’s shell config-
uration files), the final character is often a dollar sign ($) for ordinary users
or a pound sign (#) for root. This serves as a visual indication of superuser
status; you should be cautious when entering commands in a root shell,
because it’s easy to damage the system from such a shell. (Chapter 4 dis-
cusses root and its capabilities in more detail.)

This book includes command examples on separate lines. When the com-
mand is one that an ordinary user might issue, it's preceded by a $ prompt;
when only root should be issuing the command, it’s preceded by a # prompt.
Because the username, computer name, and directory are usually unimpor-
tant, this information is omitted from the prompts printed in this book. The
prompts are also omitted from command examples within a paragraph of text.

Viewing Files and Directories

When using a shell, it’s often necessary to see the files in a given directory.
This task is accomplished with the 1s command, which displays the contents
of either the current directory or the directory you name after the command.
(If you list a file, it shows only that filename.) It’s used like this:

$ 1s /var

arpwatch db  Tocal Togcheck opt spool www
cache ftp lock mail preserve tmp yp
catman Tib Tog nis run win4lin

By default, 1s creates a listing that’s sorted by filename. On some distri-
butions, 1s displays color-coded names so that you can easily identify direc-
tories and other important file types. The command accepts many parameters
that can modify its default behavior. One of the most common of these is
-1, which creates a long listing, like this:

$1s -1 t*

-rwxr-xr-x 1 rodsmith users 111 Apr 13 13:48 test

-rw-r--r-- 1 rodsmith users 176322 Dec 16 09:34 thttpd-
%,2.20b-1.1686.rpm

-rw-r--r-- 1 rodsmith users 1838045 Apr 24 18:52
G tomsrtbt-1.7.269.tar.gz

-rw-r--r-- 1 rodsmith users 3265021 Apr 22 23:46
Ltripwire-2.3.0-2mdk.i1586.rpm
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This output includes the permission strings, ownership, file sizes, and file
creation dates in addition to the filenames. This example also illustrates the
use of the * wildcard, which matches any string—thus, t* matches any file
that begins with t.

)’ Chapter 7, “Managing Partitions and Processes,” discusses the use of 1s in
‘&TE more detail.

To change to another directory, you should use the cd command. Type cd
followed by the name of the directory to which you want to change, thus:

$ cd /tmp

You can specify the target directory name either in absolute form (starting
with a / character), in which case the directory path is interpreted as being
relative to the root directory; or in relative form (without the leading /), in
which case it’s relative to the current directory. (These rules also apply to
specifying other filenames and directory names.)

If you want to view the contents of a file, you can do so in many different
ways. You can load it into a text editor, for instance. Another possibility is
to use either more or Tess. Both of these commands display a text file a page
at a time, but Tess is the more sophisticated program.

Manipulating Files

If you need to move or rename a file, you should use the mv command. This
command associates a new name (possibly in a different directory) with a
file. To use it, issue the command followed by the current filename followed
by a new filename or directory. (If you specify an existing directory without
a filename, mv uses the current filename but moves the file to the specified
directory.) For instance, take a look at the following;:

$ mv /tmp/somefile.txt tempfile.txt

This command moves somefile.txt from the /tmp directory to the cur-
rent directory and simultaneously renames it to tempfile. txt.

If you need to delete a file, you can do so with the rm command, which
removes the file. List one or more files you want deleted after the com-
mand, thus:

$ rm tempfile.txt anotherfile.*
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@:" Unlike the trash can icons that are common in GUI environments, rm doesn’t
ING allow you to undo a deletion. Therefore, you should be very careful when
using this command, particularly as root.

Chapter 7 includes expanded discussion of both the mv and rm commands.

Launching Programs

You can launch a program from a shell by typing its name. In fact, many
shell “commands,” including 1s and mv, are actually programs that the shell
runs. Most of these standard commands reside in the /bin directory, but
shells search all directories specified by the PATH environment variable (dis-
cussed in more detail in Chapter 6) for commands to run. If you type the
name of a program that resides in any directory on the path, the shell runs
that program. You can also pass parameters to a program—optional infor-
mation that the program can use in a program-specific way. For instance, the
names of the files to be manipulated are parameters to commands like mv and
rm. Many programs accept parameters that are preceded by one or two
dashes and a code, as in -r or -t time. Most parameters are case-sensitive;
in fact, many programs use upper- and lowercase versions of a parameter in
different ways.

Most text-based programs take over the display (the text-mode login, Tel-
net session, xterm, or what have you). Many show little or no information
before returning control to the shell, so you don’t really notice this fact.
Some programs, such as text-mode editors, truly control the display; they
may clear all the information that has previously appeared and fill the display
with their own information. Other programs may not clear the screen
entirely, or even display their own information, but they may take a long
time to operate. In some cases, you may want to retain control of your shell
while the program does its thing in the background. To do this, follow the
command with an ampersand (&). When you do this, the program you
launch will still be attached to the display from which it was launched, but
it shares that display with the shell. This works well for noninteractive pro-
grams but very poorly for interactive tools. For instance, suppose you have
a program called supercrunch that performs some lengthy computation but
requires no interaction from the user. You could launch it like this:

$ supercrunch &
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If supercrunch produces text-based output, it will appear on the screen,
but you’ll still be able to use the shell for other purposes. If you’ve already
launched a program and want to move it into the background, press Ctrl+Z.
This suspends the currently running program and returns you to the shell. At
this point, the program you’ve suspended will no¢ be doing any work. This
may be fine for a text editor you wanted to momentarily suspend or the like,
but if the program was performing computations that must continue, you
must take additional steps to see that this happens. You can type fg to return
to the suspended program, or bg to start it running again in the background.
The latter is much like appending an ampersand to the command name when
you launched it.

If you try to launch an X-based program, you must be running the shell
in an xterm, or possibly in some other way that allows X programs to run,
such as from another computer with its own X server and all appropriate
environment variables set to permit remote X program operation, as dis-
cussed in Chapter 5. If you try to launch an X program from a text-only
login, you’ll receive an error message along the lines of Can't open

display.
/ I,

Although X-based programs don’t normally produce text output, they do take
P over the terminal from which they were launched. If you want to continue to

use an xterm after launching an X-based program, follow its name with an
ampersand (&), as just described.

Shell Shortcuts

Linux shells permit some important operational shortcuts. One of the most
useful of these is the use of the Tab key for filename completion. Suppose you
want to move a file that’s called shareholder-report-for-2001.txt.
You could type the entire filename, but that can become quite tedious. Most
Linux shells, including the popular bash shell, support a feature in which hit-
ting the Tab key completes an incomplete command or filename, as long as
you’ve typed enough characters to uniquely define the file or command. For
instance, suppose that 1s reveals two files in a directory, thus:

$ 1s
share-price-in-2001.txt shareholder-report-for-2001.txt
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If you want to move the second file to another directory, you could type
mv shareh, then the Tab key. The shell will complete the filename, so your
command line will include the entire name. You can then type the destina-
tion directory for the file (possibly using filename completion to enter it more
efficiently, as well).

What happens when the characters you enter are #ot unique? In this case,
the shell completes as much of the job as it can. For instance, if you type mv
sh and then hit the Tab key, bash fills out the next three characters, so that
the command line reads mv share. Some configurations also display the pos-
sible completions at this point. (For those that don’t, pressing Tab again usu-
ally displays these completions.) If you then type either h or - and press Tab
again, bash completes the filename.

Another shortcut is the use of the up and down arrow keys to scroll
through previous commands. If you need to type two similar commands in
a row, you can type one, then hit the up arrow key to retrieve the previous
command. You can then use the left arrow or Backspace keys to move back
in the line to edit it (Backspace deletes characters, but the left arrow key
doesn’t). You can go back through several commands in this way, and if
you overshoot, you can use the down arrow key to retrieve more recent
commands.

These shortcuts, and other basic shell commands for that matter, are
extremely helpful in working with packages and other files. You can perform
many tasks with a file manager, of course, but text-based utilities like the rpm
and dpkg utilities discussed in this chapter were designed to be used from
shells. Because package filenames are frequently very long, using filename
completion can be particularly helpful with them.

Although not a shortcut in the same sense as using the Tab key, one par-
ticularly important tool is the Linux man page system. The man program
(short for “manual”) contains usage information on many Linux commands
and files. Type man followed by the command name to learn more about the
command, as in man mv. Linux man pages are usually written in a very suc-
cinct style; they aren’t intended as complete documentation, but rather as a
reference aid.
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Package Concepts

Any OS is defined largely by the files it installs on the computer. In the
case of Linux, these files include the Linux kernel; critical utilities stored in
directories like /bin, /sbin, /usr/bin, and /usr/sbin; and configuration
files stored in /etc. How those files came to reside in their locations is irrel-
evant to the identity of the computer as a Linux box, but this detail is criti-
cally important to the day-to-day duties of a system administrator. When an
updated version of a program is released, it’s extremely helpful to be able to
track down the installed version of the program, determine just what version
the installed program is, and update all the necessary files. A failure to do all
of this can leave a system with two copies of a program or its support files,
which can result in confusion. It’s also important that when you install a new
program, you not accidentally overwrite files that belong to another program.

In order to keep track of installed programs, documentation, and so on,
various package maintenance utilities have emerged. Some of these, such as
RPM and Debian package tools, are tightly woven into various Linux distri-
butions, thus providing a centralized mechanism for program updates.

File Collections

Most programs today consist of several files. Many programs come with one
or more documentation files, configuration files, and support programs. For
this reason, it’s long been common practice, on all platforms, to package
related files together in one carrier file. This carrier file typically uses com-
pression to save disk space and download time, and it may include informa-
tion on the placement of specific files once they’re extracted and installed on
the computer.

Linux package file formats all provide these useful features. A single pack-
age file may contain a single program file or dozens (even hundreds or thou-
sands) of files. A complete Linux distribution, in turn, consists of hundreds
of package files, all designed to coexist and even work together to provide
the features associated with Linux.

In addition to providing a common carrier mechanism for package trans-
port, the RPM and Debian package systems provide a means of recording
additional information about the package. This information includes a ver-
sion number, a build number, the name of the package maintainer, the date
and time of the package’s last compilation, the hostname of the computer
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that built the package, one or more descriptions of the package, and a few

other miscellaneous pieces of information. Typically, you can access all of

this information either before or after installing a package on the computer,
which can be quite helpful—you can read the package description to deter-
mine whether it’s really what you want to install, before you do so.

The Installed File Database

TE

One of the problems with a simple file collection mechanism is that there’s
no way to track what files you’ve installed, what files are associated with
other files, and so on. It’s easy for a system using such a simple package
mechanism to fall into chaos or collect detritus. A partial solution to these
problems is to maintain a centralized database of installed files. Both the
RPM and Debian systems provide this feature. With RPM, the database is
stored in the /var/1ib/rpmdirectory; for Debian packages, the database is
in /var/1ib/dpkg. These directories actually contain several files, each of
which tracks a different type of information. Tarballs, however, don’t sup-
port a package management database.

Tarballs are file collections created by the tar utility program. Although they
lack some of the features of RPM and Debian packages, they’'re more univer-
sally compatible, and they’re easier to create than are RPM or Debian pack-
ages. Chapter 5 covers tarballs, RPMs, and Debian packages in more detail.

Most people don’t need to understand the details of how the installed file
database works; this information is most useful to those who write the tools
or need to recover a seriously corrupted system. What is important are the
features that the database provides to a Linux system, which include those
listed here:

Package information The supplementary information associated with a
package—build date, description, version number, and so on—is copied
from the package file to the installed file database when you install the
package. This allows you to retrieve this information even if you delete
the original package file.

File information The database includes information on all of the files
installed on the computer via the package system. This information
includes the name of the package to which the file belongs so that you can
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track a file back to its owner. There’s also a checksum value and infor-
mation on file ownership and permissions, which make it possible to
detect when a file has been altered—assuming the database hasn’t been
altered as well. This file information does not extend to any files users cre-
ate or even to non-standard configuration files for some packages. Stan-
dard configuration files are typically tracked, however.

Dependencies A dependency is a reliance of one package upon another.
For instance, many programs rely upon libc. Packages include informa-
tion on the files or packages upon which they depend. This feature allows
the package management system to detect these dependencies and block
installation of a package if its dependencies are unmet. The system can
also block the removal of a package if others depend upon it.

Provision information Some packages provide features that are used by
other packages. For instance, a mail client may rely upon a mail server,

and various different mail servers exist for Linux. In this case, a simple file
or package dependency can’t be used because more than one mail server
can be used to fulfill the client’s requirements. Nonetheless, this feature is
essentially a type of dependency.

Whenever you install, remove, or modify a package through a package
management system, that system updates its database to reflect the changes
you’ve made. You can then query the database about your installed pack-
ages, and the system can use the database when you subsequently modify
your installation. In this way, the system can head off trouble—for instance,
it can warn you and abort installation of a package if that package contains
files that would overwrite files belonging to another package.

The package database does not include information on files or packages
installed in any way but through the package management system. For this
reason, it’s best not to mix different types of packages. Although it’s possible
to install both RPM and Debian package management systems on one com-
puter, their databases remain separate, thus cutting the benefits of conflict
tracking, dependencies, and so on. For instance, you might install an impor-
tant library in Debian format, but RPM packages that rely on that library
won’t know the library is installed, and so they will not install unless you
provide an override switch. Further, you may not be warned that other pro-
grams require the library when you remove or upgrade it, so you might inad-
vertently break the RPM packages.
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Some programs are distributed only in tarball form. In such cases, you can
attempt to build an RPM or Debian package from the tarball or install from
the tarball without the benefit of a package management system. Although
the latter option has the drawbacks just outlined, it’s often simpler than try-
ing to create an RPM or Debian package. If you only install a few such pro-
grams, chances are you won’t have too much trouble, especially if you keep
good records on what you’re installing from tarballs. Typically, programs
you compile from source code go in the /usr/Tocal directory tree, which
isn’t used by most RPM or Debian packages. This fact helps keep the two
program types isolated, further reducing the chance of trouble.

If you have a binary tarball package, you may be able to convert it to RPM or
Debian format using the alien utility, described in the upcoming “Converting
between Package Formats” section.

Rebuilding Packages

One of the features of package systems is that they allow you to either install
a binary package (sometimes referred to as a precompiled package) or
recompile a source package on your own system. The former approach is
usually simpler and less time-consuming, but the latter approach has its
advantages, too. Specifically, it’s possible to customize a program when you
recompile it from source code. This can include both changes to the program
source code and compile-time customizations (such as compiling a package
on an unusual architecture). Recompilation is possible both with the sophis-
ticated RPM and Debian systems and with simpler tarballs—in fact, the pri-
mary means of source code distribution is usually as a tarball.

If you find a tarball for a package that is not available in other forms, you
have two basic choices: You can compile or install the software as per the
instructions in the tarball, which bypasses your RPM or Debian database if
your distribution uses one; or you can create an RPM or Debian package
from the original source code, and install the resulting binary package. The
former approach is usually simpler when you want to install the package on
just one system, despite the drawback of losing package database informa-
tion. The latter approach is superior if you need to install the package on
many similar systems, but it takes more effort—you must create special files
to control the creation of a final RPM or Debian package, and then use spe-
cial commands to create that package. (Using the alien utility to convert a
binary tarball is an exception, though.)
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These actions are beyond the scope of this book. Consult the documentation
for the package system for more information. In particular, the RPM HOWTO
(http://www.1inuxdoc.org/HOWTO/RPM-HOWTO) contains this information for

RPM. The book Maximum RPM by Ed Bailey (Red Hat Press, 1997) may also
be useful for those who need to delve deeply into the RPM system.

Source code is available in formats other than tarballs. Today, many pro-
gram authors take the time to create source RPMs, which are source code
packages meant to be processed by the RPM tools. It’s also possible to create
equivalent Debian packages, but these are most commonly found on sites
catering specifically to Debian-based systems. A source RPM is easy to com-
pile into a binary RPM for any given computer; all you need to do is call the
rpm program with the --rebuild argument and the name of the source
package. (Sometimes additional arguments are needed, as when you are
cross-compiling for one platform on another.) This recompilation may take
anywhere from a few seconds to several minutes, or conceivably hours for
large packages on slow computers. The result is one or more binary RPMs
in the /usr/src/redhat/RPMS/1i386 directory or someplace similar
(redhat may be something else on non-Red Hat distributions, and 1386 may
be something else on non-x86 platforms or on distributions that optimize for
Pentium or later CPUs).

However you do it, recompiling programs from source code has several
advantages and disadvantages compared to using a ready-made binary pack-
age. One of the primary advantages is that you can control various compi-
lation options, and you can even modify the source code to fix bugs or
customize the program for your particular needs. Making such changes is
much easier when you start with a tarball than when you start with an RPM
or Debian source package, however. Another advantage is that you can com-
pile a program for an unusual distribution. You might not be able to find a
package of a particular program for Alpha or PowerPC architectures, for
instance, but if a source package is available, you can compile it yourself.
Similarly, if you compile a package yourself, you can work around some
library incompatibilities you might encounter with pre-built binaries, partic-
ularly if the binaries were created on a distribution other than the one you use.

The primary drawback to compiling your own packages is that it takes
time. This problem is exacerbated if you need to install additional develop-
ment libraries, compilers, or other tools in order to make a package compile.
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(Many programs need particular utilities to compile but not to run.) Some-
times a source package needs particular versions of other programs to com-
pile, but you may have an incompatible version, making compilation
impossible until you change the version you’ve got. New Linux users also
often have troubles with recompiling because of unfamiliarity with the
procedures.

Installing and Removing Packages

The three most common package formats in Linux are Red Hat
Package Manager (RPM) packages, Debian packages, and tarballs (files
collected together using the tar program). Of these three, tarballs are the
most primitive, but they are also the most widely supported. Most distribu-
tions use RPMs or Debian packages as the basis for most installed files.
Therefore, it’s important to understand how to use at least one of these two
formats for most distributions, as well as tarballs.

RPM Packages

The most popular package manager in the Linux world is RPM. In fact,
RPM is available on non-Linux platforms, although it sees less use outside of
the Linux world. The RPM system provides all the basic tools described
in the earlier section, “Package Concepts,” such as a package database that
allows for checking conflicts and ownership of particular files.

Distributions That Use RPM

As RPM’s full name (Red Hat Package Manager) implies, RPM was devel-
oped by Red Hat for its own distribution. Red Hat released the software

under the General Public License (GPL), however, so others have been free
to use it in their own distributions, and in fact, this is precisely what has hap-
pened. Some distributions, such as Mandrake, TurboLinux, LinuxPPC, and
Yellow Dog, are based on Red Hat, and so they use RPMs as well as many
other parts of the Red Hat distribution. Others, such as SuSE and Caldera,
borrow less from the Red Hat template, but they do use RPMs. Of course,
all Linux distributions share many common components, so even those that
weren’t originally based on Red Hat are very similar to it in many ways other
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than just their use of RPM packages. On the other hand, distributions that
were originally based on Red Hat have diverged from it over time. As a
result, the group of RPM-using distributions shows substantial variability,
but all of them are still Linux distributions that provide the same basic tools,
such as the Linux kernel, common shells, XFree86, and so on.

RPM is a cross-platform tool. As noted earlier, some non-Linux Unix sys-
tems can use RPM, although most don’t use it as their primary package dis-
tribution system. RPM supports any CPU architecture. In fact, Red Hat
Linux is or has been available for at least three CPUs: x86, Alpha, and
SPARC. Among the distributions mentioned earlier, LinuxPPC and Yellow
Dog are PowerPC distributions (they run on Apple PowerMacs and some
non-Apple systems), and SuSE is available on x86, PowerPC, and Alpha sys-
tems. For the most part, source RPMs are transportable across architec-
tures—you can use the same source RPM to build packages for x86,
PowerPC, Alpha, SPARC, or any other platform you like. Some programs
are actually composed of architecture-independent scripts, and so they need
no recompilation. There are also documentation and configuration packages
that work on any CPU.

The convention for naming RPM packages is as follows:

packagename-a.b.c-x.arch.rpm
Each of the filename components has a specific meaning:

packagename This is the name of the package, such as samba for the
Sambea file and print server.

a.b.c This is the package version number, such as 2.0.7. The version
number doesn’t have to be three period-separated numbers, but that’s the
most common form. The program author assigns the version number.

x The number following the version number is the build number (aka
the release number). This number represents minor changes made by the
package maintainer, not by the program author. These changes may rep-
resent altered startup scripts or configuration files, changed file locations,
added documentation, or patches appended to the original program to fix
bugs or to make the program more compatible with the target Linux dis-
tribution. Some distribution maintainers add a letter code to the build
number to distinguish their packages from those of others. Note

that these numbers are ot comparable across package maintainers—
George’s build number 5 of a package is #ot necessarily an improvement
on Susan’s build number 4 of the same package.
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arch The final component preceding the . rpm extension is a code for
the package’s architecture. 1386 is the most common architecture code; it
represents a file compiled for any x86 CPU from the 80386 onward. Some
packages include optimizations for Pentiums or above (1586 or 1686),
and non-x86 binary packages use codes for their CPUs, such as ppc for
PowerPC CPUs. Scripts, documentation, and other CPU-independent
packages generally use the noarch architecture code. The main exception
to this rule is source RPMs, which use the src architecture code.

For instance, the Linux Mandrake 7.2 distribution ships with a Samba
package called samba-2.0.7-18mdk.i586. rpm, indicating that this is build
18 from Mandrake of Samba 2.0.7, compiled with Pentium optimizations.
These naming conventions are just that, though—conventions. It’s possible
to rename a package however you like, and it will still install and work. The
information in the filename is retained within the package. This fact can be
useful if you’re ever forced to transfer RPMs using a medium that doesn’t
allow for long filenames. In fact, the SuSE distribution eschews long file-
names, preferring short filenames such as samba. rpm.

In an ideal world, any RPM package will install and run on any RPM-
based distribution that uses an appropriate CPU type. Unfortunately, there
are compatibility issues that can crop up from time to time. These include the
following:

= Distributions may use different versions of the RPM utilities, as dis-
cussed shortly. This problem can completely prevent an RPM from
one distribution being used on another.

= An RPM package designed for one distribution may have dependen-
cies that are unmet in another distribution. A package may require a
newer version of a library than is present on the distribution you’re
using, for instance. This problem can usually be overcome by install-
ing or upgrading the depended-upon package, but sometimes this
causes problems because the upgrade may break other packages. By
rebuilding the package you want to install from a source RPM, you
can often work around these problems, but sometimes the underlying
source code also needs the upgraded libraries.

= An RPM package may be built to depend upon a package of a partic-
ular name, such as samba-c1ient depending upon samba-common,
but if the distribution you’re using has named the package differently,
the rpm utility will object. You can override this objection by using the
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--nodeps switch, but sometimes the package won’t work once
installed. Rebuilding from a source RPM may or may not fix this
problem.

= Even when a dependency appears to be met, different distributions
may include slightly different files in their packages. For this reason, a
package meant for one distribution may not run correctly when
installed on another distribution. Sometimes installing an additional
package will fix this problem.

= Some programs include distribution-specific scripts or configuration
files. This problem is particularly acute for servers, which may include
startup scripts that go in /etc/rc.d/init.d or elsewhere. Overcom-
ing this problem usually requires that you remove the offending script
after installing the RPM and either start the server in some other way
or write a new startup script, perhaps modeled after one that came
with some other server for your distribution.

Despite this list of caveats, mixing and matching RPMs from different dis-
tributions usually works reasonably well for most programs, particularly if
the distributions are closely related or you rebuild from a source RPM. If you
have trouble with an RPM, though, you may do well to try to find an equiv-
alent package that was built with your distribution in mind.

Upgrades to RPM

The earliest versions of RPM were quite primitive by today’s standards; for
instance, they did not support dependencies. Over time, though, improve-
ments have been made. This fact occasionally causes problems when Red Hat
releases a new version of RPM. For instance, Red Hat 7.0 uses version 4 of the
RPM utilities, but version 4 RPM files cannot be installed with most earlier
versions of RPM. This led to frustration on the part of many people who
used RPM-based distributions in late 2000 because they couldn’t use Red
Hat 7.0 RPMs on their systems.

It’s usually possible to overcome such problems by installing a newer ver-
sion of RPM and upgrading the RPM database. Unfortunately, there’s a
chicken-and-egg problem, because without the new version of RPM, it’s
impossible to install the updated version of RPM. Red Hat and many other
RPM-based distribution providers frequently do make a version of the next-
generation version of RPM available for older systems. In the case of the
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The

TABLE 3.1

switch to RPM 4.0 with Red Hat 7.0, Red Hat has made this upgrade avail-
able in their Red Hat 6.2 updates area, for instance. After installing such an
upgrade, be sure to type rpm --rebuilddb to have the system rebuild your
RPM database to conform to the new program’s expectations. If you fail to
do this, you may be unable to install new programs or access information on
old ones.

rpm Command Set

The main RPM utility program is known as rpm. Use this program to install
or upgrade a package at the shell prompt. rpm has the following syntax:

rpm [operation][options] [package-files|package-names]

Table 3.1 summarizes the most common rpm operations, and Table 3.2
summarizes the most important options. Be aware, however, that rpmis a
very complex tool, so this listing is necessarily incomplete. Tables 3.1 and
3.2 do include information on the most common rpm features, however. For
information on operations and options more obscure than those listed in
Tables 3.1 and 3.2, see the rpm man pages. Many of rpm’s less-used features
are devoted to the creation of RPM packages by software developers.

Common rpm Operations

rpm Operation Description

-i Installs a package; system must not contain a
package of the same name

-U Installs a new package or upgrades an existing one

-F or --freshen Upgrades a package only if an earlier version
already exists

-q Queries a package—finds if a package is installed,
what files it contains, and so on

-Vor-yor--verify Verifies a package—checks thatits files are present
and unchanged since installation

-e Uninstalls a package
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TABLE 3.1 Common rpm Operations (continued)

rpm Operation Description

-b Builds a binary package, given source code and
configuration files

--rebuild Builds a binary package, given a source RPM file

--rebuilddb Rebuilds the RPM database to fix errors

TABLE 3.2 Common rpmOptions

Used with
rpm Option Operations Description

--root dir Any Modifies the Linux system hav-
ing a root directory located at
dir. This option can be used to
maintain one Linux installation
discrete from another one (say,
during OS installation or emer-
gency maintenance).

--force -i,-U, -F Forces installation of a package
even when it means overwrit-
ing existing files or packages.

-h or --hash -1, -U, -F Displays a series of pound
signs (#) to indicate the
progress of the operation.

-V -i, -U, -F Used in conjunction with the -h
option to produce a uniform
number of hash marks for each
package.
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TABLE 3.2 Common rpmOptions (continued)

rpm Option

Used with
Operations

Description

--nodeps

--test

--prefix path

-aor--all

-f fileor --file file

-p package-file

-R or --requires

-Tor--Tist

_-il _Ul _Fl

-i,-U, -F

-i,-U, -F

-e

Performs no dependency
checks. Installs or removes the
package even if it relies on

a package or file that’s not
present or is required by a
package that’s not being
uninstalled.

Checks for dependencies, con-
flicts, and other problems
without actually installing the
package.

Sets the installation directory
to path (works only for some
packages).

Queries or verifies all
packages.

Queries or verifies the package
that owns fiTe.

Queries the uninstalled RPM
package-file.

Displays package information,
including the package
maintainer, a short description,
and so on.

Displays the packages and files
upon which this one depends.

Displays the files contained in
the package.
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To use rpm, you combine one operation with one or more options. In most
cases, you include one or more package names or package filenames, as well.
(A package filename is a complete filename, but a package name is a short-
ened version. For instance, a package filename might be samba-2.0.7-
18mdk.i586. rpm, while the matching package name is samba.) You can
either issue the rpm command once for each package, or you can list multiple
packages, separated by spaces, on the command line. The latter is often pref-
erable when you’re installing or removing several packages, some of which
depend upon others in the group. Issuing separate commands in this situa-
tion requires that you install the depended-upon package first or remove it
last, whereas issuing a single command allows you to list the packages on the
command line in any order.

Some operations require that you give a package filename, and others
require a package name. In particular, -1, -U, -F, and the rebuild oper-
ations require package filenames. -q, -V, and -e normally take a package
name, although the -p option can modify a query (-q) operation to work on
a package filename.

When installing or upgrading a package, the -U operation is generally the
most useful because it allows you to install the package without manually
uninstalling the old one. This one-step operation is particularly helpful when
packages contain many dependencies because rpm detects these and can per-
form the operation should the new package fulfill the dependencies provided
by the old one.

To use rpmto install or upgrade a package, issue a command similar to the
following;:

# rpm -Uvh samba-2.0.7-18mdk.i586.rpm
You could also use rpm -ivh in place of rpm -Uvh if you don’t already
have a samba package installed.

It's possible to distribute the same program under different names. In this sit-
uation, upgrading may fail, or it may produce a duplicate installation, which
can yield bizarre program-specific malfunctions. Red Hat has described a for-
mal system for package naming to avoid such problems, but they still occur
occasionally. Therefore, it's best to upgrade a package using a subsequent
release provided by the same individual or organization that provided the
original.
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Verify that the package is installed with the rpm -qi command, which
displays information such as when and on what computer the binary pack-
age was built. Listing 3.1 demonstrates this command. (rpm -qi also dis-
plays an extended plain-English summary of what the package is, which has
been omitted from Listing 3.1.)

Listing 3.1: RPM Query Output

$ rpm -qi samba

Name : samba ReTocations: (not
Grelocateable)

Version :2.0.7 Vendor:

YL MandrakeSoft

Release : 18mdk Build Date: Mon
%16 Oct 2000 09:54:0 6 AM EDT

Install date: Sat 04 Nov 2000 11:36:09 AM EST Build

Y Host: no.mandrakesoft.com

Group : System/Servers Source RPM:

& samba-2.0.7-18mdk.src. rpm

Size : 10429317 License: GPL
Packager : Ti11 Kamppeter <till@mandrakesoft.com>
Summary : Samba SMB server.

RPM Compared to Other Package Formats

RPM is a very flexible package management system. In most respects, it’s
comparable to Debian’s package manager, and it offers many more features
than tarballs do. When compared to Debian packages, the greatest strength
of RPMs is probably their ubiquity. Many software packages are available in
RPM form from their developers and/or from distribution maintainers.

Distribution packagers frequently modify the original programs in order to
make them integrate more smoothly into the distribution as a whole. For
instance, distribution-specific startup scripts may be added, program binaries
may be relocated from default /usr/Tocal subdirectories, and program
source code may be patched to fix bugs or add features. Although these
changes can be useful, you may not want them, particularly if you're using a
program on another distribution.
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The fact that there are so many RPM-based distributions can also be a
boon. You may be able to use an RPM intended for one distribution on
another, although as noted earlier, this isn’t certain. In fact, this advantage
can turn into a drawback if you try to mix and match too much—you can
wind up with a mishmash of conflicting packages that can be very difficult
to disentangle.

é/ The RPMFind Web site, http://rpmfind.net/1inux/RPM, is an extremely use-

ful resource when you want to find an RPM of a specific program. This site
includes links to RPMs built by programs’ authors, specific distributions’
RPMs, and those built by third parties.

Compared to tarballs, RPMs offer much more sophisticated package
management tools. This can be important when upgrading or removing
packages and also for verifying the integrity of installed packages. On the
other hand, although RPMs are very common in the Linux world, they’re
less common on other platforms. Therefore, you’re more likely to find tar-
balls of generic Unix source code, and tarballs are preferred if you’ve written
a program that you intend to distribute for other platforms.

Debian Packages

In their overall features, Debian packages are similar to RPMs, but the
details of operation for each differ, and Debian packages are used on differ-
ent distributions than are RPMs. Because each system uses its own database
format, RPMs and Debian packages aren’t interchangeable, although con-
version between the formats is possible. (This process is described in one of
the upcoming sections, “Converting between Package Formats.”)

Distributions That Use Debian Packages

As the name implies, Debian packages originated with the Debian distribu-
tion. Since that time, the format has been adopted by several other distribu-
tions, including Storm, Corel, and Libranet. All three of these are derived
from the original Debian, which means that packages from the original
Debian are likely to work well on other Debian-based systems. Although Debian
doesn’t emphasize flashy GUI installation or configuration tools, its deriva-
tives—particularly Corel and Storm—add GUI configuration tools to the
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base Debian system, which makes these distributions more appealing to
Linux novices. The original Debian favors a system that’s as bug-free as pos-
sible, and it tries to adhere strictly to open source software principles, rather
than invest effort in GUI configuration tools. The original Debian is unusual
in that it’s maintained by volunteers who are motivated by the desire to build
a product they want to use, rather than by a company that is motivated by
profits.

Like RPM, the Debian package format is neutral with respect to both OS
and CPU type. Debian packages are extremely rare outside of Linux,
although there are efforts underway to create a Debian distribution that uses
the GNU Hurd kernel rather than the Linux kernel. Such a distribution
would not be Linux but would closely resemble Debian GNU/Linux in oper-
ation and configuration.

The original Debian distribution has been ported to many different CPUs,
including x86, PowerPC, Alpha, 680x0, MIPS, and SPARC. x86 was the
original architecture, and subsequent ports exist at varying levels of matu-
rity. Derivative distributions generally work only on x86 systems, but this
could change in the future.

Debian packages follow a naming convention similar to those for RPMs,
but Debian packages generally don’t include codes in the filename to specify
a package’s architecture—there is no 1386, for instance, to specify an x86
binary. Some Debian-based distributions, however, do use these codes. In
Corel Linux 1.1 and later, for instance, a filename ending in i386. deb indi-
cates an x86 binary, and al1.deb indicates a CPU-independent package,
such as documentation or scripts. As with RPM files, this file-naming con-
vention is only that—a convention. You can rename a file as you see fit,
either to include or omit the processor code. There is no code for Debian
source packages because, as described shortly, these actually consist of sev-
eral separate files.

The dpkg Command Set

Debian packages are incompatible with RPM packages, but the basic prin-
ciples of operation are the same across both package types. Like RPMs,
Debian packages include dependency information, and the Debian package
utilities maintain a database of installed packages, files, and so on. You use
the dpkg command to install a Debian package. This command’s syntax is
similar to that of rpm:

dpkg [options][action] [package-files|package-name]
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The action is the action to be taken; common actions are summarized in
Table 3.3. The options (Table 3.4) modify the behavior of the action, much
like the options to rpm.

TABLE 3.3 dpkgPrimary Actions

dpkg Action Description
-i or --install Installs a package
--configure Reconfigures an installed package:

runs the postinstallation script to
set site-specific options

-r or --remove Removes a package, but leaves
configuration files intact

-P or --purge Removes a package, including con-
figuration files

-p or --print-avail Displays information about an
installed package

-I or--info Displays information about an
uninstalled package file

-1 patternor --list pattern Lists all installed packages whose
names match pattern

-Lor--Tistfiles Lists the installed files associated
with a package

-S pattern or --search pattern Locates the package(s) that own the
file(s) specified by pattern

-C or --audit Searches for partially installed
packages and suggests what to do
with them
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TABLE 3.4

Options to Fine-Tune dpkg Actions

dpkg Option

Used with
Actions

Description

--root=dir

-B or --auto-deconfigure

--force-things

--ignore-depends=package

--no-act

--recursive

Copyright ©2001 SYBEX, Inc., Alameda, CA

All

Assorted

-i,-r

-i, -r

Modifies the Linux system
using a root directory
located at dir. Can be used
to maintain one Linux
installation discrete from
another one, say during OS
installation or emergency
maintenance.

Disables packages that rely
upon one that is being
removed.

Forces specific actions to be
taken. Consult the dpkg man
page for details of things
this option does.

Ignores dependency
information for the specified
package.

Checks for dependencies,
conflicts, and other
problems without actually
installing or removing the
package.

Installs all packages that
match the package name
wildcard in the specified
directory and all
subdirectories.

Doesn't install the package if
a newer version of the same
package is already installed.
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Options to Fine-Tune dpkg Actions (continued)

Used with
dpkg Option Actions Description
-E or --skip-same-version  -i Doesn't install the package if

the same version of the
package is already installed.

As with rpm, dpkg expects a package name in some cases and a package
filename in others. Specifically, --install (-i) and --info (-I) both
require the package filename, but the other commands take the shorter pack-
age name.

As an example, consider the following command, which installs the
samba-common_2.0.7-3.deb package:

# dpkg -i samba-common_2.0.7-3.deb

If you’re upgrading a package, you may need to remove an old package
before installing the new one. To do this, use the -r option to dpkg, as in

# dpkg -r samba

To find information on an installed package, use the -p parameter to
dpkg, as shown in Listing 3.2. This listing omits an extended English descrip-
tion of what the package does.

Listing 3.2: dpkg Package Information Query Output

$ dpkg -p samba-common_2.0.7-3.deb

Package: samba-common

Priority: optional

Section: net

Installed-Size: 3206

Maintainer: Eloy A. Paris <peloy@debian.org>
Architecture: 1386

Source: samba

Version: 2.0.7-3

Replaces: samba (<= 2.0.5a-2)

Depends: 1ibpam-modules, 1ibc6 (>= 2.1.2), Tibncurses5,
%Tibpam0g, Tibreadlined4 (>= 4.1)

Filename: dists/potato/main/binary-i386/net/
% samba-common_2.0.7-3.deb

Size: 569658
MD5sum: 12212667de0Ofd35aeb656624af2ac7d?2
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Debian-based systems often use a somewhat higher-level utility called
dselect to handle package installation and removal. dselect provides a
text-mode list of installed packages and packages available from a specified
source (such as a CD-ROM drive or an FTP site), and it allows you to select
which packages you want to install and remove. This interface can be very
useful when you want to install several packages, but dpkg is often more con-
venient when manipulating just one or two packages. Because dpkg can take
package filenames as input, it’s also the preferred method of installing
a package that you download from an unusual source or create yourself.

Using apt-get

NG

Another option for Debian package management is the apt utilities, and par-
ticularly apt-get. This tool allows you to perform easy upgrades of pack-
ages, especially if you have a fast Internet connection. Debian-based systems
include a file, typically /etc/apt/sources. 1ist, that specifies locations
from which important packages can be obtained. If you installed the OS from a
CD-ROM drive, this file will initially list directories on the installation CD-
ROM in which packages can be found. There are also likely to be a few lines
near the top, commented out with pound signs (#), indicating directories on
an FTP or Web site from which you can obtain updated packages. (These
lines may be uncommented if you did a network install initially.)

Don’t add a site to /etc/apt/sources.list unless you're sure it can be
trusted. apt-get does automatic and semi-automatic upgrades, so if you add
a network source to sources.1ist and that source contains unreliable pro-
grams or programs with security holes, your system will become vulnerable
after upgrading via apt-get.

apt-get works by obtaining information on available packages from the
sources listed in /etc/apt/sources.1ist and then using that information
to upgrade or install packages. The syntax is similar to that of dpkg:

apt-get [options][command] [package-names]

Table 3.5 lists the apt-get commands, and Table 3.6 lists the most com-
monly used options. In most cases, you won’t actually use any options with
apt-get, just a single command and possibly one or more package names.
One particularly common use of this utility is to keep your system up-to-date
with any new packages. The following two commands will accomplish this
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goal, if /etc/apt/sources.1istincludes pointers to up-to-date file archive
FTP sites:

# apt-get update
# apt-get dist-upgrade

TABLE 3.5 apt-get Commands

apt-get

Command Description

update Obtains updated information on packages available from the instal-
lation sources listed in /etc/apt/sources.1list.

upgrade Upgrades all installed packages to the newest

dselect-upgrade

dist-upgrade

versions available, based on locally stored
information on available packages.

Performs any changes in package status (installation, removal, etc.)
left undone after running dselect.

Similar to upgrade, but performs “smart” conflict
resolution to avoid upgrading a package if that would break a depen-
dency.

install Installs a package by package name (not by package filename),
obtaining the package from the source that contains the most up-to-
date version.

remove Removes a specified package by package name.

source Retrieves the newest available source package file by package file-
name, using information on available packages and installation
archives listed in /etc/apt/sources.1ist.

check Checks the package database for consistency and
broken package installations.

clean Performs housekeeping to help clear out information on retrieved
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files from the Debian package database. If you don’t use dselect for
package management, run this from time to time in order to save
disk space.
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TABLE 3.5 apt-get Commands (continued)

apt-get

Command Description

autoclean Similar to clean, but only removes information on packages that can

no longer be downloaded.

TABLE 3.6 Most Useful apt-get Options

Used with
apt-get Option Commands Description
-d or --download-only upgrade, Downloads package files but

-f or --fix-broken

-m, --ignore-missing, or
--fix-missing

-qor --quiet

-s, --simulate, --just-print,
--dry-run, --recon, or --no-act

-y, --yes, or —-assume-yes
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dselect-upgrade,
install, source

install, remove

upgrade,
dselect-upgrade,
install, remove,
source

All

All

All

does not install them.

Attempts to fix a system on
which dependencies are
unsatisfied.

Ignores all package files that
can’t be retrieved (because of
network errors, missing files, or
the like).

Omits some progress indicator
information. May be doubled
(for instance, -qq) to produce
still less progress information.

Performs a simulation of the
action without actually modify-
ing, installing, or removing files.

Produces a “yes” response to

any yes/no prompt in
installation scripts.
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TABLE 3.6 Most Useful apt-get Options (continued)

Used with
apt-get Option Commands Description
-b, --compile, or --build source Compiles a source package
after retrieving it.
--no-upgrade install Causes apt-get to not upgrade

a package if an older version is
already installed.

ol
I

NG

If you use apt-get to automatically upgrade all packages on your system, you
are effectively giving control of your system to the distribution maintainer.
Although Debian or other distribution maintainers are unlikely to try to break
into your computer in this way, an automatic update with minimal supervi-
sion on your part could easily break something on your system, particularly if
you've obtained packages from unusual sources in the past.

Debian Packages Compared to Other Package Formats

The overall functionality of Debian packages is similar to that of RPMs,
although there are differences. Debian source packages are not actually sin-
gle files; they’re groups of files—the original source tarball, a patch file that’s
used to modify the source code (including a file to control the building of a
Debian package), and a . dsc file that contains a digital “signature” to help
verify the authenticity of the collection. The Debian package tools can com-
bine these and compile the package to create a Debian binary package. This
structure makes Debian source packages slightly less convenient to transport
because you must move at least two files (the tarball and patch file; the . dsc
file is optional) rather than just one. Debian source packages also support
just one patch file, whereas RPM source packages may contain multiple
patch files. Although you can certainly combine multiple patch files into one,
doing so makes it less clear where a patch comes from, thus making it harder
to back out of any given change.

These source package differences are mostly of interest to software devel-
opers, however. As a system administrator or end user, you need not nor-
mally be concerned with them, unless you must recompile a package from a
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Tarballs

source form—and even then, the differences between the formats need not be
overwhelming. The exact commands and features used by each system differ,
but they accomplish similar overall goals.

Because all distributions that use Debian packages in 2001 are derived
from Debian, these distributions tend to be more compatible with one
another (in terms of their packages) than are RPM-based distributions. In
particular, Debian has defined details of its system startup scripts and many
other features to help Debian packages install and run on any Debian-based
system. This helps Debian-based systems avoid the sorts of incompatibilities
in startup scripts that can creep into RPM systems. Of course, some future
distribution could violate Debian’s guidelines for these matters, so this
advantage isn’t guaranteed to hold over time.

As a practical matter, it can be harder to locate Debian packages than
RPM packages for some more exotic programs. Nonetheless, Debian main-
tains a good collection at http://www.debian.org/distrib/packages,
and some program authors make Debian packages available, as well. If you
can find an RPM but not a Debian package, you may be able to convert the
RPM to Debian format using the alien tool, described shortly. If all else
fails, you can use a tarball, but you’ll lose the advantages of the Debian pack-
age database.

All distributions can use tarballs—files collected together with the tar utility
and typically compressed with compress, gzip, or bzip2. Like RPM and
Debian packages, tarballs may contain source code, binary files, or architecture-
independent files such as documentation or fonts. These files lack depen-
dency information, however, and tar maintains no database of installed
files, so it’s harder to remove programs installed via tarballs than it is to
remove RPM or Debian packages.

The Ubiquity of Tarballs

tar is a multipurpose tool. The program was originally created for archiving
files to tape—the name stands for “tape archiver.” Because Unix (and hence
Linux) treats hardware devices as files, a tape archiving program like tar can
be used to create archives as files on disk. These files can then be compressed,
copied to floppy disk or other removable media, sent over a network, and so on.
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In the Linux world, tarballs fill a role that’s similar to that of zip files in
the DOS and Windows worlds. There are differences, however. Zip utilities
(including the zip and unzip commands in Linux) compress files and then
add them to the archive. tar, by contrast, does not directly support com-
pression, so to compress files, the resulting archive is compressed with a sec-
ond utility, such as gzip, bzip2, or compress. gzip is the most popular on
Linux systems, although bz1p2 is becoming more common and compress is
still used on some older Unix systems. (gzip can uncompress old compress
archives, so many Linux systems omit compress.) The resulting file may
have two extensions (such as.tar.gz or .tar.bz2), or that dual extension
may be combined into a single, three-character extension (.tgz) for easy
storage on filesystems (like DOS’s FAT) that don’t support longer or multi-
ple extensions. (The older compress archives used an uppercase Z extension,
so these tarballs have .tar.Z extensions.)

Both RPM and Debian packages are similar to tarballs internally. RPM uses a
compressed cpio archive (similar to a compressed tar archive) to store its
files, and custom file components aside from the cpio archive to store RPM-
specific information. Debian packages use tarballs for file storage and a con-
trol file, merged together into one file using the ar utility. (ar is an archiving
utility similar to tar in overall principles.)

Considered as a package distribution mechanism, tarballs are used prima-
rily by the Slackware distribution, which is the oldest of the major Linux dis-
tributions still in common use. Slackware eschews flashy configuration tools
in favor of a bare-bones approach. In this respect, Slackware resembles
Debian, but Slackware also foregoes the package management tools upon
which Debian relies. As noted earlier, Debian also uses source tarballs as part
of its source package management system, but most administrators don’t
need to be concerned with this detail.

Although most other distributions don’t rely upon tarballs, they can be
used with any distribution. Tarballs are particularly likely to be useful when
you’re faced with the task of compiling a program from source code, and
particularly if you must modify that source code for your system. If you like,
you can go to the effort of creating appropriate control files and turn a
source tarball into an RPM or Debian package, but if you only need to use
a program on a single computer, it’s usually not worth the effort to do this.
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Source code in tarball form usually comes with installation instructions.
These will probably tell you to edit one or two configuration files, run a con-
figuration command, and run two or three commands to build binary files
from the source code and install them on your system. Details vary substan-
tially from one package to another, though, so check the instructions.

Binary tarballs contain precompiled programs. Sometimes the tarball
contains the program files in a form that allows you to expand the tarball
directly into a target directory. For instance, you could change to the /usr/
Tocal directory and uncompress the tarball to have the program files
dropped directly into /usr/Tocal/bin, /usr/local/man, and so on. Other
times you may need to uncompress the tarball in a temporary directory and
then run an installation utility to install the software.

If you're unsure of how to proceed with a tarball installation, extract it into a
temporary directory and look for instructions. Sometimes, you'll find separate
installation instructions on the program’s Web site or on the FTP site from
which you obtained the software.

The tar Command Set

tar is a complex package with many options. Most of what you’ll do with tar,
however, can be covered with a few common commands. Table 3.7 lists the
primary tar commands, and Table 3.8 lists the qualifiers for these com-
mands that modify what the command does. Whenever you run tar, you use
exactly one command and you usually use at least one qualifier.

TABLE 3.7 tar Commands

Command Abbreviation Description

--create e Creates an archive

--concatenate A Appends tar files to an archive
--append r Appends non-tar files to an archive
--update u Appends files that are newer than

those in an archive
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TABLE 3.7 tar Commands (continued)

Command Abbreviation Description

--diff or --compare d Compares an archive to files on disk

--Tist t Lists archive contents

--extract or --get X Extracts files from an archive

TABLE 3.8 tar Qualifiers

Command Abbreviation  Description

--directory dir C Changes to directory dir before performing
operations

--file [host:]file f Uses file called file on computer called host

--listed-incremental file ¢

--one-file-system 1
--multi-volume M
--tape-length N L
--same-permissions p
--absolute-paths P
--verbose \%
--verify w
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as the archive file

Performs incremental backup or restore,
using file as a list of previously archived files

Backs up or restores only one filesystem
(partition)

Creates or extracts a multitape archive
Changes tapes after N kilobytes

Preserves all protection information
Retains the leading / on filenames

Lists all files read or extracted; when used
with --Tist, displays file sizes, ownership,

and time stamps

Verifies the archive after writing it
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TABLE 3.8 tar Qualifiers (continued)

Command Abbreviation  Description

--exclude file (none) Excludes fiTle from the archive
--exclude-from file X Excludes files listed in fi7e from the archive
--gzip or --ungzip z Processes archive through gzip

--bzip2 Iory Processes archive through bzip2

Of the commands listed in Table 3.7, the most commonly used are
--create, --extract, and --1ist. The most useful qualifiers from
Table 3.8 are --file, --Tisted-incremental, --one-file-system,
--same-permissions, --gzip, --bzip2, and --verbose. (--bzip2is a
fairly recent addition, so it may not work if you’re using an older version of
tar.) If you fail to specify a filename with the --fi1e qualifier, tar will try
to use a default device, which is often (but not always) a tape device file.

A typical tar command to extract files from a tarball looks like this:

# tar --extract --verbose --gunzip --file

% samba-2.0.7.tar.gz

This command can be expressed somewhat more succinctly using com-
mand abbreviations:

# tar xvzf samba-2.0.7.tar.gz

In either form, this tar command extracts files from samba-
2.0.7.tar.gz to the current directory. Most tarballs include entire direc-
tory trees, so this command results in one or more directories being created,
if they don’t already exist, as well as files within the directories.

Before extracting a tarball, use the --11st command to find out what files and
directories it contains. This information can help you locate the files stored in
the tarball. In addition, it can help you spot problems before they should occur
in case a tarball does not contain a neat directory structure, but instead con-
tains files that would all be dropped in the current directory.
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Tarballs Compared to Other Package Formats

Although all Linux distributions ship with tar, gzip, and usually bzip2,
few use these tools as a means of distributing packages that are part of the
OS. The reason is that tar lacks any means of maintaining a package data-
base. Although it’s possible to create a set of tarballs that together contain a
complete Linux distribution, and it’s even possible to write installation
scripts to install appropriate subsets of tarballs, maintaining such a system
poses certain challenges. Without dependency information or information
on what files belong to what packages, it can become difficult to remove
packages or even install new ones that may depend on other packages. If you
install a new mail reader, for instance, it might crash or fail to start because
it depends on a library you don’t have or on a newer version of a library that
you do have. Experienced system administrators can sometimes diagnose
such problems without too much trouble, but these difficulties frequently
stump new administrators.

One feature of tar that can be very useful is that the program can be used
to easily create packages, as well as extract files from them. You can use this
feature to move data files, documentation, or programs you’ve written or
built yourself. Of course, you can also create RPM or Debian packages, but
this process is more complex, and the usual method of doing this requires
that you provide a tarball of the source code to begin with. It’s easiest to cre-
ate a tarball of all the files in a single directory, thus:

# tar cvzf my-stuff.tgz my-stuff-dir

A similar command can be used to back up a directory or even an entire
computer to tape. Instead of providing a tarball filename, though, you spec-
ify the name of a tape device file, such as /dev/st0, for the first SCSI tape
unit. This topic is further discussed in Chapter 7.

Whether or not you create your own tarballs or your distribution uses tar-
balls for its packages, you should be familiar with tar because of the com-
mon nature of tarballs as a source code distribution mechanism and because
of tar’s utility as a tape backup tool. (You may choose to use other tools for
tape backup, but tar is the lowest-common-denominator choice for this task.)

Converting between Package Formats

Sometimes you’re presented with a package file in one format, but you want
to use another format. This is particularly common when you use a Debian-
based distribution and can only find tarballs or RPM files of a package, or
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when you use a tarball-based distribution and want to use an RPM or
Debian package. When this happens, you can keep looking for a package file
in the appropriate format, install the tools for the foreign format, create a
package from a source tarball using the standard RPM or Debian tools, or
convert between package formats with a utility like alien.

This section focuses on this last option. The alien program comes with
Debian and a few other distributions. This program can convert between
RPM packages, Debian packages, Stampede packages (used by Stampede
Linux), and tarballs. There are some caveats, however. For one thing, alien
requires that you have appropriate package manager software installed—for
instance, both RPM and Debian to convert between these formats. alien
doesn’t always convert all dependency information completely correctly.
When converting from a tarball, alien copies the files directly as they had
been in the tarball, so alien works only if the original tarball has files that
should be installed off of the root directory (/) of the system.

Although alien requires both RPM and Debian package systems to be
installed to convert between these formats, alien doesn’t use the database
features of these packages unless you use the --install option. The pres-
ence of a foreign package manager isn't a problem so long as you don't use
it to actually install software that might duplicate or conflict with software
installed with your primary package manager.

The basic syntax of alien is as follows:

alien [options] file[...]

The most important options are --to-deb, --to-rpm, --to-s1p, and
--to-tgz, which convert to Debian, RPM, Stampede, or tarball format,
respectively. (If you omit the destination format, alien assumes you want a
Debian package.) The --instal1 option installs the converted package and
removes the converted file. Consult the alien man page for additional
options.

For instance, suppose you have a Debian package called someprogram-1
.2.3-4_1386.deb, but you want to create an RPM from this. You could
issue the following command to create an RPM called someprogram-1
.2.3-5.1386.rpm:

# alien --to-rpm someprogram-1.2.3-4_1i386.deb
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If you use a Debian-based system and want to install a tarball but keep a
record of the files it contains in your Debian package database, you can do
so with the following command:

# alien --install binary-tarball.tar.gz

It’s important to remember that converting a tarball converts the files in
the directory structure of the original tarball using the system’s root direc-
tory as the base. Therefore, you may need to unpack the tarball, juggle files
around, and repack it to get the desired results prior to installing the tarball
with alien. For instance, suppose you’ve got a binary tarball that creates a
directory called program-files, with bin, man, and 1ib directories under
this. The intent might have been to unpack the tarball in /usr or /usr/
Tocal and create links for critical files. To convert this tarball to an RPM,
you might issue the following commands:

# tar xvfz program.tar.gz

# mv program-files usr

# tar cvfz program.tgz usr

# rm -r usr

# alien --to-rpm program.tgz

By renaming program-files to usr and creating a new tarball
(program.tgz as opposed to the original program.tar.gz), you’ve created
a tarball that, when converted to RPM format, will have files in the locations
you want—/usr/bin, /usr/man, and /usr/1ib. You might need to per-
form more extensive modifications, depending upon the contents of the orig-
inal tarball.

GUI Package Management Tools

The text-mode utilities that underlie all Linux package management tools
are very flexible, but they can be intimidating to new administrators. For this
reason, several GUI administrative tools also exist. These programs typically
serve as front ends to the text-based programs described earlier—that is, they
call the text-mode programs and interpret the results in a GUI window.
Many distributions ship with their own unique GUI package management
tools, and it’s impossible to cover them all here. Therefore, this section out-
lines just one: GNOME RPM. Others are similar to this one.
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GNOME RPM is useful only on systems that use RPM. If you're using a
Debian-based system, a similar utility is the Storm Package Manager, which
is part of Storm Linux (http://www.stormix.com), but it can be used on
Debian or other Debian-based systems.

The GNOME RPM program (see Figure 3.1) is a popular GUI interface
to the RPM utilities. GNOME RPM ships with the Red Hat and Mandrake
distributions, and it can be installed and used on other RPM-based distribu-
tions. GNOME RPM supports basic package installation, removal, upgrad-
ing, and maintenance functions. It lacks interfaces to some of the more
advanced RPM features, such as the tools used to build binary RPMs from
source RPMs, or to create your own RPM packages. To start it, type gnorpm
in a command prompt window such as an xterm.

GNOME RPM provides a point-and-click interface to package management on
RPM-based systems.

Gnome RPM - X
| Packages Operations Help
S e e s
Install ~ Unselect  Uninstall ~ Query  WYerify = Find  ‘Web find
T onels
Casound | = 3 = 3 = 3 = 3 = 3 =
g System
[DBase ' cups 1 portrmap 4 tep_wrapp  postfic 1 ppp 2
@ Configuration | 1.4=3mdk 0-11mdk ers 7 9991231 _plog 4.0-3mdk
[C3Fonts B-16mdk =Srnclk
3 Internationalizati
C@kernel and hard i Sy Sy Sy Sy Sy .
[CALibraries
samba 2 am- dhep- anacron 2 acpid 071 proftpd 1
(I xFreedd 07- utils & clierd 3 3 amok 100 20re2-
F CaTerminals 18malk 0.4-3mdk Obi2pla- =dmclk Frmdk
I C3Text tools Smelk
F CaToys
v S S S e P |
B a1
F Cunsorted dheped 1 fingier— portsentr telnet- dheped 1 openssh—
L iiti 0.3-5mdk server 0 Al server 0 3.19p11 - server 2
Eutilities f_J A7-zmdk  DO-3mck  .17-Smk 1mak 20p1-
[ T Fmdk r
Fackages selected: 1 |

The left pane of GNOME RPM contains a list of package groups. Some
of these groups have subgroups—for instance, Figure 3.1 shows the System
group open, revealing the subgroups of Base, Configuration, Fonts, and so
on. These groups are not unique to GNOME RPM; they’re stored as part of
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an RPM file’s basic information. You can learn an RPM’s group from the
command line by typing rpm -qi packagename.

Not all distributions use package groups. In particular, SUSE doesn’t group its
packages. This can make it difficult to locate packages by type, but because
the classification isn’t entirely standardized in distributions that use groups,
the presence of groups isn’t always a great help.

One trouble with RPMs is that the structure of package groups isn’t
always consistent. You might think that a package should be in System/Servers,
but it might actually be in Networking/Daemons. If you know the pack-
age name, this isn’t a problem with text-based tools, but it can be with
GNOME RPM. The solution is to use the Find Packages feature, which you
can open by choosing Operations » Find. This produces the Find Packages
dialog box (Figure 3.2). Enter search parameters in the Find Packages That
field and select a search criterion, such as Match Label, shown in Figure 3.2.
Click Find and Find Packages will display all the packages that match the cri-
terion you entered. You can then select the package from the list (only one
is shown in Figure 3.2) and query, uninstall, or verify the package by clicking
the appropriate button.

The GNOME RPM Find Packages dialog box locates packages that meet your
criteria and lets you perform certain actions on them.

1] Find Packages -0 x
Find packages that match label i | |samba J Find

samba-2.0.7-18mdk

¥4 Query | £ Uninstal | e Verity ‘ X Close |

The right pane of the main GNOME RPM window shows all the pack-
ages installed in whatever group you’ve selected in the left pane of the win-
dow. If you want to perform an operation on an installed package, you can
click one or more of these packages and choose the appropriate action from
the menu bar. For instance, to uninstall a package, select it and choose Pack-
ages » Uninstall. To verify a package’s integrity, select the package and
choose Packages » Verify. (Alternatively, you can use the appropriate
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buttons just below the menu bar.) In both cases, GNOME RPM will show
a dialog box with information on the tool’s progress, and then a status dialog
box. When verifying a package, the status dialog box will include informa-
tion on any deviations from the original installed state of the package, such
as missing or altered files.

GNOME RPM separates its package group and package listings into two
panes, but this isn’t true of all package management utilities. Some use a sin-
gle pane similar to the package group listing of GNOME RPM, but individual
packages are included in this list.

To install a package, choose Operations > Install. The result is the Install
dialog box, shown in Figure 3.3. If you’ve mounted your installation CD-
ROM, you should see uninstalled packages listed in an expandable group
tree. Locate the package you want and check the box to the right of its name,
as shown for GXedit in Figure 3.3; then click Install. If you want to install
a package you’ve downloaded, click Add. This produces a file selection dia-
log box in which you can pick the packages you’ve obtained and add them
to the list of packages, then install them.

The GNOME RPM Install dialog box lets you install packages from your
distribution’s installation CD-ROM or from any other source.

Install -0 x
Filter; &Il but installed packages = |
e | ‘ Y e Package Info
EF SjPackages Gredit
B} (I3 Archiving Eo— 1.23-Gmdk
elec
f DBooks Al & multi-function text
B 3 Communications Bdiftor using GTK+
B (g Databases
B 3 Developmant Unselect
B EF Editars Al
| F ¢ Giedit-1.23-5Smdk )
@ auctex-3 3p-2mdk O Expand
@ emacs-20 7-Smdk o Tree
@ emacs—X¥11-20.7-9mdk u]
@ emacs-leim-20.7-3mdk o Collapse
@ ina-7 A-71mk o b/ Ui
@Query | 5 Install | & Uporade Q/Check Sig | X Close |
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@ Real World Scenario

Why Use GUI over Command-Line Package Management
Tools?

Even experienced administrators who understand the command-line tools
can make good use of GNOME RPM, Storm Package Manager, or similar
utilities. The fact that such programs provide browseable listings of all
packages installed in a system makes them excellent tools for pruning a
system of unneeded packages. By spending a few minutes examining all
the package categories, you can get a good idea of what your distribution
has installed in your computer and remove anything that’s unnecessary.
This action can save many megabytes of disk space, and it can even
improve your system’s security, if you remove unwanted servers or pro-
grams that might pose security risks.

Validating Proper Program Functioning

U nfortunately, it’s usually not sufficient to install a package and then
walk away from the system. Programs frequently require configuration, and
even those that should not require explicit attention by the system adminis-
trator may misbehave in various ways. Problems may be caused by incom-
patible libraries, missing dependencies, bugs, invalid assumptions the
program makes about the working system, and so on. Some of these issues
are covered in greater detail in Chapter 9,“Troubleshooting.” Before jump-
ing the gun and assuming problems exist, though, you should perform at
least minimal tests of the software.

Checking an Application on a Test System

In a mission-critical production environment, it’s seldom wise to install new
software directly on the main production system. Even a trivial upgrade (say,
version 2.4.6 to 2.4.7) can introduce bugs, changes to configuration file for-
mats, incompatibilities with interdependent programs, and so on. For this
reason, evaluating new software on a test system is generally a good idea.
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Ideally, your test system should be configured identically to the ultimate
production system you plan to use—or as identically as can be managed. For
instance, you should have the same hardware, the same version of Linux,
and all the same libraries and other support packages. The systems should be
configured the same way in terms of networking (but they probably won’t
have the same IP addresses unless you can set up a small isolated test net-
work). If the software you want to test is an upgrade of a package that’s
already installed on the production system, you should first install the ver-
sion that’s working on the production system on the test system, and then
configure it in the same way. If possible, copy the production system’s con-
figuration files to the test system, along with any data files. For instance, if
you were testing an upgrade to a Web server, you would copy the Web
server’s configuration files and your entire collection of Web pages. Note
that in some cases, these files will require modification so that they reference
the test system rather than the production system. Web pages may have
URLs that point to the production system by name, for instance.

In practice, however, you may not have the luxury of creating a near-
exact copy of the production system for testing purposes. You may have to
make do with a previous-generation computer system with radically differ-
ent hardware, for instance. Depending upon what software you’re testing,
this may not be too big of a handicap, though, because most software doesn’t
really care about your hardware. Be aware, however, that drivers are a nota-
ble exception to this rule. Therefore, it’s important that you test with the
same Linux distribution you use on the production system. Distributions fre-
quently contain radically different package collections, so a product that
runs perfectly on the test system could fail miserably on the production system.

Once you’ve configured your test system to be as similar to your produc-
tion computer as possible, read the documentation! Some administrators
take an install-first-and-ask-questions-later approach to software installa-
tion. Such an approach may work well on occasion, but it’s like playing Rus-
sian Roulette—sooner or later, you’ll end up killing your system, or at least
doing it serious damage. Of course, if you’re doing the installation on a dis-
posable test system, this won’t be a crippling setback, but it will still cost you
the time it took to prepare the test system. Reading the documentation can
alert you to important software features, changes since the release you’re
currently running, bugs, and what files the software will be installing or
replacing.

If you’re using a package system like RPM or Debian, you may think you
have to install the software in order to read its documentation, but you can
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often find the documentation on the package’s Web site. If you do have to
install the documentation, see if the program you are using comes with sep-
arate documentation packages; that way you can install and read the docu-
mentation before you install the main package. Of course, one of the benefits
of package management systems is that you can easily back out of an
upgrade, so it’s unlikely you’ll do too much damage even if you install the
main package without checking out its documentation first. If you do this,
though, be sure to read the documentation soon after installing the software,
so you’ll know what to expect when you try to use it.

When you install or upgrade your test software, pay particular attention
to what happens to configuration files. RPM and Debian packages usually
leave configuration files alone, or at least back up your old configuration
files; but sometimes the package isn’t built correctly, and installing the pack-
age wipes out your old configuration files. If this happens, you’ll need to
restore your original configuration files, presumably from the production
system.

If you’re lucky, the software will run perfectly the first time you try it. If
not, you’ll have to track down the cause of the problem. This is as much an
art as a science, so it’s hard to say where to begin, especially as a general
rule—different packages are so different that good advice for one can be use-
less for another. As a general rule, configuration files and library problems
are good places to start looking. In the case of a package upgrade, configu-
ration file formats sometimes change. This is particularly true of major ver-
sion upgrades and upgrades within alpha- or beta-test cycles. (Running such
prerelease software is generally inadvisable on a production system, but
sometimes you have no choice because nothing else is available or you need
the advanced features being added in the alpha or beta software.)

%)’ You can refer to Chapter 9 for more detailed information on troubleshooting
ITE installation errors and setbacks.
Precisely how you test the software depends on the program in question.
A small utility might require simply using it on a few test cases. A major
package like a new Web server for an important Web site might require
extensive formal tests, using multiple Web browsers to access all of the site’s
pages, and perhaps even performing benchmarks of its operation compared
to that of its predecessor. Upgrading important support libraries, such as
libc, can have consequences for literally hundreds of other programs, so you
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may need to test lots of separate packages when you do such an upgrade.
You’ll have to be the judge of how much testing to do. Keep in mind the con-
sequences of installing a bad package on the production system. If such an
upgrade could cause you or your users serious grief, substantial verification
on the test system is in order.

During this entire process, you should take notes. If you run into problems
and find solutions, your notes will help you implement these solutions when
it comes time to install the software on the production system. If you encoun-
ter many problems or have trouble finding a solution, you may want to get
your notes in order, restore the test system to its original condition, and prac-
tice reinstalling the new software so that you’re sure you can do it with min-
imal downtime on the production system.

Checking an Application on a Production System

Once you’ve checked the application on the test system, it’s time to install it
on a production system. It’s usually wise to back up this computer before the
upgrade, particularly if it’s a major upgrade. This way, if some snafu occurs,
you can restore the system to its original state and go back to your test sys-
tem to try to determine what went wrong.

After backing up the production system, install the new software, follow-
ing your notes if necessary. If you’re upgrading a program and this upgrade
requires taking down a server program or the entire computer, be sure to
schedule the upgrade for some time when it will cause the least disruption,
such as a weekend or late at night. If such a swap is practical, you might also
want to have your test system standing by, ready to take over the main sys-
tem’s duties in case you run into unexpected difficulties. Be sure to notify
your users of the upgrade so that they’re not caught unaware.

Once you’ve performed the installation or upgrade, you should run
through at least minimal tests of the software in its new production environ-
ment. You may not have time to perform a full suite of tests, particularly for
a big package, but you should at least be able to assess minimal functionality.

Some packages are so trivial that the preceding discussion may seem like
overkill. Likewise, in a small shop, you may not have the luxury of hardware
to use for a test system. In such situations, you should be extra careful to
check the documentation before you install, and in the case of an upgrade,
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make sure to back up the configuration files and have a plan to restore the
original software should you encounter problems. It’s easy to install a “new
and improved” package, find that it doesn’t work, and then spend an hour
or more frantically searching for the version you had been using, or perhaps
you will find it but you’ll have trouble compiling or installing it. If you plan
properly, you can avoid the aggravation and embarrassment of this situation.

Ongoing Application Monitoring

Many programs require ongoing monitoring. Shortly after installing a major
package, you should certainly check that it’s working correctly however you
can, say by running it with test data or checking the operation of a server
from another system. You can periodically use ps to see that it’s still running
(if it should be running constantly), or try to use the software (for instance,
by using another system’s Web browser to access a new Web server).
Some programs produce log files. You can use these to monitor their per-
formance. Log files generally go in the /var/log directory tree. Consult
your package’s documentation for details. It’s usually a good idea to monitor
these logs with extra diligence soon after an upgrade. Doing so can alert you
to problems that you might not otherwise notice, like a Web server that’s
delivering Web pages only to local systems and not to the Internet at large.

)’ Log files are discussed in more detail in the “Monitoring Log Files” section of
‘&TE Chapter 4.

Kernel Issues

The Linux kernel is at the heart of any Linux system. In fact, techni-
cally speaking, the kernel is Linux. Everything else—the C libraries, the
startup files, the X servers, and so on—is independent of the Linux kernel,
and most of this code is used in other Unix-like OSs, such as FreeBSD. Many
of these programs were written under the auspices of the Free Software
Foundation’s GNU’s Not Unix (GNU) project. For this reason, some people
refer to Linux as an OS as GNU/Linux.
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In any event, the Linux kernel is both critically important and unusual in
its requirements. Therefore, it’s important that you understand how this par-
ticular piece of the software puzzle fits into Linux as a complete OS.

The Role of the Kernel

Any OS’s kernel provides critical low-level facilities. These include the
following:

Memory management, including handling swap space, if present

Most low-level hardware drivers (X’s video drivers and printer drivers
are two major exceptions)

Process scheduling—determining when specific programs get access to

the CPU

Large chunks of the network stack, providing programs with network
access

Filesystems, for access to files on disk

For the most part, users don’t interact directly with the kernel, except
insofar as the kernel handles keyboard input and text-based video output.
Programs, however, rely upon the kernel for the just-mentioned functions.
Because of this, programs can only be as reliable as the kernel—an unreliable
kernel can manifest itself in unreliable programs or overall system instability.
Similarly, applications may be limited in what they can accomplish if the ker-
nel lacks features. Most 2.2.x Linux kernels, for instance, lacked support for
Universal Serial Bus (USB) devices, so programs using these kernels couldn’t
use USB hardware. (The 2.2.18 and 2.4.x kernels include much-improved
USB support.)

As a system administrator, you have several kernel-related duties:

You must determine what kernel to use. A too-old kernel can limit
your hardware options, but a too-new kernel can be unreliable. The
upcoming section, “Kernel Version Numbering,” includes important
information about this.

You must determine how to install a kernel. All Linux distributions
ship with precompiled kernels in packages similar to other software.
You may prefer to compile a kernel yourself, though. “When to
Recompile the Kernel” will help you decide when to do this.
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= You must configure your system to boot the kernel you desire. “Con-
figuring Boot Loaders” covers this topic. (This is done automatically
when you install Linux, but you’ll need to deal with this if you upgrade
your kernel.)

* You must configure kernel modules for new or upgraded hardware.
This topic is covered in Chapter 8, “Hardware Issues.”

Kernel Version Numbering

Because the kernel is arguably the most important software component in a
Linux computer, it’s particularly important that you understand how Linux
kernel version numbers work. There’s a definite system to the Linux kernel
version numbers, and understanding it can help you determine when you
might want to upgrade the kernel. Also, this method of version numbering
has been adopted by some non-kernel software projects, and so it can be use-
ful in understanding them, as well.

)’ Don’t confuse the Linux kernel version number with the Linux distribution
‘&TE version number. The two are unrelated. For instance, Linux Mandrake 8.0 (a
distribution) ships with kernel 2.4.3. Some new Linux administrators merge
the two, and say they’re running (for instance) “Linux 8.0.” There is no such
thing—at least, not in 2001. “Linux 2.4.3"” unambiguously refers to the kernel
version 2.4.3, but when referring to a distribution, you must specify its name.

Linux kernel versions all have three numbers, separated by periods (.):

= The first number is the major version number. In 2001, this number is 2.
A change in the major version number typically indicates a fairly sub-
stantial change in the way the kernel works.

= The second number carries special meaning. When this number is
even, it indicates a stable kernel or release kernel—one that the kernel
developers believe to be fairly bug-free and ready for use by the public
at large. Odd second numbers indicate development kernels. These
kernels are experimental—they contain major new drivers, major
rewrites of existing code, and so on. You should only use a develop-
ment kernel if you’re desperate for some feature it provides—and even
then, you can often find a backport (transfer of newer drivers to older
kernels) of such features to a stable kernel.
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= The final number indicates a minor upgrade. In the case of stable ker-
nels, these numbers typically indicate small bug fixes and occasionally
the addition of an important but well-tested new driver. In the case of
development drivers, the final number indicates progression in adding
features, fixing bugs, and (being realistic) adding new bugs along with
the new features.

At any given time, fwwvo Linux kernels are current—one in the stable
release tree, and another in the development line. When Linus Torvalds
decides that a development kernel is approaching stability with the target
features for the next stable release, he calls for a feature freeze so that no new
drivers or features will be added or changed, except to fix bugs. Over the
next few weeks or months, the development kernel’s stability improves, and
it’s eventually released as the next stable kernel. For instance, the 2.3.x ker-
nel series led to the release of a 2.4.0 kernel. When a new stable kernel is
released, the former development kernel is abandoned and work is begun on
a new line—2.5.x after the release of 2.4.0, for instance. This line will even-
tually lead to the release of a 2.6.0 or 3.0.0 kernel.

Major Linux distributions always ship with stable kernels. In early 2001,
these were late in the 2.2.x series, but with the release of the 2.4.0 kernel, dis-
tributions released by mid-2001 had 2.4.x kernels. As a general rule, it’s best
to use a kernel in the same series that the distribution uses. Changes to the
second value of the kernel number tend to introduce changes to kernel inter-
faces required by some low-level utilities, modifications to filesystem for-
mats, new driver names, and the like. Although most distributions continue
to function with such an upgraded kernel, there may be a few glitches, such
as drivers that don’t load automatically. Near the release of a new kernel,
some distributions try to make their systems ready for the new kernel. Red
Hat 7.0, for instance, aimed to be compatible with the 2.4.0 kernel. Such
attempts are not always completely successful, but if you must upgrade soon
after a new kernel is released, using such a distribution can help.

Within a single series, upgrades are usually safe. The most common rea-
son to upgrade is if a new version fixes a bug that’s been found in an older
version. Another reason to upgrade is if a new version adds a driver. For
instance, the 2.2.18 kernel added a large number of drivers that had been
developed in the 2.3.x series. This allowed people to take advantage of many
2.4.0 kernel features, such as support for USB devices, without upgrading
to 2.4.0 and running into the glitches that would be likely with such an
upgrade.
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When to Recompile the Kernel

il
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Kernels can be upgraded much like other packages, by installing a single
binary package file. (You may also need to explicitly reconfigure your boot
loader, although this may be done by automatic installation scripts.) Many
Linux administrators, though, prefer to compile their own kernels from
source code. Doing so offers several advantages:

Optimizing the kernel If you compile your own kernel, you can opti-
mize it for your particular level of CPU (486, Pentium, and so on). This
can improve performance slightly.

Individual driver configuration Most Linux drivers can be compiled
either as part of the main kernel file or as add-in modules. Most distribu-
tions ship with most drivers compiled as modules, but you can configure
a custom kernel to include in the main kernel file drivers you normally
have loaded, such as drivers for your SCSI adapter or Ethernet card. Like-
wise, you can completely remove drivers that you don’t need, such as
EIDE drivers on a SCSI-only system.

Kernel standardization Many distributions include modified versions of
the kernel by default. Changes may include adding non-standard or
updated drivers. These changes are often beneficial, but sometimes they
cause problems. Compiling your own kernel from a standard kernel
source tarball ensures you’re using a standard kernel, or at least one with
just the changes you’ve decided to make. Note that many distribution
maintainers provide kernel source in RPM or Debian package format, but
these sources may include changes, as well. You’re best off getting a ker-
nel from a generic Linux kernel repository site, like http://

www. kernel.org.

Ability to apply patches Some drivers are developed separately from the
main kernel source tree, at least initially. Sometimes, these must be
patched into the kernel source code and compiled with the rest of the ker-
nel. This is impossible if you use a precompiled kernel.

Kernel patches are generally intended for specific kernel versions. You can
often get away with applying a patch for a close version (such as a patch
intended for 2.2.16 applied to 2.2.17), but the greater the version difference,
the more likely it is that a problem will crop up.
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As a general rule, it’s seldom strictly necessary to compile your own ker-
nel; however, it’s often beneficial to do so, for any or all of the preceding rea-
sons. The details of kernel configuration and compilation are beyond the
scope of this book, however. Consult the Linux Kernel HOWTO document
(http://www.1linuxdoc.org/HOWTO/Kernel-HOWTO.htm1) for more
details.

Configuring Boot Loaders

TE

The kernel is an unusual program in many ways, not the least of which
is how it’s loaded. Because the kernel must run before Linux is completely
booted, the kernel must be loaded into memory in a unique way. A program
known as a boot loader handles this task. Several boot loaders are available,
some of which can boot a Linux kernel directly, others of which require help
to do the job.

This section discusses boot loaders for x86 systems. If you're using Linux on
another architecture, such as PPC (Macintosh) or Alpha, the available boot
loaders will be different. Consult your distribution’s documentation for
details.

The Role of the Boot Loader

When it’s first powered up, an x86 CPU checks a specific area of memory for
code to execute. This code is the Basic Input/Output System (BIOS). You’re
probably familiar with the BIOS through your computer’s BIOS setup
screens, which allow you to configure features such as RAM timing and
whether or not on-board ports are active. The BIOS also provides code that
allows the computer to boot. The BIOS checks the first sector of your hard
disk (or of your floppy disk, CD-ROM, or other disk devices, depending
upon the BIOS’s capabilities and configuration) for a small boot loader pro-
gram. This program normally resides on the master boot record (MBR) of a
hard disk, or the boot sector of a floppy disk. The MBR resides on the first
sector of a hard disk, and controls the boot process. A boot sector is the
first sector of a floppy or of a hard disk partition and also controls the boot
process. (In the case of a partition’s boot sector, it’s used after the MBR.)
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In the case of a PC that runs nothing but Windows, the boot loader in the
MBR is hard-coded to check for a secondary boot loader in the active pri-
mary partition. This secondary boot loader directly loads the Windows ker-
nel. The approach in Linux is similar, but standard Linux boot loaders are
somewhat more complex. The most popular Linux boot loader, the Linux
Loader (LILO), allows you to select from several different boot options, for
both Linux and non-Linux OSs. Other boot loaders are also available, as
described shortly, most of which also allow you to select which of several
OSs to run. Unfortunately, this added complexity comes at a cost: Advanced
boot loaders are more difficult to configure than is the simple single-OS boot
loader used with Windows.

In some cases, a system uses multiple boot loaders. One resides in the
MBR, and another resides in the boot sector of an individual disk partition.
(OSs on different partitions can each have their own boot sector—based boot
loaders.) In this configuration, the MBR-based boot loader is the primary
boot loader, and the one in a partition’s boot sector is a secondary boot
loader. Some boot loaders work in only one of these positions. It’s often pos-
sible for a secondary boot loader to redirect the boot process to a different
partition, in which case that partition’s boot loader becomes the tertiary
boot loader, although the configuration is the same as for secondary status.

Available Boot Loaders

Many OSs ship with their own boot loaders, and others are available from
third parties. Here are some of the most common boot loaders:

LILO As mentioned earlier, LILO is the most popular boot loader for
Linux. It can directly boot a Linux kernel, and it can function as either a
primary or a secondary boot loader. It may also be installed on a floppy
disk, which is unusual for a boot loader. When used as a secondary boot
loader, LILO should only be installed in a Linux partition; it will damage
the contents of most non-Linux filesystems. Installing LILO in a swap
partition is also inadvisable since it will be wiped out by swap activity.
LILO can redirect the boot process to non-Linux partitions, and so it can
be used to select Linux or Windows in a dual-boot system.

GRUB The GRand Unified Bootloader (GRUB) is an alternative to
LILO that’s becoming more common. GRUB was the first boot loader
that could directly boot Linux from above the 1024th cylinder of a hard
disk, which gained it some popularity. LILO has since achieved similar
capabilities, though.
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OS Loader This is one name by which Windows N'T/2000’s boot loader
goes. Another is NTLDR. This is a secondary boot loader that cannot
directly boot Linux, but it can boot a disk file that can contain LILO, and
hence boot Linux indirectly. It’s common on some dual-boot installations.

System Commander This boot loader, from V Communications
(http://www.v-com.com), is the Cadillac of boot loaders, with some
very advanced features. It cannot directly boot Linux, but like many oth-
ers, it can direct the boot process to a Linux partition on which LILO is
installed.

LOADLIN Thisisan unusual bootloader in that it’s neither a primary nor
a secondary boot loader. Rather, it’s a DOS program that can be used to

boot Linux after DOS has already loaded. It’s particularly useful for emer-
gency situations since it allows you to boot a Linux kernel using a DOS

boot floppy, and you can also use it to pass kernel parameters to influence
the booted system’s behavior. LOADLIN comes with most Linux distribu-
tions, generally in a directory on the main installation CD-ROM.

After installing Linux, create a DOS boot floppy with LOADLIN and a copy of
your Linux kernel. You can then use this boot floppy to boot Linux if LILO mis-
behaves or your kernel is accidentally overwritten.

There are many additional third-party boot loaders, most of which, like
System Commander, cannot directly boot a Linux kernel but can boot a par-
tition on which LILO is installed. For this reason, this chapter emphasizes
LILO configuration—LILO can be used to boot Linux, whether LILO func-
tions as a primary, secondary, or tertiary boot loader. If you opt to use LILO
as a secondary boot loader, you’ll need to consult the documentation for
your primary boot loader to learn how to configure it.

On a Linux-only system, there’s no need to deal with an advanced third-party
boot loader; LILO can function as a primary boot loader without trouble on
such systems. Third-party boot loaders are most useful when you have two or
more OSs installed, and particularly when LILO has troubles redirecting the
boot process to the other OSs, which is rare.
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The usual configuration for LILO places it in the MBR. Even in a Linux-
only situation, however, it’s sometimes desirable to place LILO in the Linux
boot partition. Used in this way, a standard DOS/Windows MBR will boot
Linux if the Linux boot partition is a primary partition that’s marked as
active. This configuration can be particularly helpful in DOS/Linux or
Windows/Linux dual-boot configurations because DOS and Windows tend
to overwrite the MBR at installation. Therefore, putting LILO in the Linux
boot sector puts it out of harm’s way, and you can get LILO working after
installing or reinstalling DOS or Windows by using the DOS or Windows
FDISK program and marking the Linux partition as active. If LILO is on the
MBR and is wiped out, you’ll need to boot Linux in some other way, such
as by using LOADLIN, and then rerunning the 1170 program to restore LILO
to the MBR.

The 1024-Cylinder Limit

One bane of the PC world that reared its ugly head twice in the 1990s was
the so-called 7024-cylinder limit. This limit is derived from the fact that the
x86 BIOS uses a 3-number scheme for addressing hard disk sectors. Each
sector is identified by a cylinder number, a head number, and a sector num-
ber, known collectively as the sector’s CHS address. The problem is that
each of these values is limited in size. The cylinder number, in particular, is
allotted only 10 bits, and so cannot exceed 2, or 1024, values. In conjunc-
tion with the limits for sectors and heads, this limited addressable EIDE hard
disk size to precisely 504MB in the early 1990s.

When disks larger than 504MB became common, BIOSes were adjusted
with CHS translation schemes, which allowed them to juggle numbers
between cylinders, heads, and sectors. This increased the effective limit to
just under 8MB. A similar scheme abandoned CHS addressing for BIOS-to-
disk communications but retained it for BIOS-to-software communications.
This was known as linear block addressing (LBA) mode.

These limits never affected Linux once it had booted, because Linux could
handle more than 10-bit cylinder values, and it could access disks directly
using LBA mode. The Linux boot process was limited, however, because

LILO relied upon CHS addressing via the BIOS to boot the kernel. Therefore,
the Linux kernel has traditionally had to reside below the 1024-cylinder mark.
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Today, all new BIOSes include support for so-called extended INT13 calls,
which bypass the CHS addressing scheme. These BIOSes allow booting an
OS from past the 1024-cylinder mark on a hard disk, but only if the boot
loader and OS support this feature. Recent versions of LILO support
extended INT13 calls, so new Linux distributions can be installed anywhere
on a hard disk—if the BIOS supports this feature.

An Overview of the LILO Configuration File

LILO is configured through the /etc/11i70. conf file. This file consists of
lines with general configuration options, followed by one or more stan-
zas—groups of lines that define a single OS to be booted. For instance,
Listing 3.3 shows a simple 1i70. conf file that defines a system that can
boot either Linux or Windows.

Listing 3.3: Sample 1ilo.conf File

boot=/dev/hda
prompt
delay=40
map=/boot/map
install=/boot/boot.b
defauTlt=Tinux
Tbha32
message=/boot/message
image=/boot/bzImage-2.2.17
TabeTl=Tinux
root=/dev/hda9
append="mem=128M"
read-only
other=/dev/hda3
Tabel=windows
table=/dev/hda
Each line contains a command that defines some aspect of LILO’s
operation. The following entries describe important general configura-
tion options shown in Listing 3.3:

boot=/dev/hda This option tells LILO that it will install itself to /dev/
hda—the MBR of the first physical EIDE disk. To install LILO as a sec-
ondary boot loader, put it in a Linux partition, such as /dev/hda9.
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prompt This option tells LILO to prompt the user. By default, LILO
uses a simple text-mode prompt, such as 1i1o:. Many modern distribu-
tions include additional parameters that add menu-based and graphical
prompts.

delay=40 LILO boots a default OS after a configurable delay,
expressed in tenths of a second. This line sets the delay to 4 seconds.

default=Tinux This specifies the default OS or kernel to boot; it refers
to the 1abe1 line in the stanza in question. If this option is omitted, LILO
uses the first stanza as the default.

Tba32 This option enables the ability to boot kernels located past the
1024th cylinder of the disk (about 8MB on most modern hard drives).

Other options are present, but you’re not likely to need to change them
unless you need to customize how LILO appears for users or enable
advanced features.

Each stanza begins with its own line—image= for Linux kernels or
other= for other OSs, such as DOS or Windows. Listing 3.3 shows all but
the first line of each stanza indented, but this isn’t required; it simply helps
distinguish the stanzas from each other. Important options for specific stan-
zas include the following:

Tabel This is the name by which an OS or kernel will be known. In the
default LILO configuration, the user types this name at the 1ilo:
prompt. If LILO is configured to use a menu, the name appears in that
menu. Every stanza must have a Tabel definition. Although Listing 3.3
shows labels named after the OSs in question, these labels are, in fact,
arbitrary.

root This option sets the root (/) filesystem for a Linux system. Once
booted, the Linux kernel looks here for startup scripts, /etc/fstab (for
the locations of other filesystems), and so on.

append This optional line lets you pass parameters to the kernel. These
parameters influence the way the kernel treats hardware. Listing 3.3
includes an append option that tells the kernel that the system has 128 MB
of RAM. (Linux usually detects this correctly, but some BIOSes throw
Linux off.) You can also tell Linux what settings (IRQs and DMA chan-
nels) to use for hardware, if the drivers are built into the kernel.
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read-only Linux normally starts up by booting the root filesystem in
read-only mode, and later switches it to full read/write mode. This option
tells Linux to behave in this way; it’s a standard part of a Linux boot
stanza.

table This option allows LILO to pass the location of the boot disk’s
partition table to a non-Linux OS. This is required for some OSs to boot.
Its normal value is /dev/hda for EIDE disks or /dev/sda for SCSI disks.

LILO is a complex program that has many additional options. Consult
the Tilo.conf man page for more information on these options.
It’s important to realize that there are three aspects to LILO:

= The LILO configuration file, /etc/1ilo.conf
= The installed boot loader, which resides in the MBR or boot sector

= The TiTo program, which converts a 1i10. conf file into an installed
boot loader

After you’ve edited /etc/1iT0. conf, you must type 1ilo to activate
your changes. If you omit this step, your system will continue to use the old
boot loader.

Adding a New Kernel to LILO

It’s possible to configure LILO to boot either of two or more kernels using
the same distribution. This can be very convenient when you want to test a
new kernel. Rather than eliminate your old working configuration, you
install a new kernel alongside the old one and create a new 1ilo.conf entry
for the new kernel. The result is that you can select either the old kernel or
the new one at boot time. If the new kernel doesn’t work as expected, you
can reboot and select the old kernel. This procedure allows you to avoid oth-
erwise ugly situations should a new kernel not boot at all.

Assuming you don’t need to change kernel append options or other fea-
tures, one procedure for adding a new kernel to LILO is as follows:

1. Install the new kernel file, typically in /boot. Ensure that you do not
overwrite the existing kernel file, though. If you compile your own
kernel, remember to install the kernel modules (with make modules_
install), as well.
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2. Copy the stanza for the existing kernel file in /etc/Ti70.conf. The
result is two identical stanzas.

3. Modify the name (1abe1) of one of the stanzas to reflect the new ker-
nel name. You can use any arbitrary name you like, even a numeric
one, such as 242 for the 2.4.2 kernel.

4. Adjust the image line in the new kernel’s stanza to point to the new
kernel file.

5. If you want to make the new kernel the default, change the default
line to point to the new kernel.

It's generally best to hold off on making the new kernel the default until you've
tested it. If you make this change too early and then can’t get around to fixing
problems with the new kernel for a while, you might find yourself accidentally
booting the bad kernel. This is normally a minor nuisance.

6. Save your /etc/1ilo.conf changes.

7. Type Tilo to install LILO in the MBR or boot partition’s boot sector.

@ Real World Scenario
Naming Kernel Files

A good practice when adding a new kernel is to give it a name that includes
its version number or other identifying information. For instance, Listing 3.3's
kernel is called bzImage-2.2.17, identifying it as a 2.2.17 kernel. If you had
such a kernel and wanted to try adding, say, the experimental filesystem
XFS, you might call this new kernel bzImage-2.2.17-xfs. There are no hard-
and-fast rules for such naming, so use whatever system you like. As a gen-
eral rule, though, the base of the name begins with vmTinux (fora “raw” ker-
nel file), vmlinuz (for a kernel compressed with gzip), zZImage (another name
for a kernel compressed with gzip), or bzImage (for a kernel compressed
with bzip2). Most distributions use vmlinuz for their kernels, but locally
compiled kernels usually go by the zImage or bzImage names. bzip2 pro-
vides greater compression than gzip does, and so it is more common with
today’s large kernels.
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Once you’ve done this, you can reboot the computer to load the new ker-
nel. Be sure to select the new kernel at the 1i1o: prompt, or you’ll boot the
old one. If everything works, you can go back to step 5 if you skipped it ini-
tially (remember to repeat steps 6 and 7, as well). If the new kernel doesn’t
work properly, you can reboot the computer and select the old kernel in
LILO to boot it.

Adding a New OS to LILO

Adding a new OS to LILO works much as does adding a new Linux kernel.
There are two basic ways to do this:

Multiple Linuxes You may want to install two or more Linuxes on one
computer—say, to have a small emergency system for disaster recovery or
to be able to run and test multiple distributions on one computer. When
doing this, the procedure is basically the same as that for adding a new
kernel, except that you must also specify the correct root partition (with
the root parameter). In many cases, you’ll need to mount your alternate
Linux’s root partition within the first one’s filesystem and point to the
alternate system’s kernel on this mount point. For instance, when install-
ing an emergency boot system and configuring it from the main Linux
system, you might mount the emergency installation’s root filesystem
at /emerg, so the image line might read image=/emerg/boot/
bzImage-2.2.17.

Linux and another OS LILO can boot most non-Linux OSs using the

other line in /etc/1il0.conf, as shown in Listing 3.3. Model the entry
for your non-Linux OS after this, pointing to the correct boot partition
for the alternate OS.

In either case, once you’ve saved your changes, you must remember to
type Tilo. This action writes a new customized LILO to the MBR or Linux
boot partition. If you fail to do this, you’ll continue to use the old configu-
ration the next time you boot.
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It is likely that you will use a text-based shell, such as bash, for much of
the work you do at a Linux system. A handful of commands can go a long
way towards making such a shell useful, giving you the ability to move about
the computer’s directory, view files, and so on.

One of your primary duties as a system administrator is to manage the
packages installed on a computer. To do this, you must often remove unused
programs, install new ones, and upgrade existing packages. You may also
need to verify the integrity of installed programs or track down what librar-
ies or other programs another one uses. In all these tasks, the RPM and
Debian package management systems can be extremely helpful. These sys-
tems track installed files and dependencies, giving you access to information
that’s not otherwise available. On occasion, though, you may need to use the
simpler tarballs—particularly if you use a tarball-based distribution like
Slackware. Sometimes you can convert between package formats using
alien or other package conversion tools.

Another of a system administrator’s duties is to check the operation of a
new package after installing it. Ideally, you can do a test installation on a
non-production system before installing the package on your main system.

Perhaps the most important package is the Linux kernel, which presents
some unique issues for package management. Many system administrators
prefer to compile their own kernels, even when they normally use binary
packages. Compiling your own kernel lets you introduce optimizations that
influence many other programs.

After you compile your kernel, you run it through the system boot pro-
cess, which is controlled by a boot loader program such as LILO. LILO is
capable of booting many OSs, not just Linux, and of selecting which of sev-
eral Linux kernels you use.

Exam Essentials

Identify critical features of RPM and Debian package formats. RPM
and Debian packages store all files for a given package in a single file that
also includes information on what other packages the software depends
upon. These systems maintain a database of installed packages and their
associated files and dependencies.
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Describe the process of installing an RPM or Debian package. Use the
rpm program to install an RPM package, or use dpkg or apt-get to install
a Debian package. These programs install, upgrade, or remove all files
associated with a package and maintain the associated databases.

Describe the ways tarballs differ from RPM or Debian packages. Tar-
balls contain no dependency information, and the tar utility doesn’t
maintain package databases comparable to those maintained by the RPM
or Debian systems.

Summarize procedures for verifying proper program functioning. Ide-
ally, programs should be tested on a disposable test system before being
installed on a production system. On both the test and production sys-
tems, basic program functioning should be tested by using the program in
typical ways before ordinary users can do so.

Explain the Linux kernel version numbering system. Kernel version
numbers consist of three components corresponding to less and less
important changes. The middle number takes on even values for stable
kernels and odd values for development kernels.

Describe the basic function of a boot loader. A boot loader is a low-
level program run by the BIOS as a step towards booting an operating sys-
tem. The common LILO boot loader for Linux can boot a Linux kernel or
redirect the boot process to another boot loader stored on a partition’s
boot sector.

Describe how LILO is configured. LILO uses a configuration file called
/etc/1ilo.conf, which consists of general-purpose lines and one or
more stanzas of multiple lines associated with specific Linux kernels or
non-Linux OSs. After editing this file, an administrator must type Tilo to
install the boot loader in the MBR or Linux boot sector.
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Commands in This Chapter

Key Terms

Command  Description

rpm Installs, removes, updates, queries, or verifies packages
on an RPM-based Linux distribution

dpkg Installs, removes, updates, queries, or verifies packages
on a Debian-based Linux distribution

apt-get Installs, removes, or updates packages on a Debian-
based Linux distribution; can automatically retrieve
packages from a remote site

tar Adds to, deletes from, or displays the contents of a
tarball

alien Converts between Linux package formats

gnorpm GUI front-end to the rpm utility

Tilo Installs a configured LILO boot loader in the MBR or

boot sector

Before you take the exam, be sure you’re familiar with these terms:

1024-cylinder limit dependency

binary package development kernel

boot loader

boot sector

extended INT13

filename completion

build number GNU/Linux

CHS translation linear block addressing (LBA)
command prompt Linux Loader (LILO)

Debian package major version number
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parameter shell

primary boot loader source package
Red Hat Package Manager source RPM
(RPM)

release kernel stable kernel
release number tarball

secondary boot loader
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ions

1. Which of the following procedures normally launches a shell? (Choose
all that apply.)

A.

B
C.
D

By starting an xterm window
. By typing shel1 at a command prompt
By logging in using SSH

. You can’t; the shell is started automatically at boot time

2. What key does the bash shell use to complete filenames based on the
first few characters?

A.

B
C.
D

End
. Tab
Enter

. Insert

3. What features are shared by tarballs, RPMs, and Debian packages?
(Choose all that apply.)

A
B
Cc
D

. They all hold collections of files, including directory structures.
. They all provide dependency information.
. They all individually compress the files they contain.

. They can all be used to store cross-platform files.

4. Which of the following is 7ot an advantage of a source package over

a

A.

binary package?

A single source package can be used on multiple CPU
architectures.

By recompiling a source package, you can sometimes work around
library incompatibilities.
You can modify the code in a source package, altering the behavior

of a program.

. Source packages can be installed more quickly than binary pack-
ages can.
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5. Which is true of using both RPM and Debian package management
systems on one computer?

A.

D.

It’s generally inadvisable because the two systems don’t share
installed file database information.

It’s impossible because their installed file databases conflict with
one another.

It causes no problems if you install important libraries once in each
format.

It’s a common practice on Red Hat and Debian systems.

6. Which of the following statements is true about binary RPM packages
that are built for a particular distribution?

A.

They can often be used on another RPM-based distribution for the
same CPU architecture, but this isn’t guaranteed.

They may be used in another RPM-based distribution only when
using the --convert-distrib parameter to rpm.

They may be used in another RPM-based distribution only after
converting the package with alien.

They can be recompiled for an RPM-based distribution running on
another type of CPU.

7. Which is true of source RPM packages?

A.

They consist of three files: an original source tarball, a patch file of
changes, and a PGP signature indicating the authenticity of the
package.

B. They require programming knowledge to rebuild.

C. They can sometimes be used to work around dependency problems

with a binary package.

They are necessary to compile software for RPM-based
distributions.
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8. Which of the following do RPM filenames conventionally include?
A. Single-letter codes indicating Red Hat-certified build sites
B. Build date information
C. Version number and CPU architecture information
D. The initials of the package’s maintainer
9. To use dpkg to remove a package called theprogram, including its

configuration files, which of the following commands would you
issue?

A. dpkg -P theprogram
B. dpkg -p theprogram
C. dpkg -r theprogram
D. dpkg -r theprogram-1.2.3-4.deb
10. Which of the following describes a difference between apt-get
and dpkg?

A. apt-get provides a GUI interface to Debian package manage-
ment; dpkg does not.

B. apt-get caninstall RPMs and tarballs in addition to Debian pack-
ages; dpkg can not.

C. apt-get can automatically retrieve and update programs from
Internet sites; dpkg can not.

D. apt-get is provided only with the original Debian distribution,
but dpkg comes with Debian and its derivatives.

11. Which of the following is true of an attempt to use a Debian package
from one distribution on another Debian-derived distribution?
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It’s unlikely to work because of library incompatibilities and diver-
gent package-naming conventions.

. It’s guaranteed to work because of Debian’s strong package defi-

nition and enforcement of standards for startup scripts and file
locations.

It will work only when the distributions are built for different
CPUs or when the alien package is already installed on the target
system.

. It’s likely to work because of the close relationship of Debian-

based distributions, assuming the two distributions are for the
same CPU architecture.

12. The tar program may be used to complete which of the following
tasks? (Choose all that apply.)

A.

B.
C.
D.

Install RPM and Debian packages.
Install software from binary tarballs.
Back up a computer to tape.

Create source code archive files.

13. tar provides a much easier process than do RPM and
Debian package tools.

A.

B
C.
D

Dependency tracking

. Source code compilation

File ownership setting

. Package creation

14. Which of the following is the default destination format when using
alien?

A.
B.
C.
D.

Tarball

RPM

Debian package
Stampede package
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Which of the following methods is least likely to be useful for moni-
toring the operation of a program once you’ve installed it on a pro-
duction system?

A. Checking log entries in the /var/log directory tree

B. Periodically testing the program using test data

C. Periodically using ps to see if a server is still running

D. Running the program on a test system with a different
configuration

In which of the following situations does recompiling a Linux kernel

yourself make the most sense?

A. You need to upgrade to a new kernel to obtain a bug fix included
in that kernel.

B. Your system is not recognizing all of its installed memory.

C. You need to be sure the kernel resides below the 1024-cylinder
mark because you have an old BIOS.

D. You need to include an unusual experimental driver for your
system.

You’re administrating a system that uses a 2.2.4 kernel. Which of the

following kernel changes is least likely to cause problems?

A. Upgrading to kernel 2.4.2

B. Upgrading to kernel 2.3.27

C. Upgrading to kernel 2.2.17

D.

Applying kernel patches intended for 2.4.2 and recompiling

Where may LILO be installed?
A. The MBR, a Linux partition’s boot sector, or a floppy disk

B. The MBR, a Linux partition’s boot sector, or a Windows parti-
tion’s boot sector

C. A Linux partition’s boot sector or a Windows partition’s boot
sector

D. The MBR, a floppy disk, or a swap partition
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19. Which of the following is an advantage of installing LILO in a primary
Linux partition’s boot sector?

A. LILO can then boot a kernel from beyond the 1024-cylinder mark.
B. LILO can then redirect the boot process to other OSs’ boot sectors.

C. The DOS or Windows FDISK utility can be used to reset LILO as
the boot loader if the MBR is overwritten.

D. LILO can work in conjunction with LOADLIN to boot multiple
kernels.

20. Which of the following is true of the hardware on a system used to test
new software?

A. It must always be identical to that of the targeted production
system.

B. It is unimportant only when testing new drivers.

C. It is usually less important to make sure it matches the hardware
on the production system than it is to make sure that the system
software matches.

D. It must be used with identical drivers to that of the production sys-
tem, even if the hardware differs.
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Answers to Review Questions

1. A, C. Shells are started automatically when you log in or start xterm
windows unless you configure your account strangely or specify
another program to run when you launch an xterm. Typing she11
won’t start a shell, because no standard shell is called she11. (Typing
the shell name will do the job, though.) Shells aren’t normally started
when the computer boots; you must first log in.

2. B. When you press the Tab key when you are typing a command or
filename, bash checks to see if the characters you’ve typed so far are
enough to uniquely identify the command or filename. If they are,
bash completes the command or filename, saving you keystrokes.

3. A, D. Tarballs, RPMs, and Debian packages all hold collections of
files, which may be usable on multiple platforms, although this isn’t
guaranteed. Tarballs do #ot provide dependency information. All
three formats compress an archive of multiple files, rather than
archive a set of compressed files.

4. D. Because they must be compiled prior to installation, source pack-
ages require more time to install than binary packages do.

5. A. Package management systems don’t share information, but nei-
ther do their databases actively conflict. Installing the same libraries
using both systems would almost guarantee that the files served by
both systems would conflict with one another. Actively using both
RPM and Debian packages isn’t common on any distribution,
although it’s possible with all of them.

6. A. RPMs are usually portable across distributions, but occasionally
they contain incompatibilities. There is no --convert-distrib
parameter to rpm, nor is alien used to convert from RPM format to
RPM format. Binary packages can’t be rebuilt for another CPU
architecture, but source packages may be rebuilt for any supported archi-
tecture, provided the source code doesn’t rely on any CPU-specific
features.
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7.

10.

C. Some dependencies result from dynamically linking binaries to
libraries at compile time, and so they can be overcome by recompiling
the software from a source RPM. Option A describes Debian source
packages, not RPM packages. Recompiling a source RPM requires
only issuing an appropriate command, although you must also have
appropriate compilers and libraries installed. Source tarballs can also
be used to compile software for RPM systems, although this results in
none of RPM’s advantages.

C. The package version number (as well as an RPM build number)
and CPU architecture code (or src for source code or noarch for
architecture-independent files) are included in most RPM package
filenames. Red Hat does not provide certification for RPM maintain-
ers. Build dates and package maintainers’ names are stored in the
RPM, but not in the filename. (Some distributions include a code for
the distribution name in the RPM filename, but this is not a universal
practice.)

A. An uppercase -P invokes the purge operation, which completely
removes a package and its configuration files. The lowercase -p causes
dpkg to print information on the package’s contents. The -r parame-
ter removes a package, but leaves configuration files behind. The final
variant (option D) also specifies a complete filename, which isn’t

used for removing a package—you should specify only the shorter
package name.

C. You can specify Debian package archive sites in /etc/apt/
sources. list, then you can type apt-get update and apt-get
upgrade to quickly update a Debian system to the latest packages.
Storm and Corel Linux both ship with GUI package management
tools, but they aren’t apt-get. The alien program can convert an
RPM file and install the converted package on a Debian system. dpkg
and apt-get both come with all Debian-based distributions.
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D. In 2001, systems that use Debian are based on the same core OS,
and so they share most components, making package transplants
likely—but not certain—to succeed. Library incompatibilities could
cause problems, but aren’t likely to, especially if you use recent pack-
ages and distributions. Although Debian has clearly defined key file
locations, startup scripts, and so on, these can’t guarantee success.
Binary packages built for different CPUs are almost guaranteed not to
work, although scripts or other non-binary packages most likely will
work across CPU types.

B, C,D. tar can do all these things except for directly installing
RPM or Debian packages, although it could be used to do so after con-
verting the package with alien.

D. The tar --create command creates an archive from any speci-
fied directory; RPM and Debian package creation tools are more com-
plex than this. tar provides no dependency tracking mechanisms at
all, making you do that work. Although tar can be used to distribute
source code, it’s not used in compiling it per se. All the package tools
discussed in this chapter automatically set file ownership appropriately.

C. alien can convert to any of these formats, but if you omit the
specification, it defaults to a Debian output package.

D. A test system can be useful for familiarizing yourself with a new
program, but once that’s done and the program is up and running on
a production system, a test system will not be likely to give you infor-
mation about the production system that you could not obtain from
the production system itself.

D. Unusual experimental drivers generally come in source-only form,
and therefore they require you to recompile your kernel yourself.
Upgrading a kernel may be done via binary RPM or Debian packages.
Problems recognizing memory can generally be overcome by append
options in Tilo.conf. 1024-cylinder problems can be overcome by
placing the kernel in a partition that resides entirely below the
1024-cylinder mark.
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17.

18.

19.

20.

C. The 2.2.4 and 2.2.17 kernels are part of the same kernel series,
and so they will interface with other OS components in the same way.
The 2.3.27 kernel is a development kernel in-between the 2.2.x and
2.4.x kernel series, and so it is likely to be unstable and have some
changed interfaces. The 2.4.2 kernel is part of the next kernel series,
and so it has some OS interface requirements that may not completely
match other software on the system. Patching the 2.2.4 kernel with
patches intended for 2.4.2 is unlikely to work correctly, because so
many kernel files will have changed.

A. LILO may reside in any of the locations listed in Option A. If you
install it in a FAT or NTFS partition (used by DOS or Windows), these
partitions will be damaged, and if you install LILO in a swap partition
that is then used, LILO will be wiped out.

C. When installed in the MBR, LILO is susceptible to being com-
pletely wiped out by other OSs’ installation routines. Installing LILO
in a primary Linux partition’s boot sector eliminates this risk, making
recovery easier. LILO’s ability to boot from beyond the 1024-cylinder
mark or to boot multiple OSs is identical no matter where it’s
installed. Likewise, LILO can boot multiple OSs without the use of
LOADLIN no matter where LILO is installed.

C. It’s usually more important to match the system software than the
hardware when testing new software on a test system. One exception
to this is when testing new drivers, in which case matching the hard-
ware is more important. Using identical drivers when the hardware
doesn’t match is generally pointless since the drivers are tied to partic-
ular hardware components.
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Chapter

Users and Security

THE FOLLOWING COMPTIA OBJECTIVES ARE
COVERED IN THIS CHAPTER:

v' 4.1 Create and delete users.

v' 4.2 Modify existing users (e.g., password, groups, personal
information).

v' 4.3 Create, modify and delete groups.

v" 4.4 ldentify and change file permissions, modes and types by
using chmod, chown, and chgrp.

v' 4.7 Perform administrative tasks while logged in as root, or by
using the su command (e.g., understand commands that are
dangerous to the system).

v 4.9 Describe and use the features of a multi-user environment
(e.g., virtual terminals, multiple logins).

v" 5.8 Monitor system log files regularly for errors, logins, and
unusual activity.

v" 5.11 Perform and verify security best practices (e.g., passwords,
physical environments).

v' 5.12 Assess security risks (e.g., location, sensitive data,
file system permissions, remove/disable unused accounts,
audit system services/programs).

v' 5.13 Set daemon and process permissions (e.g., SUID - SGID -
Owner/groups).
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raditional PC operating systems, such as DOS and early ver-
sions of Windows, are basically single-user OSs. Although it’s certainly pos-
sible for two or more people to use computers running these OSs, the OSs
themselves provide no mechanisms to help keep users from reading or even
damaging each other’s files. Linux, on the other hand, is modeled after Unix,
which was designed as a multiuser OS. In Linux and Unix, the OS provides
tools designed to help keep users from harming each other’s files. The same
mechanisms are used to provide security and to keep users from damaging
the OS as a whole. For these reasons, Linux system administrators must
understand how the OS handles users and what tools are available to help
you manage the users on your own system.

One particularly important aspect of user configuration is security—but
security encompasses additional territory, such as controlling remote access
to your system. The Computer Emergency Response Team (CERT; http://
www.cert.org) tracks security violations (which it calls incidents) and vul-
nerabilities in software. In 1998, CERT recorded 3,734 incidents and 262
new vulnerabilities; in 1999, the numbers were 9,859 incidents and 417 new
vulnerabilities; and in 2000, CERT recorded a total of 21,756 incidents and
774 new vulnerabilities. These increasing numbers probably don’t mean that
software is becoming shoddier; they most likely reflect the increasing num-
bers of computers and computer server programs. Nonetheless, the large
number of problems emphasizes the need for caution in dealing with com-
puter security. There are many issues related to this topic, ranging from net-
work security to account maintenance to keeping programs up-to-date and
installed properly. This chapter covers these issues, in addition to basic user
administration.
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Linux Multiuser Concepts

Before dealing with the nitty-gritty details of administering user
accounts on a Linux system, it’s necessary to understand the underlying con-
cepts, including a few implementation details. Understanding this informa-
tion will help you to plan an effective account structure or expand an
existing one to meet new needs. This information may also be critically
important when moving accounts from one computer to another, when add-
ing a new hard disk, or when performing other types of system maintenance.

User Accounts: The Core of a Multiuser System

Linux user accounts are basically the same as user accounts in other Unix-

like OSs. They allow several people to use the same system, either at different
times or at the same time, without interfering with each other. A single user
can even have several simultaneous logins active, which is sometimes conve-
nient. It’s important to understand what user accounts allow you to do with
a system, and also how users are identified.

Accounts in a Multiuser System

Technically, a user is a person, whereas an account is a set of data structures
and permissions associated with that user. Frequently, though, the term user
is used as if it were synonymous with account, as in “you must delete this
user.” Don’t take such language literally—delete the account, not the user.

Several important features have been associated with Linux accounts,
including the following;:

Username The username is the name by which the account is known to
humans, such as e11en. The characteristics of Linux usernames are
described in more detail shortly, in “Linux Usernames.”

Login privileges An account allows an individual to log into a Linux
computer. Depending upon the system’s configuration, this could be a
login at the console (that is, the keyboard and monitor that are directly
connected to the computer) or remotely (via serial line, modem, or net-
work). When an individual logs in, that person may use some or all of the
programs and resources available on the computer. Some other resources,
like files delivered by a Web server, don’t require a login.
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Password protection Linux accounts are protected by a password. A
person attempting to log in must provide both a username and a pass-
word. The username is generally public knowledge, but the password is
secret. Some forms of login bypass the password protection, usually by
deferring to authentication performed by another computer.

Permissions Every account has permission to run certain programs and
access certain files. These permissions are controlled on a file-by-file basis,
as described later in this chapter, in “File Permissions.”

Home directory Every account has a home directory associated with it.

This is a directory in which the user can store data files. Typically, each

user has his or her own home directory, although it’s possible to configure
a system so that two or more users share a home directory. It’s also pos-
sible, but seldom useful, to specify a home directory to which a user can-
not write. (You might use such a configuration if a user should be able to
run programs that don’t generate their own data but should not be able

to store files on the computer.)

User and Group IDs Computers operate on numbers, not words—the
words we see on computer screens are encoded as numbers internally. To
save storage space, Linux associates two numbers with each account. The
first is the user ID (UID), which is mapped to a specific username. The
second is the group ID (GID), which is mapped to a specific group of
users. Both these processes are described further shortly, in “Mapping
UIDs and GIDs to Users and Groups.”

Default shell When using a Linux computer at a text-based login (say, at
the console without the X Window System running, or via a text-based
network protocol like Telnet), Linux presents users with a program
known as a shell. The shell accepts commands, such as 1s and cd, and
allows the user to run additional programs. Several shells are available for
Linux and can be set on an account-by-account basis.

Program-specific files Some programs generate files that are associated
with a particular user, in or out of that user’s home directory. Many pro-
grams create configuration files in the user’s home directory, for instance.
Another important example is the mail spool, in which a Linux system
stores incoming e-mail messages for a user. Assuming the basic mail soft-
ware is installed, creating a mail account is usually necessary and suffi-
cient for a user to receive mail, although there are exceptions to this rule,
particularly with some mail server packages.
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Some of these features are defined in one or two critical system configu-
ration files: /etc/passwdand /etc/shadow. /etc/passwd is the traditional
repository for most critical account information, including the username,
UID number, GID number, password, home directory location, and default
shell specification. Creating or modifying an account is mostly a matter of
modifying this one file. There are enough additional details, though, that
most administrators use special tools to perform these tasks, as described
shortly, in “Configuring User Accounts.”

Unfortunately, the needs of the system dictate that /etc/passwd be read-
able by all users. This fact makes the placement of password information in
/etc/passwd—even in encrypted form—a risky proposition. For this reason,
most Linux distributions in 2001 ship with shadow password support. In
this system, users’ passwords are stored in a separate file, /etc/shadow. This
file cannot be read by most users, making it more difficult for a miscreant
with an account on the computer to break into other users’ accounts.

Accounts in a Multitasking System

Linux is both a multiuser and a multitasking system. Linux’s multiuser
nature allows multiple people to use one computer without causing prob-
lems for one another. Linux’s multitasking ability allows multiple programs
to run at one time. Although there are single-user multitasking OSs avail-
able, combining the two has many advantages, particularly in a networked
environment. Specifically, several people can be logged onto a Linux com-
puter at one time, and they can run the same or different programs simulta-
neously. For instance, Sally can run the Emacs editor while Sam and Ellen
both run the Netscape Web browser and George runs the GNU C compiler.

Although it’s possible to use a single account for multiple simultaneous
logins, using multiple accounts can be very helpful, particularly when mul-
tiple individuals are involved. Each account can be configured with its
owner’s preferences in mind, and therefore, simultaneous logins can present
different defaults for things like the placement of icons on a desktop envi-
ronment or the command shell to be used. Furthermore, if a user changes a
default value, that change will not affect other users currently logged on to
the system. If the system were a single-user computer that allowed multiple
logins, changes to system defaults could adversely affect other users or be
undone when other users logged out.

Of course, Linux’s multitasking ability doesn’t mean that the computer
can support an unlimited number of simultaneous users. Some activities,
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such as George’s C program compilation, are likely to consume a great deal
of RAM, CPU time, or disk I/O. If many users try to run such resource-
intensive programs simultaneously, all the users will see a performance
decrease. Just how many simultaneous users a Linux computer can support
depends on many factors, including the types of programs they’re likely to
run and how much of critical system resources (RAM, CPU speed, network
speed, disk speed, and disk capacity) the system has. If the applications used
aren’t very resource-intensive, a single modern computer can support dozens
or hundreds of simultaneous users; but if the programs are hogs of one or
more resources, one user per computer may seem like too many.

Simultaneous use of one computer by multiple users generally requires
some form of network connectivity, although it can also be handled through
terminals connected to serial ports. Typically, remote login protocols like
Telnet or the Secure Shell (SSH) allow for text-mode logins. Linux’s GUI
environment, the X Window System (or X for short), is network-enabled,
and so it permits remote use of GUI programs. Alternatively, the VNC pro-
gram (http://www.uk.research.att.com/vnc) allows similar connectivity.

Linux supports multiple simultaneous logins through its standard console
through a feature known as virtual terminals (VTs). From a text-mode login,
hitting the Alt key along with a function key from 1-6 typically switches to
a different virtual screen, and you can log into as many of these as you like.
You can even run multiple X sessions at different resolutions by issuing
appropriate parameters to startx. Ordinarily, the first X session runs on
VT 7. When switching out of a VT that’s running X, you must add Ctrl to
the key sequence—for instance, you must hit Ctrl+Alt+F1 to switch from X
to the first text-mode VT. You can run a second X session by logging into a
text VT and issuing the following command:

§ startx -- :1 vt8

This will run X in VT 8. You can switch back and forth between it and the
first X session by typing Ctrl+Alt+F7 and Ctrl+Alt+F8.

Of course, this VT capability is most useful for a single-user work-
station—two people can’t make practical use of the same keyboard at the
same time. Nonetheless, it’s still useful if you as an administrator want to run
Linux under multiple accounts or X configurations or if you want to easily
switch between multiple text-based programs without running X.
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The Superuser Account

One particularly important account on all Linux systems is that of the super-
user. The superuser is also referred to as the administrator. The account used
by the superuser is normally known as root.

Whenever you perform system administration tasks on a Linux computer,
you’ll do so as root. You can do this in any of several ways:

root login You can log into the computer as root. Thereafter, any
action you perform will be done as the superuser. This can be a very dan-
gerous way to use the system, so it’s best to do this only for brief periods.
Most systems contain restrictions on root logins, so they can only be
done from the console. This helps prevent outsiders from gaining access
to a system over a network by using a stolen password.

su The su program lets you temporarily acquire superuser privileges or
take on any other user’s identity. Type su and press the Enter key after
logging on as an ordinary user, and the system will prompt you for the
root password. If you type that password correctly, subsequent com-
mands will be executed as root. Type exit to return to your normal user
privileges. To take on a non-root user’s privileges, add that user’s name,
as in su george, to take on the george account’s role. If you’re already
root, you can take on another user’s identity without that user’s pass-
word; su doesn’t ask root for a password. This can be useful when debug-
ging problems that may be related to a particular user’s configuration.

sudo Once configured, the sudo command allows you to execute a single
command as root. This limits the danger of running as root, and so it can
be a good way to run the programs that you most frequently run as root.
The /etc/sudoers file contains a list of users who may use sudo, and
with what commands. You can edit this file with the visudo command,
which invokes the vi editor (Chapter 7, “Managing Partitions and
Processes”) in such a way that it helps you get the format of the config-
uration file right.

SUID root files As described later in this chapter, in “Interpreting File
Access Codes,” it’s possible to set a file to execute as if run by root even
when it’s run by another user. This must be set on a program-by-program
basis.

Program prompts Some configuration tools prompt you for the root
password and then run themselves as root. This setup is most common
with the GUI configuration tools that ship with many Linux distributions.
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The root account is special because it bypasses normal security features.
Specifically, the superuser may read, write, or delete any file on the com-
puter, no matter who owns that file or whether the owner has granted other
users read or write access to it. This sort of power is dangerous not just
because of the ability to invade other users’ privacy, but because it allows
root to do serious damage to the computer. For instance, suppose you want
to delete a directory and its contents. You might issue the following com-
mand to do so:

# rm -r /home/george/olddir

This command deletes the /home/george/olddir directory and all its
files and subdirectories. Unfortunately, a single typo can create a much more
destructive command:

# rm -r / home/george/olddir

Note the stray space between / and home/george/ol1ddir. This typo
causes the computer to delete all files in the / directory—that is, all files on
the computer as well as files in home/george/olddir. This is the sort of
power that you should grant yourself only when you absolutely need it.

Linux Usernames

Linux is fairly flexible about its usernames. Most versions of Linux support
usernames consisting of any combination of upper- and lowercase letters,
numbers, and many punctuation symbols, including periods and spaces.
Some punctuation symbols, however, such as spaces, cause problems for cer-
tain Linux utilities, so it’s generally best to avoid using punctuation in Linux
usernames. Underscores (_) and periods (.) are relatively unlikely to cause
problems and so are occasionally used. Also, usernames must begin with a
letter, so a username such as 45u is invalid, although u45 is fine. Although
usernames may be up to 32 characters in length, many utilities truncate user-
names longer than eight characters or so in their displays, so many adminis-
trators try to limit username length to eight characters.

Linux treats usernames in a case-sensitive way. Therefore, a single com-
puter can support both e11en and E17en as separate users. This practice can
lead to a great deal of confusion, however, so it’s best to avoid creating
accounts whose usernames differ only in case. In fact, the traditional practice
is to use entirely lowercase letters in Linux usernames, such as sally, sam,
ellen, and george. Usernames don’t need to be based on first names, of

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

Linux Multiuser Concepts 243

course—you could use sam_jones, s.jones, sjones, jones, jonesl7, or
u238, to name just a few possibilities. Most sites develop a standard method
of creating usernames, such as using the first initial and the last name. Cre-
ating and following such a standard practice can help you locate an account
that belongs to a particular individual. If your computer has many users,
though, you may find a naming convention produces duplicates, particularly
if your standard uses initials to shorten usernames. You may therefore be
forced to deviate from the standard or incorporate numbers to distinguish
between all the Davids or Smiths of the world.

Groups: Linking Users Together for Productivity

Linux uses groups as a means of organizing users. In many ways, groups par-
allel users. Groups are similar to users in ways such as the following;:

= Groups are defined in a single file, /etc/group, which has a structure
similar to that of /etc/passwd.

= Groups have names similar to usernames.
= Group names are tied to group IDs (GIDs).

Groups are not accounts, however. Rather, groups are a means of orga-
nizing collections of accounts, largely as a security measure. As described
shortly, in “File Permissions,” every file on a Linux system is associated with
a specific group, and various permissions can be assigned to members of that
group. For instance, group members (such as faculty at a university) might
be allowed to read a file, but others (such as students) might be disallowed
such access. Because Linux provides access to hardware (such as serial ports
and tape backup units) through files, this same mechanism can be used to
control access to hardware.

Every group has anywhere from no members to as many members as there
are users on the computer. Group membership is controlled through the
/etc/group file. This file contains a list of groups and the members belong-
ing to each group. The details of this file’s contents are described later in this
chapter, in “Configuring Groups.”

In addition to membership defined in /etc/group, each user has a default
or primary group. The user’s primary group is set in the user’s configuration
in /etc/passwd. When users log onto the computer, their group member-
ship is set to their primary groups. When users create files or launch pro-
grams, those files and running programs are associated with a single group—
the current group membership. A user can still access files belonging to other
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groups, so long as the user belongs to that group and the group access per-
missions allow the access. To run programs or create files with other than the
primary group membership, however, the user must run the newgrp com-
mand to switch current group membership. For instance, to change to the
project2 group, you might type the following:

$ newgrp project2

If the user typing this command is listed as a member of the project2
group in /etc/group, the user’s current group membership will change.
Thereafter, files created by that user will be associated with the project2
group. Alternatively, users can change the group associated with an existing
file by using the chgrp or chown commands, as described shortly, in “Chang-
ing File Permissions.”

This group structure allows you to design a security system that permits
different collections of users to easily work on the same files while simulta-
neously keeping other users of the same computer from prying into files they
should not be able to access. In a simple case, you might create groups for
different projects, classes, or workgroups, with each user restricted to one of
these groups. A user who needs access to multiple groups could be a member
of each of these groups—for instance, a student who takes two classes could
belong to the groups associated with each class, or a supervisor might belong
to all the supervised groups. “Common User and Group Strategies,” later in
this chapter, describes the approaches taken by various Linux distributions
by default, and it then explains how you can expand and use these strategies
to suit your own needs.

Mapping UIDs and GIDs to Users and Groups

As mentioned earlier, Linux defines users and groups by numbers (UIDs and
GIDs, respectively). Internally, Linux tracks users and groups by these num-
bers, not by name. For instance, the user sam might be tied to UID 523, and
e171en might be UID 609. Similarly, the group projectl might be GID 512,
and project2 might be GID 523. For the most part, these details take care
of themselves—you use names, and Linux uses /etc/passwd or /etc/
group to locate the number associated with the name. You may occasionally
need to know how Linux assigns numbers when you tell it to do something,
though. This is particularly true when you are troubleshooting or if you have
cause to manually edit /etc/passwd or /etc/group.
Linux distributions reserve the first hundred user and group IDs (0-99)

for system use. The most important of these is 0, which corresponds to root

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

Linux Multiuser Concepts 245

(both the user and the group). Subsequent low numbers are used by accounts
and groups that are associated with specific Linux utilities and functions. For
instance, UID 2 and GID 2 are generally the daemon account and group,
respectively, which are used by various servers; and UID 8 and GID 12 are
usually the mail account and group, which can be used by mail-related serv-
ers and utilities. Not all account and group numbers from 0-99 are in use;
there are usually only one or two dozen accounts and a dozen or so groups
used in this way. You can check your /etc/passwd and /etc/group files to
determine which user and group IDs are so used.

Beyond 100, user and group IDs are available for use by ordinary users
and groups. Many distributions, however, reserve up to 500 or even 1000
for special purposes. Frequently, therefore, the first normal user account is
assigned a UID of 500 or 1000. When you create additional accounts, the
system typically locates the next-highest unused number, so the second user
you create is UID 501, the third is 502, and so on. When you remove an
account, that account’s ID number may be reused, but the automatic
account-creation tools typically don’t do so if subsequent numbers are in
use, leaving a gap in the sequence. This gap causes no harm unless you have
so many users that you run out of ID numbers. (The limit is 65,536 users
with the 2.2.x kernels and over 4.2 billion with the 2.4.x kernels, including
root and other system accounts. The limit can be set lower in configuration
files or because of limits in support programs.) In fact, reusing an ID number
can cause problems if you don’t clear away the old user’s files—the new user
will become the owner of the old user’s files, which can lead to confusion.

Typically, GID 100 is users—the default group for some distributions.
(See “Common User and Group Strategies” later in this chapter.) On any but
a very small system with few users, you’ll probably want to create your own
groups. Because different distributions have different default ways of assign-
ing users to groups by default, it’s best that you familiarize yourself with
your distribution’s way of doing this, and plan your own group-creation pol-
icies with this in mind. For instance, you might want to create your own
groups within certain ranges of IDs to avoid conflicts with the distribution’s
default user- and group-creation processes.

ﬁl‘ Intruders sometimes create accounts with UID 0 to give themselves root priv-
ING ileges on the systems they invade. Any account with a UID of 0 is effectively

the root account, with all the power of the superuser. If you spot a suspicious
account in your /etc/passwd file with a UID of 0, your system has most prob-
ably been compromised.
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It’s possible to create multiple usernames that use the same UID, or mul-
tiple group names that use the same GID. In some sense, these are different
accounts or groups; they have different entries in /etc/passwd or /etc/
group, so they can have different home directories, different passwords, and
so on. Because these users or groups share IDs with other users or groups,
though, they’re treated identically in terms of file permissions. Unless you
have a compelling reason to do so, you should avoid creating multiple users
or groups that share an ID.

@ Real World Scenario
Coordinating UIDs and GIDs across Systems

If you maintain several Linux computers and want to set up Network File-
system (NFS) file sharing, one problem that can arise is keeping UIDs and
GIDs synchronized across systems. Because all Linux filesystems, including
NFS, track numeric IDs rather than the names that humans use, mis-
matched UIDs and GIDs can cause one person’s files to appear to be owned
by another person on an NFS mount. For instance, suppose that two com-
puters each have two users, el1en and george. On one computer, ellen has
UID 500 and george has UID 501, but these numbers are reversed on the
other. As a consequence, when one computer mounts the other’s files via
NFS, the UID values will indicate that e11en owns files that are really owned
by george, and vice-versa.

One solution to this problem is to keep UIDs and GIDs consistent across
computers. This isn’t too difficult with a handful of small systems with few
users, but it becomes tedious with larger or more systems. NFS also sup-
ports various mapping options, such as querying a remote login database,
using a static map file, or using a user ID mapping server run on the client
system. These options are described in the exports man page.

The Importance of Home Directories

A user’s home directory is a directory on the disk that’s usually intended for
one user alone. On Linux systems, the standard placement of home directo-
ries is in the /home directory tree, with each user’s home directory named

after the user’s account name. For instance, the home directory for the sally
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account would be /home/sally. This naming and placement is only a con-
vention, though—it’s not a requirement. The /etc/passwd file contains the
location of each user’s home directory, so you can modify this location by
editing that file. You can also specify an alternative location when you create
an account (as described shortly in “Adding Users”), or use the usermod util-
ity to change it after the fact.

Typically, a user’s home directory belongs to that user only. Therefore,
it’s created with fairly restrictive permissions, particularly for writing to the
directory. The exact permissions used by default vary from one distribution
to another, so you should check yours to see how it’s done. If you want to
create more stringent or laxer permissions, you’ll have to do so yourself after
creating an account, or you’ll need to create your own account-creation
scripts to automate the process.

You can create separate directories for shared projects, if you like. For
instance, you might want to have a directory in which group members can
store files that belong to the group as a whole, or in which group members
may exchange files. Linux distributions don’t create such directories auto-
matically when creating groups, so you’ll have to attend to this task yourself,
as well as decide where to store them. (Somewhere in /home is a logical
choice, but it is up to you.)

One problem that’s commonly faced by Linux system administrators is
the depletion of available disk space. The /home directory frequently resides
on a separate partition, and sometimes an entirely separate physical hard
disk, from other Linux files. This arrangement can help to make the system
more secure because it helps to isolate the data—filesystem corruption on
one partition need not affect data on another. It also limits room for expan-
sion, however. If your users begin creating very large files, or if the number
of users you must support grows and causes your initial estimates of required
/home disk space to be exceeded, you’ll need to take action to correct this
matter. For instance, you might move home directories to some other parti-
tion, enlarge the home partition with a tool like resize2fs or Partition-
Magic (http://www.powerquest.com), or add a new hard disk to store
some or all of the user home directories.

File Permissions

Support for individual user accounts and groups is wasted if it’s not
used. In Linux, these features are applied in various ways, the most obvious
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and important from a system administration point of view being file permis-
sions. (User and group information is also associated with running programs
and may be used by specific programs—say to locate and load a specific
user’s settings.) File permissions are at the heart of Linux’s local security con-
figuration, as discussed later in this chapter. In order to use these features,
though, you must understand how Linux treats file permissions, and what
tools the OS provides to allow you to manipulate permissions.

File Access Permissions

File access permissions in Linux involve several components, which combine
to determine who may access a file and in what way. These components also
help to determine precisely what a file is—an ordinary data file, a program
file, a subdirectory, or so on. Understanding this setup is necessary if you’re
to manipulate file permissions.

File Access Components

There are three components to Linux’s file permission handling:

Username (or UID) A username (or UID, as it’s stored in this form) is
associated with each file on the computer. This is frequently referred to as
the file owner.

Group (or GID) Every file is associated with a particular GID, which
links the file to a group. This is sometimes referred to as the group owner.
Normally, the group of a file is one of the groups to which the file’s owner
belongs, but root may change the file’s group to one unassociated with
the file’s owner.

File access permissions The file access permissions (or file permissions
for short) are a code that represents who may access the file, relative to the
file’s owner, the file’s group, and all other users.

You can see all three elements by using the 1s -1 command on a file, as
shown here:

$ 1s -1 /usr/sbin/1sof
-rwxr-xr-x 1 root kmem 84124 Oct 3 02:37
% /usr/sbin/1sof
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The output of this command has several different components, each with
a specific meaning:

Permission string The first component, -rwxr-xr-x, is the permission
string. Along with the user and group names, it’s what determines who
may access a file. As displayed by 1s -1, the permission string is a series
of codes, which are described in more detail shortly, in “Interpreting File
Access Codes.” Sometimes the first character of this string is omitted, par-
ticularly when discussing ordinary files, but it’s always present in an 1s
-1 listing.

Number of hard links Linux supports hard links in its filesystems. A
hard link allows one file to be referred to by two or more different file-
names. Internally, Linux uses a data structure known as an inode to keep
track of the file, and multiple filenames point to the same inode. The num-
ber 1 in the preceding example output means that just one filename points
to this file; it has no hard links. Larger numbers indicate that hard links
exist—for instance, 3 means that the file may be referred to by three dif-
ferent filenames.

Hard links and soft (or symbolic) links are handled differently. There’s no way
to tell if a file has soft links from its directory listing alone, although the soft
links to a file are indicated by an 1 in the first character of the permission
string.

Owner The next field, root in this example, is the owner of the file. In
the case of long usernames, the username may be truncated.

Group kmem is the group to which the example file belongs. Many sys-
tem files belong to the root owner and root group; for this example, I
picked a file that belongs to a different group.

File size The next field, 84124 in this example, is the size of the file in
bytes.

Creation time The next field contains the file creation time and date
(Oct 3 02:37 in this example). If the file is older than a year, you’ll see
the year rather than the creation time, although the time is still stored
with the file.
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Filename The final field is the name of the file. Because the 1s command
in the preceding example specified a complete path to the file, the com-
plete path appears in the output. If the command had been issued without
that path but from the /usr/shin directory, 1sof would appear alone.

Although information such as the number of hard links and file creation
date may be useful on occasion, it’s not critical for determining file access
rights. For this, you need the file’s owner, group, and file access permission

string.

Interpreting File Access Codes

TABLE 4.1

The file access control string is ten characters in length. The first character
has special meaning—it’s the file type code. The type code determines how
Linux will interpret the file—as ordinary data, a directory, or a special file
type. Table 4.1 summarizes Linux type codes.

Linux File Type Codes

Code

Meaning

Normal data file; may be text, an executable program, graphics,
compressed data, or just about any other type of data.

Directory; disk directories are files just like any others, but they
contain filenames and pointers to disk inodes.

Symbolic link; the file contains the name of another file or direc-
tory. When Linux accesses the symbolic link, it tries to read the
linked-to file.

Named pipe; a pipe allows two running Linux programs to com-
municate with each other. One opens the pipe for reading, and
the other opens it for writing, allowing data to be transferred
between the programs.

Socket; a socket is similar to a named pipe, but it permits network
and bidirectional links.
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TABLE 4.1 LinuxFile Type Codes (continued)

Code Meaning

b Block device; a hardware device to and from which data is trans-
ferred in blocks of more than one byte. Disk devices (hard disks,
floppies, CD-ROMs, and so on) are common block devices.

C Character device; a hardware device to and from which data is
transferred in units of one byte. Examples include parallel and
serial port devices.

The remaining nine characters of the permission string (rwxr-xr-x in the
preceding example) are broken up into three groups of three characters. The
first group controls the file owner’s access to the file, the second controls the
group’s access to the file, and the third controls all other users” access to the
file (often referred to as world permissions).

In each of these three cases, the permission string determines the presence
or absence of each of three types of access: read, write, and execute. Read
and write permissions are fairly self-explanatory, at least for ordinary files.
If the execute permission is present, it means that the file may be run as a pro-
gram. (Of course, this doesn’t turn a non-program file into a program; it only
means that a user may run a program if it is a program. Setting the execute
bit on a non-program file will probably cause no real harm, but it could be
confusing.) The absence of the permission is denoted by a hyphen (-) in the
permission string. The presence of the permission is indicated by a letter—r
for read, w for write, or x for execute.

Thus, the example permission string of rwxr-xr-x means that the file’s
owner, members of the file’s group, and all other users can read and execute
the file. Only the file’s owner has write permission to the file. You can easily
exclude those who don’t belong to the file’s group, or even all but the file’s
owner, by changing the permission string, as described shortly.

Individual permissions, such as execute access for the file’s owner, are
often referred to as permission bits. This is because Linux encodes this infor-
mation in binary form. Because it is binary, the permission information can
be expressed as a single 9-bit number. This number is usually expressed in
octal (base 8) form because a base-8 number is three bits in length, which
means that the base-8 representation of a permission string is three digits
long, one digit for each of the owner, group, and world permissions. The
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read, write, and execute permissions each correspond to one of these bits.
The result is that you can determine owner, group, or world permissions by
adding base-8 numbers: 1 for execute permission, 2 for write permission,
and 4 for read permission. Table 4.2 shows some examples of common per-
missions and their meanings. This table is necessarily incomplete, though;
with nine permission bits, the total number of possible permissions is 2%, or
512. Most of those possibilities are very peculiar, and you’re not likely to
encounter or create them except by accident.

TABLE 4.2 Example Permissions and Their Likely Uses

Permission

string Octal code Meaning

rWX rwX rwx 777 Read, write, and execute permissions for
all users.

rwxr-xr-x 755 Read and execute permission for all
users. The file’s owner also has write
permission.

rwxr-x--- 750 Read and execute permission for the
owner and group. The file’s owner also
has write permission. Non-group
members have no access to the file.

rwx------ 700 Read, write, and execute for the file's
owner only; all others have no access.

rw-rw-rw- 666 Read and write permissions for all users.
No execute permissions to anybody.

rw-rw-r-- 664 Read and write permissions to the owner
and group. Read-only permission to all
others.

rw-rw---- 660 Read and write permissions to the owner
and group. No world permissions.

rw-r--r-- 644 Read and write permissions to the owner.

Read-only permission to all others.
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TABLE 4.2 Example Permissions and Their Likely Uses (continued)

Permission

string Octal code Meaning

rw-r----- 640 Read and write permissions to the owner,
and read-only permission to the group.
No permission to others.

rw------- 600 Read and write permissions to the owner.
No permission to anybody else.

r-------- 400 Read permission to the owner. No

permission to anybody else.

Execute permission makes sense for ordinary files, but it’s meaningless for
most other file types, such as device files. Directories, though, make use of
the execute bit in another way. When a directory’s execute bit is set, that
means that the directory’s contents may be searched. This is a highly desir-
able characteristic for directories, so you’ll almost never find a directory on
which the execute bit is not set in conjunction with the read bit.

Directories can be confusing with respect to write permission. Recall that
directories are files that are interpreted in a special way. As such, if a user can
write to a directory, that user can create, delete, or rename files in the direc-
tory, even if the user isn’t the owner of those files and does not have permis-
sion to write to those files. The sticky bit (described shortly) can alter this
behavior.

Symbolic links are unusual with respect to permissions. This file type
always has 777 (rwxrwxrwx) permissions, thus granting all users full access
to the file. This access applies only to the link file itself, however, not to the
linked-to file. In other words, all users can read the contents of the link to
discover the name of the file to which it points, but the permissions on the
linked-to file determine its file access. Attempting to change the permissions
on a symbolic link affects the linked-to file.

Many of the permission rules do not apply to root. The superuser can
read or write any file on the computer—even files that grant access to
nobody (that is, those that have 000 permissions). The superuser still needs
an execute bit to be set to run a program file, but the superuser has the power
to change the permissions on any file, so this limitation isn’t very substantial.

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

254 Chapter 4 - Users and Security

Some files may be inaccessible to root but only because of an underlying
restriction—for instance, even root can’t access a hard disk that’s not
installed in the computer.

There are a few special permission options that are also supported, and
they may be indicated by changes to the permission string:

Set user ID (SUID) The set user ID (SUID) option is used in conjunction
with executable files, and it tells Linux to run the program with the per-
missions of whoever owns the file, rather than with the permissions of the
user who runs the program. For instance, if a file is owned by root and
has its SUID bit set, the program runs with root privileges and can there-
fore read any file on the computer. Some servers and other system pro-
grams run in this way, which is often called SUID root. SUID programs
are indicated by an s in the owner’s execute bit position of the permission
string, as in rwsr-xr-X. (As discussed later in this chapter, SUID pro-
grams can pose a security risk.)

Set group ID (SGID) The set group ID (SGID) option is similar to the
SUID option, but it sets the group of the running program to the group of
the file. It’s indicated by an s in the group execute bit position of the per-
mission string, as in rwxr-sr-x.

Sticky bit  The sticky bit has changed meaning during the course of Unix
history. In modern Linux implementations (and most modern versions of
Unix), it’s used to protect files from being deleted by those who don’t own
the files. When this bit is present on a directory, the directory’s files can
only be deleted by their owners, the directory’s owner, or root. The sticky
bit is indicated by a t in the world execute bit position, as in rwxr-xr-t.

Changing File Ownership and Permissions

Changing who can read, write, or execute a file can be done using several
programs, depending upon the desired effect. Specifically, chown changes a
file’s owner, and optionally, its group; chgrp changes the file’s group; and
chmod changes the permissions string.

Ownership Modification
To begin, chown’s syntax is as follows:

chown [options] [newowner][.newgroup] filename...

newowner and newgroup are, of course, the new owner and group of the
file. One or both are required. If both are included, there must be no space
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between them, only a single period (.). For instance, the following command
gives ownership of the file report.tex to sally, and sets the file’s group to
project2:

# chown sally.project2 report.tex

The chown command supports a number of options, such as
--dereference (which changes the referent of a symbolic link) and
--recursive (which changes all the files within a directory and all its sub-
directories). The latter is probably the most useful option for chown.

The chgrp command is similar to chown, except that it doesn’t change or
alter the file’s owner—it works only on the group. The group name is not
preceded by a period. For instance, to change the group of report.tex to
project2, you could issue the following command:

# chgrp project2 report.tex

chgrp takes the same options as does chown. One caveat to the use of both
commands is that even the owner of a file may not be able to change the owner-
ship or group of a file. The owner may change the group of a file to any
group to which the file’s owner belongs, but not to other groups. Normally,
only root may change the owner of a file.

Permissions Modification

You can modify a file’s permissions using the chmod command. This com-
mand may be issued in many different ways to achieve the same effect. Its
basic syntax is as follows:

chmod [options] [mode[,mode...]] filename...

The chmod options are similar to those of chown and chgrp. In particular,
--recursive (or -R) will change all the files within a directory tree.

Most of the complexity of chmod comes in the specification of the file’s
mode—that is, its permissions. There are two basic forms in which you can
specify the mode: as an octal number or as a symbolic mode, which is a set
of codes related to the string representation of the permissions.

The octal representation of the mode is the same as that described earlier
and summarized in Table 4.2. For instance, to change permissions on
report.tex to rw-r--r--, you could issue the following command:

# chmod 644 report.tex
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In addition, it’s possible to precede the three digits for the owner, group,
and world permissions with another digit that sets special permissions. Three
bits are supported (hence values between 0 and 7): adding 4 sets the set user
ID (SUID) bit; adding 2 sets the set group ID (SGID) bit; and adding 1 sets
the sticky bit. If you omit the first digit (as in the preceding example), Linux
clears all three bits. Using four digits causes the first to be interpreted as the
special permissions code. For instance, the following command sets the pro-
gram file bigprogram to have both SUID and SGID bits set (6), to be read-
able, writeable, and executable by the owner (7), to be readable and
executable by the group (5), and completely inaccessible to all others (0):

# chmod 6750 bigprogram

A symbolic mode, by contrast, consists of three components: a code indi-
cating the permission set you want to modify (the owner, the group, and so
on); a symbol indicating whether to add, delete, or set the mode equal to the
stated value; and a code specifying what the permission should be. Table 4.3
summarizes all these codes. Note that these codes are all case-sensitive.

TABLE 4.3 Codes Usedin Symbolic Modes
Permission Change Permissionto
set code Meaning type code Meaning modify code Meaning
u owner + add r read
g group - remove w write
0 world = set X execute
equal to
a all X execute only if file is

directory or already
has execute

permission
s SUID or SGID
t sticky bit

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

File Permissions

257

TABLE 4.3 Codes Usedin Symbolic Modes (continued)
Permission Change Permissionto
set code Meaning type code Meaning modify code Meaning

existing owner’s
permissions

existing group
permissions

existing world
permissions

TABLE 4.4
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To use symbolic permission settings, you combine together one or more
of the codes from the first column of Table 4.3 with one symbol from the
third column and one or more codes from the fifth column. You can combine
multiple settings by separating them by commas. Table 4.4 provides some
examples of chmod using symbolic permission settings.

Examples of Symbolic Permissions with chmod

End Permissions

Initial
Command Permissions
chmod a+x bigprogram rw-r--r--
chmod ug=rw report.tex r--—----—--
chmod o-rwx bigprogram rWXrwxr-x
chmod g=u report.tex rw-r--r--
chmod g-w,o-rw report.tex rw-rw-rw-

rwxr-xr-x

rw-rw----

rWXrwx---

rw-rw-r--

rw-r-----

As a general rule, symbolic permissions are most useful when you want to
make a simple change (such as adding execute or write permissions to one or
more class of users), or when you want to make similar changes to many files
without affecting their other permissions—for instance, adding write per-
missions without affecting execute permissions. Octal permissions are most
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useful when you want to set some specific absolute permission, such as
rw-r--r-- (644). In any event, a system administrator should be familiar
with both methods of setting permissions.

A file’s owner and root are the only users who may adjust a file’s permis-
sions. Even if other users have write access to a directory in which a file
resides and write access to the file itself, they may not change the file’s per-
missions (but they may modify or even delete the file). To understand why
this is so, you need to know that the file permissions are stored as part of the
file’s inode, which isn’t part of the directory entry. Read/write access to the
directory entry, or even the file itself, doesn’t give a user the right to change
the inode structures (except indirectly—for instance, if a write changes the
file’s size or a file deletion eliminates the need for the inode).

Setting Default Permissions

When a user creates a file, that file has default ownership and permissions.
The default owner is, understandably, the user who created the file. The
default group is the user’s primary group, as described earlier. The default
permissions, however, are configurable. These are defined by the user mask
(umask), which is set by the umask command. This command takes as input
an octal value that represents the bits to be removed from 777 permissions
for directories, or from 666 permissions for files, when creating a new file or
directory. For instance, to have Linux create files with 640 permissions, and
0750 for directories, you would enter the following command:

$ umask 027

Note that the umask isn’t a simple subtraction from the values of 777 or
666; it’s a bit-wise removal. Any bit that’s set in the umask is removed from
the final permission for new files, but if the execute bit isn’t set (as in ordi-
nary files), its specification in the umask doesn’t do any harm. For instance,
consider the trailing 7 in the preceding umask command. This corresponds to
a binary value of 111. An ordinary file might have rw- (110) permissions,
but applying the umask’s 7 (111) eliminates 1 values but doesn’t touch 0
values, thus producing a 000 (binary) value—that is, --- permissions,
expressed symbolically.

Ordinary users can enter the umask command to change the permissions
on new files they create. The superuser can also modify the default setting for
all users by modifying a system configuration file. Typically, /etc/profile
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contains one or more umask commands. Setting the umask in /etc/profile
might or might not actually have an effect, because it can be overridden at
other points, such as a user’s own configuration files. Nonetheless, setting

the umask in /etc/profile or other system files can be a useful procedure
if you want to change the default system policy. Most Linux distributions use
a default umask of 002 or 022.

To find what the current umask is, type umask alone, without any param-
eters. Typing umask -S produces the umask expressed symbolically, rather
than in octal form. You may also specify a umask in this way when you want
to change it, but in this case, you specify the bits that you do want set. For
instance, umask u=rwx,g=rx,o0=rx is equivalent to umask 022.

Configuring User Accounts

H ow frequently you’ll do user maintenance depends on the nature of
the system you administer. Some systems, such as small personal work-
stations, will need changes very rarely. Others, such as large systems in envi-
ronments in which users are constantly coming and going, may require daily
maintenance. The latter situation would seem to require more knowledge of
user account configuration tools, but even in a seldom-changing system, it’s
useful to know how to do these things so that you can do them quickly and
accurately when you do need to add, modify, or delete user accounts.

Adding Users

Adding users can be accomplished through the useradd utility. (This pro-
gram is called adduser on some distributions.) Its basic syntax is as follows:

useradd [-c comment] [-d home-dir] [-e expire-date]

G [-f inactive-time] [-g initial-group] [-G group[,...]]
O [-m [-k skeleton-dir] | -M] [-p password] [-s shell]
S [-u UID [-0]] [-r] [-n] username

%’ Some of these parameters modify settings that are valid only when the sys-
ITE tem uses shadow passwords. This is the standard configuration for most dis-
tributions today.
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In its simplest form, you may type just useradd username, where
username is the username you want to create. The rest of the parameters are
used to modify the default values for the system, which are stored in the file
/etc/Togin.defs. The parameters and their meanings are as follows:

-c comment The comment field for the user. Some administrators store
public information like a user’s office or telephone number in this field.
Others store just the user’s real name, or no information at all.

-d home-dir The account’s home directory. This defaults to /home/
username on most systems.

-e expire-date The date on which the account will be disabled,
expressed in the form YYYY-MM-DD. (Many systems will accept alternative
forms, such as MM-DD-YYYY, or a single value representing the number of
days since January 1, 1970, as well.) The default is for an account that
does not expire. This option is most useful in environments in which user
accounts are inherently time-limited, such as accounts for students taking
particular classes or temporary employees.

-f inactive-days The number of days after a password expires after
which the account becomes completely disabled. A value of -1 disables
this feature, and is the default.

-g default-group The name or GID of the user’s default group. The
default for this value varies from one distribution to another, as described
later, in “Common User and Group Strategies.”

-G group[,...] The names or GIDs of one or more groups to which
the user belongs. These groups need not be the default group, and more
than one may be specified by separating them with commas.

-m [-k skeleton-dir] The system automatically creates the user’s
home directory if -mis specified. Normally, default configuration files are
copied from /etc/skel, but you may specify another template directory
with the -k option. Many distributions use -m as the default when run-
ning useradd.

-M This option forces the system to not automatically create a home
directory, even if /etc/Tlogin.defs specifies that this action is the
default.
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-p encrypted-password This parameter passes the pre-encrypted
password for the user to the system. The encrypted-password value will
be added, unchanged, to the /etc/passwd or /etc/shadow file. This
means that if you type an unencrypted password, it won’t work as you
probably expected. In practice, this parameter is most useful in scripts,
which can encrypt a password (using crypt) and then send the encrypted
result through useradd. The default value disables the account, so you
must run passwd to change the user’s password.

-s shell The name of the user’s default login shell. On most systems,
this defaults to /bin/bash, but Linux supports many alternatives, such as
/bin/tcsh and /bin/zsh.

-u UID [-0] Createsan account with the specified user ID value (UID).
This value must be a positive integer, and it is normally above 500 for user
accounts. System accounts typically have numbers below 100. The -o
option allows the number to be reused so that two usernames are associ-
ated with a single UID.

-r This parameter allows the creation of a system account—an account
with a value lower than UID_MIN, as specified in /etc/Togin.defs. (This
is normally 100, 500, or 1000.) useradd also doesn’t create a home direc-
tory for system accounts.

-n In some distributions, such as Red Hat, the system creates a group
with the same name as the specified username. This parameter disables
this behavior.

Suppose you’ve added a new hard disk in which some users” home direc-
tories are located and mounted it as /home2. You want to create a user
account in this directory and make the new user a member of the projectl
and project4 groups, with default membership in project4. The user has
also requested tcsh as her default shell. You might use the following com-
mands to accomplish this goal:

# useradd -d /home2/sally -g project4 -G projectl,project4
% -s /bin/tcsh sally

# passwd sally

Changing password for user sally

New UNIX password:

Retype new UNIX password:

passwd: all authentication tokens updated successfully
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The passwd command asks for the password twice, but it does not echo what
you type. This prevents somebody who sees your screen from reading the
password off of it. passwd is discussed in more detail in “Modifying User
Accounts.”

Modifying User Accounts

User accounts may be modified in many different ways: You can directly edit
critical files such as /etc/passwd, modify user-specific configuration files in
the account’s home directory, or use system utilities like those used to create
accounts. You usually modify an existing user’s account at the user’s request
or to implement some new policy or system change, such as moving home
directories to a new hard disk. Sometimes, though, you must modify an
account immediately after its creation, in order to customize it in ways that
aren’t easily handled through the account creation tools or because you real-
ize you forgot a parameter to useradd.

Setting a Password

Although useradd provides the -p parameter to allow you to set a pass-
word, this tool is not very useful when directly adding a user because it
requires a pre-encrypted password. Therefore, it’s usually easiest to create an
account in disabled form (by not using -p with useradd) and set the pass-
word after creating the account. This can be done with the passwd com-
mand, which has the following syntax:

passwd [-k] [-1] [-u [-f]1] [-d] [-S] [username]
The parameters to this command have the following meanings:

-k This parameter indicates that the system should update an expired
account.

-1 This parameter locks an account, by prefixing the encrypted pass-
word with an exclamation mark (!). The result is that the user can no
longer log into the account, but the files are still available and the change
can be easily undone.
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-u [-f] The -u parameter unlocks an account by removing a leading
exclamation mark. useradd creates accounts that are locked and have no
password, so using this command on a fresh account would result in an
account with no password. Normally, passwd doesn’t allow this—it
returns an error if you attempt it. Adding -f forces passwd to turn the
account into one with no password.

-d This parameter removes the password from an account, rendering it
password-less.

-S This option displays information on the password for an account—
whether or not it’s set and what type of encryption it uses.

Ordinary users may use passwd to change their passwords, but many
passwd parameters may only be used by root. Specifically, -1, -u, -f, -d,
and -S are all off-limits to ordinary users. Similarly, only root may specify
a username to passwd. When ordinary users run the program, they should
omit their usernames, and passwd will change the password for the user who
ran the program. As a security measure, passwd asks for a user’s old pass-
word before changing the password when an ordinary user runs the pro-
gram. This precaution is zot taken when root runs the program so that the
superuser may change a user’s password without knowing it. Since the
administrator normally doesn’t know the user’s password, this is necessary.

Linux passwords may consist of letters, numbers, and punctuation. Linux
distinguishes between upper- and lowercase letters in passwords, which
means you can use mixed-case passwords to improve security.

“Account Security” later in this chapter includes additional information on
selecting good passwords.

Using usermod

The usermod program closely parallels useradd in its features and parame-
ters. This utility changes an existing account rather than create a new one,
however. The major differences between useradd and usermod are as follows:

= usermod allows the addition of a -m parameter when used with -d.
-d alone changes the user’s home directory, but it does not move any
files. Adding -m causes usermod to move the user’s files to the new
location.
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= usermod supports a -1 parameter, which changes the user’s login
name to the specified value. For instance, usermod sally -1 sjones
changes the username from sally to sjones.

* You may lock or unlock a user’s password with the -L and -U options,
respectively. This duplicates functionality provided by passwd.

usermod changes the contents of /etc/passwd or /etc/shadow, depend-
ing upon the option used. If -m is used, usermod also moves the user’s files,
as already noted.

Changing an account’s characteristics while the owner is logged in can have
undesirable consequences. This is particularly true of the -d -mcombination,
which can cause the files a user was working on to move. Most other changes,
such as changes to the account’s default shell, simply don’t take effect until
the user has logged out and back in again.

If you change the account’s UID, this action does not change the UIDs
stored with a user’s files. Because of this, the user may lose access to these
files. You can manually update the UIDs on all files by using the chown com-
mand described earlier, in “Ownership Modification.” Specifically, a command
like the following, issued after changing the UID on the account sally, will
restore proper ownership on the files in sal1y’s home directory:

# chown -R sally /home/sally

This action does not change the ownership of files that aren’t in sally’s
home directory. If you believe such files exist, you may need to track them
down with the find command, as described shortly in “Deleting Accounts.”
Also, this command blindly changes ownership of all files in the /home/
sally directory. This is probably desirable, but it’s conceivable that some
files in that directory should be owned by somebody else—say, because
sally and another user are collaborating on a project.

When using the -G option to add a user to new groups, be aware that any
groups 7ot listed will be removed. The gpasswd command, described
shortly, provides a way to add a user to one or more specific groups without
affecting existing group memberships, and so it is generally preferable for
this purpose.
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Using chage

The chage command allows you to modify account settings relating to
account expiration. It’s possible to configure Linux accounts so that they
automatically expire if either of two conditions is true:

= The password hasn’t been changed in a specified period of time.
= The system date is past a predetermined time.

The first option is generally used to enforce password changes—say, to
get users to change their passwords once a month. The second option is use-
ful when an account should exist for a specific limited period of time, such
as until the end of an academic semester or until a temporary employee
leaves. These settings are controlled through the chage utility, which has the
following syntax:

chage [-1] [-m mindays] [-M maxdays] [-d Tastday]
G [-I inactive] [-E expiredate] [-W warndays] username

Each parameter has a specific meaning;:

-1 This option causes chage to display account expiration and pass-
word aging information for a particular user.

-m mindays This is the minimum number of days between password
changes. 0 indicates that a user can change a password multiple times in
a day; 1 means that a user can change a password once a day; 2 means a
user may change a password once every two days; and so on.

-M maxdays This is the maximum number of days that may pass
between password changes. For instance, 30 would require a password
change approximately once a month.

- If the user changes a password before the deadline, the counter is reset from
ITE the password change date.

-d lastday This is the last day a password was changed. This value is
normally maintained automatically by Linux, but you can use this param-
eter to artificially alter the password change count. For instance, you
could use this to set the last changed date to force a password change in
some period of time you determine. Tastday is expressed in the format
YYYY/MM/DD, or as the number of days since January 1, 1970.
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-I inactive This isthe number of days between password expiration
and account disablement. An expired account may not be used or may
force the user to change the password immediately upon logging in,
depending upon the distribution. A disabled account is completely dis-
abled, however.

-E expiredate You can set an absolute expiration date with this

option. For instance, you might use -E 2003/05/21 to have an account
expire on May 21, 2003. The date may also be expressed as the number
of days since January 1, 1970. A value of -1 represents no expiration date.

-W warndays This is the number of days before account expiration that
the system will warn the user of the impending expiration. It’s generally
a good idea to use this feature to alert users of their situation, particularly
if you make heavy use of password change expirations.

chage can normally only be used by root. The one exception to this rule
is if the -1 option is used; this feature allows ordinary users to check their
account expiration information.

Directly Modifying Account Configuration Files

It’s possible to directly modify user configuration files. /etc/passwd and
/etc/shadow control most aspects of an account’s basic features, but many
files within a user’s home directory control user-specific configuration; for
instance, .bashrc can be used to set user-specific bash shell features. This
latter class of configuration files is far too broad to cover here (Chapter 6,
“Managing Files and Services,” covers a few of them), but /etc/passwd and
/etc/shadow are not. Both files consist of a set of lines, one line per account.
Each line begins with a username and continues with a set of fields, delimited
by colons (:). Many of these items may be modified with usermod or
passwd. A typical /etc/passwd entry resembles the following:

sally:x:529:100:Sally Jones:/home/sally:/bin/bash
Each field has a specific meaning, as follows:

Username The first field in each /etc/passwd line is the username
(sally in this example).

Password The second field has traditionally been reserved for the pass-
word. Most Linux systems, however, use a shadow password system in
which the password is stored in /etc/shadow. The x in the example’s
password field is an indication that shadow passwords are in use. In a sys-
tem that does not use shadow passwords, an encrypted password will
appear here instead.
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UID Following the password is the account’s user ID (529 in this example).

Primary GID The default login group ID is next in the /etc/passwd
line for an account. The example uses a primary GID of 100.

Comment The comment field may have different contents on different
systems. In the preceding example, it’s the user’s full name. Some systems
place additional information here, in a comma-separated list. Such infor-
mation might include the user’s telephone number, office number, title,
and so on.

Home directory The user’s home directory is next up in the list.

Default shell The default shell is the final item on each line in /etc/
passwd. This is normally /bin/bash, /bin/tcsh, or some other common
command shell. It’s possible to use something unusual here, though. For
instance, many systems include a shutdown account with /bin/shutdown
as the shell. If you log into this account, the computer immediately shuts
down. You can create user accounts with a shell of /bin/false, which
prevents users from logging in as ordinary users but leaves other utilities
intact. Users can still receive mail and retrieve it via a remote mail retrieval
protocol like POP or IMAP, for instance. A variant on this scheme uses
/bin/passwd so that users may change their passwords remotely but not
actually log on using a command shell.

You can directly modify any of these fields, although in a shadow pass-
word system, you probably do #ot want to modify the password field; you
should make password-related changes via passwd so that they can be prop-
erly encrypted and stored in /etc/shadow. As with changes initiated via
usermod, it’s best to change /etc/passwd directly only when the user in
question isn’t logged in, to prevent a change from disrupting an ongoing session.

Like /etc/passwd, /etc/shadow may be edited directly. An example
/etc/shadow line resembles the following:

sally:E/moFkeT5UnTQ:11372:0:-1:7:-1:-1:

Most of these fields correspond to options set with the chage utility,
although some are set with passwd, useradd, or usermod. The meaning of
each colon-delimited field of this line is as follows:

Username Each line begins with the username. Note that the UID is no#
used in /etc/shadow; the username links entries in this file to those in
/etc/passwd.

Password The password is stored in encrypted form, so it bears no obvi-
ous resemblance to the actual password.
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é/ If you’ve forgotten the root password for a system, you can boot with an

emergency recovery system (as discussed in Chapter 9, “Troubleshooting”)
and copy the contents of a password field for an account whose password you
do remember. You can then boot normally, log in as root, and change the
password. In a real pinch, you can delete the contents of the password field,
which results in a root account with no password. Be sure to immediately
change the root password after rebooting if you do this, though!

Last password change The next field (11372 in this example) is the date
of the last password change. This date is stored as the number of days
since January 1, 1970.

Days until change allowed The next field (0 in this example) is the num-
ber of days before a password change is allowed.

Days before change required This field is the number of days after the
last password change before another password change is required. Values
of -1 or 9999 typically indicate that this feature has been disabled.

Days warning before password expiration If your system is configured
to expire passwords, you may set it to warn the user when an expiration
date is approaching. A value of 7, as in the preceding example, is typical.

Days between expiration and deactivation Linux allows for a gap
between the expiration of an account and its complete deactivation. An
expired account either cannot be used, or requires that the user change the
password immediately after logging in. In either case, its password
remains intact. A deactivated account’s password is erased, and the
account cannot be used until it’s reactivated by the system administrator.

Expiration date This field shows the date on which the account will be
expired. As with the last password change date, the date is expressed as
the number of days since January 1, 1970.

Special Flag This field is reserved for future use and is normally not used
or contains a meaningless value. This field is empty in the preceding
example.

These values are generally best left to modification through the usermod
or chage commands because they can be tricky to set manually—for
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instance, it’s easy to forget a leap year or the like when computing a date as
the number of days since January 1, 1970. Similarly, because of its encrypted
nature, the password field cannot be edited effectively except through
passwd or similar utilities. (You could cut-and-paste a value from a compat-
ible file, or use crypt yourself, but it’s usually easier to use passwd. Copying
encrypted passwords from other systems is also somewhat risky because it
means that the users will have the same passwords on both systems, and this
fact will be obvious to anybody who’s acquired both encrypted password

lists.)
ﬁl‘ /etc/shadow is normally stored with very restrictive permissions—rw------ ,
ING with ownership by root. This fact is critical to the shadow password system’s

utility since it keeps non-root users from reading the file and obtaining the
password list, even in an encrypted form. Therefore, if you manually modify
/etc/shadow, be sure it has the correct permissions when you’re done.

Deleting Accounts

On the face of it, deleting user accounts is easy. You may use the userdel
command to do the job of removing a user’s entries from /etc/passwd and,
if the system uses shadow passwords, /etc/shadow. userdel takes just one
parameter: -r. This parameter causes the system to remove all files from the
user’s home directory, as well as the home directory itself. Thus, removing a
user account such as sally is easily accomplished with the following
command:

# userdel -r sally

You may omit the -r parameter if you want to preserve sally’s files.
There is one potential complication, however: Users may create files outside
of their home directories. For instance, many programs use the /tmp direc-
tory as “scratch space,” so user files often wind up there. These will be
deleted automatically after a certain period, but you may have other direc-
tories in which users might store files. To locate all such files, you can use the
find command with its -uid parameter. For instance, if sally had been
UID 529, you might use the following command to locate all her files:

# find / -uid 529
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The result will be a list of files owned by UID 529 (formerly sally). You
can then go through this list and decide what to do with the files—change
their ownership to somebody else, delete them, back them up to floppy, or
what have you. It’s wise to do something with these files, though, or else they
may be assigned ownership to another user if sal1y’s UID is reused. This
could become awkward if the files exceed the new user’s disk quota or if they
contain information that the new user should not have—such a person might
mistakenly be accused of indiscretions or even crimes.

A few servers—most notably Samba—may keep their own list of users. If
you run such a server, it’s best to remove the user’s listing from that server’s
user list when you remove the user’s main account. In the case of Samba, this
is normally done by manually editing the smbpasswd file (usually located in
/etc, /etc/samba, or /etc/samba.d) and deleting the line corresponding
to the user in question.

Configuring Groups

Linux provides group configuration tools that parallel those for user
accounts in many ways. Groups are not accounts, however, so many features
of these tools differ. Likewise, you can create or modify groups by directly
editing the configuration files in question. Their layout is similar to that for
account control files, but the details differ.

Adding Groups

Linux provides the groupadd command to add a new group. This utility
is similar to useradd, but has fewer options. The groupadd syntax is
shown here:

groupadd [-g GID [-o0]] [-r] [-f] groupname
Each parameter to this command has a specific meaning:

-g GID [-0] You can provide a specific GID with the -g parameter. If
you omit this parameter, groupadd uses the next available GID. Nor-
mally, the GID you specify must be unused by other groups, but the -0
parameter overrides this behavior, allowing you to create multiple groups
that share one GID.
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-r This parameter instructs groupadd to create a group with a GID of
less than 500. Not all distributions support this option; it was added by
Red Hat and has been used on some related distributions. Red Hat uses
GIDs of 500 and above for user private groups, as discussed shortly, in
“The User Private Group,” hence the -r parameter.

-f Normally, if you try to create a group that already exists, groupadd
returns an error message. This parameter suppresses that error message.
Not all versions of groupadd support this parameter.

In most cases, you’ll create groups without specifying any parameters
except for the group name itself, thus:

# groupadd project3

This command creates the project3 group, giving it whatever GID the
system finds convenient—usually the highest existing GID plus 1. Once
you’ve done this, you can add users to the group, as described shortly in
“Modifying Group Information.” When you add new users, you can add
users directly to the new group with the -g and -G useradd parameters,
described earlier.

Modifying Group Information

Group information, like user account information, may be modified either
using utility programs or by directly editing the underlying configuration
file, /etc/group. As with creation, there are fewer options for modifying
groups than for modifying accounts, and the utilities and configuration files
are similar. In fact, usermod is one of the tools that’s used to modify groups.

Using groupmod and usermod

The groupmod command modifies an existing group’s settings. Its syntax is
shown here:

groupmod [-g GID [-0]] [-n n